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FORf-'OHD 



This mo count of Intelligence and Security activities of the Man- 
hattan District has boon writ tan for two specific purpose* i to giro 
the reader an insight into the innumerable and delioa f e problems rela- 
ting to the security of a projeet which, by direction of the President 
of the United Sta*es, has boon more drastically guarded than any other 
hiphly secret war development j and to provide a permanent record of 
the development , organisation and activities of the Security and 
Intelligence Dirision. In order to provide a coherent picture, an 
attempt has boon wade to describe aotirities in a logical order, 
although it should bo realised that many of the policies and functions 
of the Intelligence and Soourity Dirision beeawe established as the 
result of experience. 

The necessary data for this account were drawn from the Dis- 
trict Offiee flics and from the recollections of the authors of the 
various sections, who arc persons with long experience in the Intel- 
ligence and Soourity Divio ion. The text has been written as of 51 
December 1945. Earlier dates have been se looted in some instances 
because the period to these dates represent a more o or root pioture 
of certain activities than would be presented if 51 Deoeaber were 
seleeted. 
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1. Introduction . - The successful development and use of an 
atomic weapon required that the activities of the Manhattan I>latriet 
be afforded the highest possible degree of security. As intensive 
program, therefore, was essential to maintain the seoreoy of the 
Project and to prevent interruption to operations from sabotage, 
fire, explosion, and similar interference, the faet that Germany 
never made a large scale effort to make an atomic bomb is proof 
that efforts to maintain secrecy, concerning the progress of the 
Project, were successful. Since the Project was without geographic 
limitation, the aeope of the security program was likewise. Also, 
In order to maintain security effectively, it was essential that 
the security program be geared to perform a number of specialised 
functions j I.e., a subversive investigative program j a personnel 
security program j a plant protect' on program j a visitor oontrol 
program j a shipment and courier system j a program to safeguard 
military information i a comprehensive security program at Clinton 
J Siglneer Works, inoluding an identification system, the guarding 
of perimeter gates and vital units and installations, a fire pre- 
vention program, the maintenance of a municipal police force and 
Review Board j and the handling of all administrative matters per- 
taining to these functions. In aoeomplishinp- this program It was 
necessary for the District Intelligence and Seourity Division to 
relieve the Service Commands of responsibility for Inspection of 
certain plants or sections of plants enraged on Istrict work. It 
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wee also neoesaary to assuro* responsibility for investigations of 
subversive activities at Clinton £*n?ineer Works, Hanford Engineer 
ftorks. Sit* Y, University of California, University of Chicago, 
Columbia University and numerous other loeations of lntoroat to 
the Manhattan Engineer District. Arrangements were made with the 
Federal Bureau of Investigation (FBI) and office of Naval Intelli- 
gence for the District to assume the sane investigative responsi- 
bility at plant*, or completely segregated port! ess thereof, where 
employees ware engaged en full-time District work. Preliminary 
investigations of Federal criminal offenses committed at project 
sites ware made by the District. 

t. Counter-intelligence. - It was to be expected that the 
enemy would follow two possible courses of action, I.e., (a) obtain 
vital information through infiltration of disloyal personnel and 
(b) sabotage District installations. The objective of counter- 
intelligence, therefore, was to investigate all subversive, dls- 
lcyal or disaffected personnel, all incidents having espionage, 
sabotage or subversive significance, and all unauthorised disclo- 
sures of classified project information. Six typos of counter- 
intelligence laves tigat lens were conducted i (a) Personnel inves- 
tigations, (b) Espionage investigations, (e) Sabotage investi- 
gations, (d) General Subversive investigations, (e) Safeguard- 
ing Military Information (SKI) investigations, and (f) Miscella- 
neous investigations. The Counter-intelligence Corps Detachment 
has handled mere than 1,000 general subversive investigations, over 
1,500 eases In w ioh classified project information was transmitted 
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to unauthorised per* cms, at proximately 100 suspected espionage 
oases, and approximately 200 suspected sabotage eases. 
8» Personnel and Company Clearance . 

K program was initiated in the fall of 1942 which vat 
designed to assure the entrusting of classified work of the Dis- 
trict only to those persons or business firms whose loyalty, Inte- 
grity and discretion had been olearly established. Bmployoes ware 
considered as being in two categories • olaaalfiod mad melaasifleeV 
depending upon the type of information to whloh they would hare 
aeoess, Claaranoe proceduraa of olassified employees underwent 
seToral modifications as the District expanded and eondltlons 
ehanged. All procedures, however, lnoloded positive identifica- 
tion and investigation of the individual through the use of per- 
sonnel security questionnaires or personal history sta teme nts, 
fingerprint ah arts and proof of oitisonship or alien registration* 
special Investigations wars made in doubtful eases. The penalties 
for diseloeure of elasslfied Information wore made slear to fee 
indlTldual, who was then required to read and sign, either the 
Espionage Aot or a 070010! eeoreey agreement. Master referenoe 
lists of undesirables more maintained to aid in forestalling their 
employment or reemployment* So one was permitted to have aeoess 
to olassified information until at least the minimum clearance 
requirements were satisfied. Subsequent to October 1948, em- 
ployes were divided into three groups, depending upon the type 
of information to whloh they had aeoess, and were aub jeot to 
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lnreitigation, the extent of which varied neoordinr to their 
classification. *rom the inception of the District until August 
1945* some 400,000 employees had been inrestlgated. 

Company olearanoe was based on * check of the files of 
the A. C. of S,, 0-2, Dun and Bradstreet credit report, and 
agency eheoke of key pereonnel. In all* approximately 600 earn- 
panics had been cleared by August 1945. 
*• PiUmt Protection . 

A Plant Protection Program wae inaugurated for the era* 
rention of eeplonage, sabotage, fires, explosions, major accidents 
and other similar ha sards . Security standards established jointly 
by the Amy and lavy vara adopted at the basic plant proteotien 
polioy. 

The first atop in the program was the inspection and 
surrey of rital plants and installations. Although oomprehensire 
surreys covering all phases of plant security vara at firat im- 
possible, with the addition of aore plant protection personnel a 
aeourity surrey program was aet up, in August 1942, as a part of 
the Plant Protection Prograa launched at that tine. This aurray 
program provided for prompt security surreys of all installations 
engaged en important work of interest to the Bis tr lot. After 20 
September 1945, such surreys core red all aspects of plants In 
order to discover various conditions which might cause interrup- 
tions to production or the loss or compromise of classified in- 
formation* Reports on the results of surreys , containing recom- 
mendations for neoessary improvements and overall security ratings , 
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were mud* on a special surrey report form to the Are* Engineer 
or other of f ioer responsible for th« security of the facility. 
In order that oomplete seowlty coverage would be assured, a lilt 
of all important facilities was established on 16 April 1944 and 
revised bi-tnonthly thereafter. Commencing in June 1944, these 
facilities were classified Into three categories acoordlng to their 
relative importance to the Project, "A" facilities being those at 
whioh an interruption would seriously delay the overall progra** 
*S" faellitles where only a minor delay would result* end "C" 
facilities where no delay would ooour. A oonposite security rating 
of "Excellent", "Good", "fair", or "Poor" was indicated in the 
•eeurity survey roport covering cash facility, and It was required 
of the responsible area Engineer that "A" and "B" facilities be 
provided with the protective aeasures necessary to merit a security 
rating of not less than "Good" and "Fair" respectively. 

Upon receipt of a survey report, the Area Engineer Insti- 
tuted sueh action to provide protection, in aeo or dance with tie find- 
ings of the roport, as he deemed neoessary after balancing potential 
hasards against "calculated risks". At the prinoipal sites it 
became neoessary for the ^lstriet Intelligence and Security Division 
to assist contractors In taking the required security Measures . 

In December 1942, a system was adopted for the control 
of all visitors to Distrlot installations engaged em e lass If led 
work, to insure that only individuals of known loyalty, whose 
presenoe was neoessary to the advancement of the work at the 
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Installation visited, were iven access to restricted areas. 
Control web exercised by requiring- ©aoh visiter to obtain, prior 
to his visit, the written authorisation of specified responsible 
District ©ffioiels. 

Dp to SI be o ember 1945 therm were no eerioue construc- 
tion or production interruption* attributable to so our it y hasards, 
nor any known aerioue compromise of oleesified information, attri- 
butable to laok of physical proteotior. against espionage* Thus it 
la apparent that the Plant Protection Program was a sueoess. 
6 * telpawnt Security * 

The shipment of olasslfiod materials, equipment and doou- 
■ent* grew in volume with the expanding actlTitiea of the District. 
In the early stage? of the Project, security was insured by adher- 
ence to the general polio lee of the %r Department for safeguard- 
ing military information* As the District expanded, the need for 
a speolal program to provide effective security for shipments of 
highly Important materials with a minimum of delay in delivery 
beeame apparent. 8ueh a program waa Initiated in the latter months 
of 1948* Under this program, guard pools were established -at Chi- 
cago, Illinois, and at Wilmington, Delaware. These guards were 
used to protect rail or motor shipment* among the numerous eon- 
tractors * plants In the cast and mid-west and the Han ford Engineer 
Works. Pools of officer and guard couriers were established at Oak 
Ridge, Hew York, Chicago, Santa Pe, and Klehland and the couriers 
were assigned to transport TCI SECRET documents and email shipments 
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of hi phi y classified and vitally important materials. Other means 
of seourity were also used where practicable, suoh a* i aealed con- 
tainers, freight ears or motor trucks, with or without periodic 
inspect ion 8 on route. 

Methods of transportation used depended on sueh faotors 
as i delivery tine, sise and weight, shipping; oosts, government 
and commercial restrictions, value and characteristics of the 
Materials, proper utilisation of Manpower and continuity of pro* 
duct) on. Railway express, rail freight and motor freight wero tho 
usual aeass of transportation. In some instances 0000101 air trans- 
port shipments were Made. 

C. Security of Information . 

In order to protect classified project information from 
the enemy, there was need for a program which would Minimise the 
ojaount of Infonaatlon circulated oonoornlng tho Project and eduoate 
all projaot porstmnel on the necessity of protootlng such Informa- 
tion. To oarry out such a program. In September 194 J there was 
created within the District Intelligence and Security Division a 
section for safe guarding military information* With tho inaugura- 
tion of the program the scope of activity pertaining to safeguard- 
ing Military information was greatly enlarged to include three 
distinct phases 1 Security of Information, Security Education, and 
Censorship of Publications. 

the Security of Information Program was designed to keep 
at a minimum disclosures of olasslfiod project information. To 
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•erve as • guide in the proper handling of such information. 
Intelligence Bulletin Kc. 6, "Safeguarding Military Information— 
Regulations" was issued in November 1945 and later supplemented by 
a District Circular Letter. All documents containing olassif ied 
information, (TOP SECRET, 8KCRET, COIFIOTSTIAL, RESTRICTED), were 
assigned a like classification and protected accordingly. Other 
Measures taken to assure security of information were the limita- 
tion of information furnished to persons and fao ill ties to that 
whleh was neoessary to enable them to perform their worfcj the use 
of eode names and words to desoribe oertaln highly aeeret items j 
the review of all offioial eorresposdenee with other go rer n ment 
agencies j the investigation «f "loose talk" oases with necessary 
corrective action) and the establishment of requirements to be met 
by project personnel, patriot contractors appointed aeourity agents 
who were responsible for applying aeourity policies within their 
respective organisations* Branch Intelligence Offices closely super- 
vised the aetivlties of those security agents . Work in public re- 
lations was eonduoted to secure the cooperation of newspapers in 
looalitles adjaeent to plant sites and to gain the good will of 
nearby communities. 

The Security Education Program was designed to educate 
District personnel to beoorae instinctively eeourlty-oonsoious. A 
variety of educational media were used to remind project personnel 
- neither to discuss nor to circulate news articles or rumors con- 
cerning certain specified types of project Information. Appeal was 
made on the grounds of patriotism, loyalty to the fighting men and 
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the desirability of preventing pro.lrel information froa reaching 
the enemy* The Security Education Program, by convincing projeot 
workers of tfce neoesslty for security, greatly strengthened plant 

•protootion. 

The eoope of the Censorship Keview Program was gradually 
broadened, from o overage of a few leading dally newspapers and a 
few periodicals, until by the spring of 1944 there was complete 
•overage of 870 newspapers and TO wagaaines. On 1 December 194S, 
a eenaorship oode, continuing a previous confidential directive 
relating to atomic theory, equipment and materials, was Issued by 
the Of floe of Censorship to editors and broadcasters. Publi eat lens 
were reviewed for violations or near violations of the oode and for 
other items pertaining to the work of the District or related sub- 
jects. Clippings, periodicals or books containing violations or 
other natters were reviewed by the District Bil Section, and vio- 
lations were referred to the Office of Censorship for actios* 
7. Or sanitation. 

Intelligence and seourity functions were performed for 
the Manhattan District by an organisation which caae to bo known 
as the Intel 11 pence and Seourity Division and was the product of 
a gradual historical development. For approximately one year after 
creation of the District, a Protective Security Section carried out 
programs for personnel seourity, plant protection, seourity educa- 
tion and safeguarding military infonsation. In February 1045, the 
district Intelligence Section was created, and an officer in the 
Xntelllpenoe Section of eaoh Service Command was designated to act 
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as liaison officer with the district Intelligence Seotion. Immediate 
steps were taken to establish Branch Intelligence Offices, which 
subsequently reaohed eleven in number, each responsible for ell 
intelligence and security within its geographic area. In May 1945, 
responsibility for personnel security was transferred from the 
Protect ire Security Seotion to the Intelligence Off iocs. In July 
1943, the Intelligence and Protect ire Security Scot ions were con- 
solidated to form the Intelligence and Security Division, with head- 
quarters at Oak Ridge, Tennessee. Kith the addition of new mili- 
tary personnel in August 1945, a Plant Protection Seotion and Safe- 
guarding Military Information Section were created) an Administra- 
tive Seotion was created in February 1944) a Shipments and Courier 
8eotlon in Kay) and an T valuation and Review Seotion in June. In 
Deoenber 1943, a District Counter-intelligence Corps Detachment was 
organised and sufficient personnel were assigned thereto to oarry 
out the expanding investigative activities of the Intelligence and 
Security Division. In February 1944, the Intelligence and Security 
Division was re-organised and increased. In Hay 1944, the Thirteenth 
Provisional 8KI) Unit was created to administer non-oounter- 
intelligence military personnel, but, in January 1946, such personnel 
were transferred to the CIC Detachment, Manhattan District, for 
adral ni s trat 1 on . 

As of 1 July 1945, the Intelligence and Security Division 
consisted of 145 officers and 166 enlisted men under Lt. Col. W. B. 
Parsons, Chief of the Division, and was organised into six branches t 
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three (l»istrict Security Branoh, .dminittratioti Branch, and Clinton 
knrineer Work* Branch) under -ajor K . J, fcoWod, Deputy Chief, and 
three (^-valuation and fceview Branch, Safeguarding Military Informa- 
tion Branch, and Branch Offices Sraneh) under Captain B. *. Menke, 
' *#cutive u ff icer. 

On 7 September IMP the function* and operation of the 
Intelligence and Seourity I/i vision were separated. Responsibility 
for production seourity, shipment aeourity, personnel olearanoe, 
security education and minor se-urity violations was assumed by 
the various Area Engineer*. The Seourity Division of I'istriot Head- 
quarters served the ki strict Engineer in a staff eapaeity. Responsi- 
bility for invest! rat ion of subversive, sabotage and serious SMI 
eases was assumed by the Intelligence Unit in addition to responsi- 
bility for seourity and intelligence functions at Site Y and ^ash- 
inrton, D. C, 

With the ereation of the Counter-Intelligence Corps De- 
tachment, Manhattan district, in December 1948, an Administration 
Section was organised to administer the Detachment, expend confi- 
dential funds at Clinton Engineer *©rka, supervise branch office 
expenditures, and procure, issue, and aoeount for all investigative 
equi:ment. For seourity reaaons end to facilitate control, adminis- 
tration of the Detachment was oentralised at District Headquarters, 
Special Investitive equipment was obtained from the Counter- 
Intel ligenop Corps Depot, Camp Ritohie, Maryland, and reissued to 
the Branch Offices. Confidential funds were obtained from the 6-2 
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i lnano«? Officer and ellotted to the "ranch ffiees upon monthly 
request, while the A dnini erratic - *ctio" assumed accountability 
for end responsibility for +he expenditure cf these unds nt Clinton 
knfineer 'Wke and promulgated policy and supervised expenditures 
in the field. Subsequently, the Administration Section assumed re- 
sponsibility for administration of oiyilian personnel at district 
Headquarters and for operation of the v;ail and Reoords and Classi- 
fied File Section of the Intelligence and Security Division. 
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S'XTIOlv I - IKTKOPUCIIOK 



^eoosslty for Seourlty Fropraia. - The Manhattan District 
was officially created in Aurust 1942 to supervise acicntific re» 
•earoh and development in the fiald of atomic enerjry and to con- 
struct and operate the necessary plants for the production of atonic 
weapons. If the Project was to be successful, however, it was neces- 
sary to afford it maximum protection and to cloak it in the utmost 
secrecy. There were stronp indications that the German government 
had already embarked op on a similar prop-ram. It was apparent 
that the successful completion of the American Project prior to 
the Herman might decide the eourae of the war and be a dominant 
factor in the post-war peace. The consequences of the use of atomic 
weapons by the enemy were frightfully obvious should it attain its 
objective first. Speed, therefore, was of paramount importance, 
which meant that the Project could brook no damage, interference 
or other activities which would oause delay. It was to be ex- 
pected that onoe the enemies of the United States learned of the 
Projeot, they would try every means within their power to sabotage 
It. The absolute necessity, then, of keeping all classified in- 
formation e oncer n in r the Projeot from the enemy and of taking every 
precaution to secure it fres attempts at sabot&re was obvious. 
That necessity was riven offioial recognition in a letter, dated 
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28 June IMS, from the President of the United States to Brigadier 
General L. 8. Groves (See Apj . A-l), directinp that every precaution 
was to be teVen to insure the seourity of the Project and emphasis- 
ing that ita signifieanoe to the nation required even more draetle 
safeguards than other highly aeoret war developments. 

Apart from the faet that detail* of scientific information 
would hare been of great value to the German project, the faet that 
in IMS the Manhattan Project was making progress and that a »ue- 
oeaaful end seemed la tight, would hare been the greatest imaginable 
stimulus to the Oerman aoientiata and political leader*. Met only 
would it have eliminated their doubt* that a *uoo***ful aolutios 
of the toohnioal and Industrial problem* waa possible, but it would 
have required the Reich to expend the utmost efforts to beat the 
United State* to that solution. Such a race might have boon dis- 
astrous for the Allies. Apparently, however, the Germans felt that 
they were well ahead of the united States In the rase of research 
and development, and their effort* oontiaued to be limited and 
divided, this was the greatest triumph of the Intelligence and 
Security I>i vision. 

1-2. General Purpose of Security Program . - The broad purpose 
and objective of the security program mfjtoto provide the eeoreoy 
and proteotion necessary to prevent all possible espionage, sabo- 
tage, damage, interference or other harmful of foots which might 
endanger the successful soap let ion of the Project. 

1-5. Scope of Security Program . 
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G«o Taphic. - Att ainment of the above aeourity ebjeo- 
tive, under the eirourastanoe* prevail ing in the Manhattan District 
Project, entailed the aclution of problems of unprecedented com- 
plexity. The Projeot was neoessarily without gaofraphle limitation 
and required a tremendous eenoentratior. of manpower, material, and 
eoientlfic knowled-e at various points throughout the country. 

b, Functional* - If aeourity was to be effectively Main- 
tained under such elreumstanees. It wee essential that the aeourity 
program be geared to perfom a number of epeoiallsed functiena. 
These functions embraoedi 

(1) A aubverslve invest! i^stlys pronyram, to investi- 
gate potential subversives, aubverslve groups known to be engaged 

In District espionage activity a&4 incident oases involvinf possible 
sabotage or espionare (See Scot ion t). 

(2) A personnel security program, providing for the 
careful selection, sereenlng and investigation of all persons having 
access to olasslfied information, material, equipment, or work areas, 
and the rejection or removal of these who were potentially disloyal, 
disaffected or subversive, or who looked the oharaoter or discretion 
to insure the eecurlty of the classified information disclosed to 
them (See Section 5). However, the emphasis was upon completing 

the project and in some eases an employee who was eons ide red irre- 
plaoeable was retained although his loyalty was questionable. Suoh 
employees were carefully watched at all times. 

(8) A plant protection program, providing for the 
periodic inspection of all important installations, to protect them 




against possible sabotage, accident or fire, and to assure uninter- 
rupted production (See Section i)» 

(4) A visitor control program , to supervise and con- 
trol admittance of persona other then employees to plants and re- 
stricted areas performing classified District work v8ee Par. 4-7). 

(6) A shipment and courier s ye tea, to provide pro- 
tection for highly classified documents and material. Including the 
end product, in their transmission from one location to another (See 
Section 6). 

(6) A program to safeguard military Information by a 
(a) eduoatinf all employees as to the necessity of refraining from 
the unauthorised disclosure of any information concerning the aature 
of the work beinp done by the Manhattan District, the so ope of the 
Project, the identity of certain prominent people connected with 
the Projeot or the names and locations of independent eon tract ore 
with their relation to the I>i strict and to each other } (b) investi- 
gating and taking preventive action on all loose talk oases j and 
(e) arranging, through the office of censorship, a voluntary cen- 
sorship of all periodicals, magazines, and radio broadcasts to pre- 
vent any discussion of atomic energy or its various ramlfioations 
(See Section 6). 

(7) Operation of a o <aprohensivo security program 
at CEft . The security program at Cnv provided fori (a) an identi- 
fication system, to prevent unauthorised persons gaining admittance 
to the general project areas and to facilitate the ingress and egress 
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of legitimate workers with a minimum of Interference (See Par. 4-6 )| 
(b) guarding of perimeter gates and vital unite and installations 
by Military Polioe and Auxiliary Military Polioe} (c) a fire protec- 
tion program, Involving the periodic inapeotlon of vital unlta and 
installations and the direct supervision of the procurement, assign** 
went, maintenance and use of all fire prevention equipment and per- 
sonnel (See Hook I, Volume 12 ) j (d) naintenanoe of a municipal 
polioe foree and a Review Board, to keep law and order and enforoe 
applioable Federal and State laws and the Area Regulations (®ee 
Book I, volume 12 ). The above program at CEt has eost an estimated 
17,600,000, 

the Seeurlty program at lenferd la outlined in Book If, 
The book to be written eoneernlng Site Y will give an aeoount of 
its security problems and program. The program at the Clinton 
Engineer Works is given In this Volume because Its operation was 
a direct responsibility of the Intelligence and Security Division 
•f the Di» tr lot off ioe, whereas at Banford, Los Alamos, and other 
sites, the Area Engineer was responsible and such programs are thus 
■ore appropiately covered In Individual project histories. 

(6) The handling of all administrative matters per- 
taining to maintenance of the staff and equipment necessary to the 
performanoe of the foregoing functions (Bee Par. 7*4). 

1-4. Relationship of District foroes to Other Government 
Agenoios. - Since the district Intelligence and Security Division 
Is responsible for performanoe of the foregoing functions only 
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insofar ae they pertnin to the work of the >anhattan M.striot, it 
was found neoessary, in order to avoid unseemly conflicts of juris- 
diction, to take special stops to define and delimit the l>t vision 1 s 
jurisdiction as distinguished from that of ooo eratinf agenoles, 
suoh as the Service Cownands and the federal Bureau of Investiga- 
tion (FBI), whioh would ordinarily also have jurisdiction over suoh 
matters. Effective 1 January 1944 (See App. h-2 ) , the Commanding 
Generals of the Service Command* were relieved of all counter- 
intelligence responsibility with respect to the Project, although 
their facilities have been utilised for routine investigations, agency 
cheeks, maintenance of routine Hair on with other investigative 
agencies, and special sjslstanoe in emergencies. Authority was 
granted in February 1945 (See Ap[ . B-2), to relieve the Service 
Commands of responsibility for continuing inspection of plants 
engaged, in whole or in part, on work for the Manhattan District, 
and, where this authority has been exercised, suoh responsibility 
has been .assumed by the Manhattan District. Full responsibility 
has been aasuped by the H strict Intelligence and Security Divi- 
sion for the Investigation of all subversive activity at Clinton 
Engineer Works, Hanford Engineer Works, and Site "Y" at Los Alamos, 
Mew Mexico. At other locations the Division had only suoh juris- 
diction to invest! rate subversive activity as was allotted to it 
by virtue of oral arrangement with the FBI and the Office of Naval 
Intelligence ( ONI ) . This jurisdiction of the I i vision was subse- 
quently broadened, also by oral arrangement, to Include jurisdic- 
tion over those plants, or completely sepr* rated portions of plants 
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hftvinf employees enlaced on full-time work for the Manhattan 
District. Responsibility for the investigation of criminal of- 
fenses involving violations of Federal law remains with the FBI, 
although, at the Clinton Engineer Works, Banf ord Engineer Works, 
and Site *Y", preliminary invest i pat ions are conducted by repre- 
sentative of the District Intelligence and Saourity Division, to 
verify the oowmission of offenses and to determine If they are mat- 
tors falling within Jurisdiction of the FBI, Agents In charge of 
the various FBI field off loos ore advised of the location of im- 
portant Manhattan Wstriot oontraotora, and olose liaison is main- 
tained between such field off loos and the appropriate Branch In- 
telllgenoe Offioer. Subversive Investigation* are thus co- 
ordinated, and In all borderline eases investigative jurisdiction 
is determined through mutual eon sent. In each of the espionage 
eases whore a channel for passinf Project information was estab- 
lished the recipient of the information was a non-Distriot employee 
and became an FBI 8ubjeot. Counter-Intelligenoe Corps (CIC) and 
FBI agents worked elosely together in suoh oases, dividing; the 
surveillance assignments and exohanjrinp information frequently. 
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8-1 . General . 

a, feasible Courses of ^norny Action . - the mission ©f 
Counter-Intel! ipenoe with respect to the fe'*nhatten District wae • 
tremendously responsible one. Even though every possible effort 
were exerted to maintain the seoreoy of the Projeot, it eould not 
be assumed that the enewy would be unable to learn of the existence 
of a project so mat as the Manhattan District, nor oould It be 
assumed that the enemy, once aware of the Project, would be in- 
different. Two poaalble oouraos of enemy action eeemed ee If -evident : 
(a) infiltration of District installations by personnel who oould 
he relied upon to fwrnieh vital information, or (b) cabotage of 
Distriot Installations in order to prerent this country from accom- 
plishing- its objective. Since the enemy night take either or both 
courses of action, it was accessary to take every precaution to 
deteot and prerent both. 

b « ObfrotlTC cf Coaator-lBtclUKcnoo . • fhua, it has boon 
necessary for the Distriot to assume responsibility for handling all 
natters of a subversive nature relating to the Project and within 
its Jurisdiction as outlined in Paragraph 1-4. This responsibility 
includes investigations of all subversive, disloyal or dleaffccted 
persons, or those who are potentially euohj all incidents having 
possible espionage, sabotage, or subversive significance} all unau- 
thorised disclosures of classified project information! as well as a 
considerable number of miscellaneous eases, the import of which might 




endanger the eeourity of the F'rojeot. 

2-2. Counter-Intel 1 1 ganoe Inves tl ^at i one . - In attaining the 
foregoing objective the District has eonduoted tlx type* of counter- 
intelligence investigations } (a) Personnel} (b) Eaplonagei (e) Sabo- 
tage j (d) General Subversive! (•) Safeguarding Military Information) 
and (f) Miscellaneous. 

a. Paraonnel Investigations . - The loyal tiai of project 
employees haTe been of prim* oonoern to the Dlatrlot, and generally 
the extent of each investigation has been in direet proportion to 
the opportunity which the peal t Ion oe cup led afforded far obtaining 
elassif led infarmation. Where an employee was oonaidarad irreplaee- 
able and his removal vould have inevitably ratardad the progress «f 
the work, he was retained even though his loyalty might be question- 
able. This polioy of giving first priority to getting the Job done 
plaoed added raeponsibillty on those responsible for anti-subversive 
Investigations, who of necessity had to follow the activities of 
such persons eloaaly. Moreover, Halted investigations of eertain 
key projeot personnel who had raeantly al grated to the United States 
ware not auff ioiant to enable ana to Judge the extant to which they 
oould be entrusted with classified Infonaatlon. these conditions, 
together with a recognition that huaan nature is aomewhat unpredict- 
able when subjected to unusual pressure, necessitated acre or leas 
eontlnuous -vigilance over important projeot employees even after 
thair Intelligence files disclosed considerable information about 
them • 
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b. Espionage Investif*tions. - in April 194S, • non- 
District employee-, whose loyalty to th« United States m quest i on - 
able, solicited and received classified information from a than un- 
identified Project employee. There vara Indications at that tin* 
•f planned attempts to obtain additional Project information at 
periodic intervals far tranafar to a foreign jr overneient . Upon leara- 
inf of thia plan, immediate stops were taken to identify this Project 
employee and to thwart the plan to eetabllsh ma espionage channel. 
Especially ae looted CZC agenta were rushed to the area where tho in- 
foraation had been obtained and after a few weeks of intone ire aurveil- 
lanoe aotivity tho employee who had passed tho information was identi- 
fied. Those agents continued extensive surveillance end investlfn- 
tien of this employee, his associates and many other Project em- 
ployoos whose loyalty appeared doubtful after preliminary invest i- 
gat ion. Suitable backgrounds wore prepared for other agents who 
wore plaoed in strategic positions within the Project, these a fonts 
wore of groat assistance as listening posts eaonr suspected employees, 
and in 1 coat inf parsons who warranted store than the usual investi- 
gation. An "undercover" of floe was established in this area, which 
operated ostensibly as the office of a magaaine subserlptisa coapany 
and later as an insurance edjuetment agency. 

Other such special survelllane® vqu#4» ^orc organited 
in the Distriot to supplement personnel invastlgations as investi- 
gative activities wore intensified. Those specially trained agents 
maintained cloae surve 11 lanoe of District personnel believed to be 
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•lootrlolan took a latest two hour* to ropalr * li<ht fixturo and 
another wight hat* thought It a oolnoidonoo that two mm waring 
noarlng aids war* alttiag at tabl** noar that aolootod by Ma and 
hit party. Actually, tha two km had *ao*lol awplifior* oarriod 
la brlof oaao*. Tho surtaillaaoo of a oortaia indirldual la w * d l atoly 
aftor Hie arrival la th* co untry wa* aade *onuaratlToly «**y by a* 
agont -Mho loamod of tho trawler* plan* la detail by » It ting la 
at tho ahlp panel with tho ouatoa* offloer. Many difficult t w atj p» 
four how* lurveillaaoe* waro aalntalned. °ao « o * p * *t wa* rtiadiwd 
by an agont who travellod a* follow paaseagor on a *ro—»* ouatry 
plant trip. A orach trala wa* hold up fop thirty alauto* ia oao 
laataaoo *o a* to allow tiao for agent* to fly to a statloa to tak* 
up aurveillaaoe of a paaooafor. 



•eeond ooaroo of aetiea to whloh tho onoay 00*14 ha** oaaalttea 
ltaolf wa* t* sabotage Maahattaa DUtriat iaatallatloa*. Attoapto 
at aueh sabotage would oeea likely if tho snowy wa* awaro of th* 
groat progroM boiag aaao by our oooatry ia taw dotal op nont of tb* 
atoaio boa*. B*r* oaa bo *ooa tho absolute aoed for seoroey, plant 
security and personnel clearance. It aatt bo oo n oo d o d that allied 
knowledge of tho oaowlo** of fort* t oward* tho do-folopaont of aa 
atoaio boab waa liaitod whoa Maahattaa District operation* woro 
initiated. Progress of th* ^istrist oeuld not bo delayed i it had 
to continue without Interruption aad particularly without doatrao* 
tloa or deaag* oauoodi by sabotago. Froa tho very b* ginning, therefore. 



Sabotago Iarcstlgatloa*. - A* prerleualy noted, a 



2.5 




thr Manhattan district polloy demanded a ©eraplete inveatifetion 
of every meoh».nleal failure or v>r«-at' dowr. of eqyVpm«nt within the 
plants which oould not immediately be attributed to normal opera- 
tine causes* The complex, novel and Intricate design of some equip- 
ment led to conclusions of possible sabotafc whenever such equip- 
■est failed to operate. Investigation usually allayed the fears 
of interested responsible effisiala by establishing the cause of 
saeh failures to be the inexperieno* of loyal, eonsoientious em- 
ployees . These investigations contributed considerably toward the 
adoption ef remedial measures which aided the progress of oonstruo- 
tion and operations* Counter-intelligence Corps agents at one 
plant prepared to apprehend the "saboteurs'* who were cutting Multi- 
colored wires from Important electrical installations* When appre- 
hended, the * saboteurs" were found to be indiscreet individuals who 
were cutting out these wires to weave then together to form a color- 
ful belt or watehfob* At one stare in operations* it became a justi- 
fiable reason for termination if an employee possessed a ring* 
fashioned out of mono 1 piping* This procedure became necessary 
because in too many lnstanoes, this type of material was being; rip- 
pod out* of tor. fr owi very essential equipment* in order for some 
thoughtless Individual to maVe a ring for himself, his spouse or 
his sweetheart* Initial information on such incidents was properly 
believed to be planned, willful sabotage to effeoi a delay in this 
tremendously important war work. At times, a combination of eir- 
oumstances caused calm, conscientious Intelli fence arents to suspect 
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em attempt at sabotage. There wae the instance when a workman 
was detected endeavoring to pass a fate with a length of pipe, 
lengths of wires, dry cell batteries and an alarm clock, ©are fully 
wrapped and concealed. Only an explosive was laokinr to fabrioate 
a time bomb. Mas this a plan to sabotage? Investigation determined 
that the offender had taken the dock to the plant to repair it, 
ainoe proper tools were available to him there, and the other artioles 
were beinf stolen for his personal use in his hone . To be sure, a 
satisfactory explanation eould not be found for every incident of 
daaafe or destruction to project property. However, slnoe these 
unexplained incidents were few in number, and sinoe they did not 
eause serious damage or delay, it is a reasonable conclusion that 
they were not the result of sabotage. The activity of the Counter- 
intelligence Corps in performing its function to prevent sabotage 
has been admirably, efficiently and suooessfully performed. 

d. fteneral Subversive Investigations . - This character- 
isation was riven to investigations of employees whose loyalties 
to the United States were questionable. Generally, there were two 
methods by whloh derogatory lnfomation was obtained i (1) personnel 
olearanoe investigations, (2) the overall surveillance proprara of 
the Counter-Intelligence Corps which sometimes revealed undesirable 
facts that were not disclosed durinf the routine personnel clearance 
invest lgati ons . 

Slnoe the allegation of disloyalty is a serious one 
and ■ one what difficult to confirm or deny, general subversive 

2.7 



~C T-hO~P T?T' 




Investigations were necessarily delicate in nature an<3 required 
exhaustive treatment in every detail. It was one thine to assert 
that a person was disloyal to the United States but quite another 
to produoe tanfible evidence supportinr such an assertion. Tb^e 
object of the Counter-intelligence Corps was to get the facts in 
every ease. Including the circumstances surroundinr the complaint 
which had been made, frequently the informant had unintentionally 
•minified the seriousness of a statement by restoring It from the 
atmosphere In which It was stated j other informants indiscreetly 
wade charges about persons with malicious intent j ethers were 
"alarmists" and became apprehensive over insignificant matters | 
still other informants offered derogatory data on employees whose 
allegiance could be properly questioned* The true character of 
complaints was not self-evident at the time of presentation, hew- 
ever, and only after thorough investigations could general subver- 
sive oases be intelligently evaluated* 

In addition to complaints made by informants about 
prospective employees and employees, there wore organisational 
affiliations which, though not perse subversive, were indicative 
of possible political Ideologies inimical to the Interests of the 
United States. **herever it was discovered that an employee belonged 
to onu or more of sueh organisations, s complete investigation of 
that person was Instituted. The fact that employees frequently 
omitted the names of these organisations from the Personnel Security 
Questionnaire accomplished st the time of employment by the District 
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wars suppeetive that, in the opinion of the persons ocmcerned, such 
organisations, if known, would work a~fiinst their clesranoee for 
classified work. 



Counter- intelligence Corps proved productive in certain eases in 
unoorerinp undesirable oontaots wade by Manhattan District employees 
with subversive elements* Khere suoh discoveries were made, inten- 
sive laves t lotions were instituted immediately to date raise the - 
full significance of such oontaots, and they were continued until 
suf f ioient information had been aoquired to make a decision as to 
the advisability of retaining suoh persons on classified work. It 
would have been easier, ef course, to have discharged all employees 
about whom there was some doubt as to loyalty. But the rights of 
the individual to wt-k had to be considered as well as the need ef 
the Manhattan District for the Individual*! servloes, and possible 
jeopardy of this oountry' s interests was the guidlnf principle in 
making suoh deeislons. inhere an employee could be transferred to 
a less sensitive Job and fulfill a need, he was usually retained 
even though some doubt amy have existed as to his adherenoe to 
democratic principles. 

e. Safeguarding Military Information Investigations . - 
Covered under Scot ion *. 

f . Miscellaneous Investigations . - Miscellaneous eaaes 
were those Inves* ipated by CIC a ants which could not properly be 
classified as Personnel, Espionage, Sabotage, General Subversive, 



*he general overall eurveillanoe program of th* 
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or SI. -ioKt of these eases were op fee of suspected fraud a rains t 
the government. CIC a -ents conduoted an investigation in each case 
before submitting it to federal Authorities for prosecution. The so 
eases included the apr re hens ton of an individual who stole ? 6,U00 
from a bank, and the investigation of bus driver* and operators whioh 
resulted in the indictment of fifty-seven persons. 

2-5, Volume of Counter-Intel lifrenoe ftork . - Statistically, the 
Counter-Intel licence Corps Detaohment of the ^istrlot has handled 
more than 1,000 general subversive investigations and over 1,60ft ,/oases 
where elasslf led project information was transmitted to unauthorised 
persons} approximately 100 eases in whioh espionage seemed to be 
probable | and approximately tOO oases where sabotage oeuld have been 
present. The above statistics measure only to a partial extent the 
quantity of oeunter-intelligenoe work performed, for many speoial 
incidents not normally regarded as being within the seope of counter- 
intelligence work have been treated ae sueh boeause of the unique 
position held by the Manhattan District In the war effort . Among 
the many and varied assignments for CIC agents was that of body- 
guards for key scientists. J. H. wp; enheimer. t. 0. Lawrence , 
A. H, ffompten and Enrico lerai were accompanied by agents almost 
constantly. Other scientists were protected at intervals depending 
upon the work they were doing. It was necessary for these agents 
to be good conversationalists and be able to adapt themselves to 
any situation in which their wards might become involved. They were 
selected to be pleasinr ecr^p unions ss well as bodyguards. These 
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bodyrv rds were referred to in the Article "The Top Top fceeret" 
published In the N*m Yorker mnp-utine for the week of 27 October 
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5-1 • General Policy . - In the Fall of 1842 a program was initiated 
by the Manhattan District whioh was designed to assure the entrusting of 
classified work, of interest to the District, only to those persons 
whose loyalty, 5ntegrity and discretion had been clearly established* 
The program applied to all Manhattan Dietriot personnel, all contractors* 
employees and all companies or firms enf aged on work of interest to the 
District* It prorided for the investigation of suoh employees and tow 
panics and for the rejection or r amoral of any such found to be potentially 
disloyal, disaffected or subvert ire, or lacking in the character, In- 
tegrity or discretion to insure the security of elaasified information 
disclosed to them. This careful screening of persons entrusted with Dis- 
trict work was continued after the story of the Manhattan Engineer Dis- 
trict and the Atomic Bomb had been released* The program consisted of 
twe parts - Personnel Clearance and Company Clearance, whioh will be dis- 
cussed in order* 

** 2 * p< f nE> l Cloaranoe * 

a* Classification of Employees , - The Personnel Clearance 
prog ran prorided first of all for the classification of all employees 
into two categorios * classified employees and unclassified employees, 
a classified employee being one who had access to classified information, 
material or a classified work area of interest to the Manhattan District. 
The basic cairns of the program werei 

(1) Eaoh classified employee should be subjeot to oars- 
ful and conscientious original selection* 




(2) The identity of each classified enrloyoe should be 
positively established prior to Me assigneatent to classified work* 

(S) The loyalty, honepty, character and discretion ef 
each classified employee ehould be ettabliahed by investigation prior 
to hie ane tenement to classified work* With these ends in -riew, eaeh 
elassified employee was to be investigated and cleared. 

b* Clearanee ef Classified Employee p. - The procedure adopted 
for clearance of olaasified employees was designed to accomplish the 
foregoing ends, although it was found necessary to change the procedure 
from time to time te conform with conditions prevailing in the District. 

(l ) Original Procedure * - Under the original procedure, 
each classified employee at the tiwe ef His espleysient furnished proof 
ef eltitenshlp, executed a Personnel Security Questionnaire (See App* 
C-l) , end was fingerprinted* In addition, the neoersity for safeguarding 
classified inform t ion was specifically called to his attention, and he 
was required te read and sign the Espionage Act* Personnel Security 
Questionnaires and fingerprint charts were forwarded to the Internal Se- 
curity Division, 8eeond Sendee Command, where the questionnaires were 
screened by representatives of the Service Coasnand, investigations were 
conducted, and reports were returned te the District for evaluation and 
review* Fingerprint charts were forwarded by the Internal Security Di- 
vision. Second Servioe Comand , to the Federal Bureau of Investigation, 
where they were cheeked against the criminal indices and returned through 
channels to the Protective Security Section of the District (See Par* 
7-2a). If no adverse information was disclosed, the submitting eentf*e.<fc$ r 
was notified by letter that the employee was cleared for assignment to 




classified work* Prior tc the receipt of this notification, assignra nt 
of the individual te classified work was prohibited. 

(2) Changes in Procedure » May 194& , - With the rapid ex- 
pansion of District activity, It became apparent that the foregoing pro- 
cedure was unwieldy and euwbersoste and took too snioh ti*» 4 and that a 
more expeditious processing of Personnel Security Questionnaires for in- 
vest if txtioi. was necessary* Consequently, in May IMS, the following 
changes were effected i 

(a) Operation of the personnel security prograa was 
transferred fron the Protective Security Beotion to the newly formed In- 
telligence Section, which deeentrallsed operation of the program to the 
branch Intelligence Offices* The latter assuaed responsibility for 
clearance of all personnel within the boundaries of their geographic 
areas • 

(b) Under the authority of letter, dated 12 May 1945, 
from the Provost Marshal General (See App. A S), the d 5 rectors of Internal 
Security of the Service Commands designated liaison officers to work with 
branch Intelligence Officers, and priorities were established for ell Man* 
hat tan District investigations* 

(c) Te expedite assignment ef employees to classi- 
fied work, clerical personnel were obtained and trained to eeroen the 
Personnel Security Questionnaires and Personal History Statements by 
applying pre-deternined screening principles (See App* B 1), and te grant 
lflsaediate clearance where there was no indication that investigation would 
disclose derogatory infornation* While this screening process expedited 
the assignment of employees it also wap sufficiently thorough to prevent 



the employment of undesirables . For example, preliminary check of one 
applicant, who was denied employment, showed that he was the author of 
a book on the struoture of the atomi that he was employed in independent 
research in atomic energy for two years and that he wai in contact with 
known subversive organlfatione* 

(d) Job elaesifieation and the amount er character # 
ef classified information to which the employee would hare access were 
included in the eriteria for determining the scope ef investigations to 
be conducted. 

(e) Through the liaison established with the Sir* 
eotors of Intellif enoe of the Service Conmands, and with the Officers 
of the A. C. of S., 0*2, expeditious agency cheeks and special investi- 
gation* were requested whenever neoessary to supplement the routine in- 

* vestigation normally conducted. 

(f) Investigations were correlated with pending 
subversive investigations and evaluated in the light of existing sub- 
versive trends* 

(g) The etnrsloyment ef aliens was carefully ecru* 
tinlsed, and clearance was granted only when there was a positive need 
for the applicant's eervices end his loyalty had been established by 

investigation* 

(h) The more complete Personal History Statement 
(See App. C 2), was required for all employees with foreign backgrounds. 

(l) Maintenance of Intelligence filet was decen- 
tralized to the branch Intelligence Officers, and a procedure was es- 
tablished for transfer of Intelligence files when an employee trans- 
ferred from one contractor to another. The policy of maintaining a 



central card file at District Head quarters , reflating clearance in- 
formation on eaoh ind ividusl employee engaged on work of interest to 
the Diet riot, we* continued. 

(5) Change In Procedure , Ootober 194 S . - la October IMS, 
the proeedure for the selection end clearance of per* eon el was crystallised 
in Intelligence Bulletin Ho. 4 (See App. B 4), which was distributed te 
all Dietriot o eat rao tore. It reflected one Major change, the signing *t 
the teorecy A ye — n t (In App. C 8), instead of the reading and signing 
of the Espionage Aet. 

(4) Chang— In Procedure after Ootober 1948 . - Subsequent 
to Ootober 1945, there wore few basic change* in the personnel clearance 
prograa. The aoro inportant worst 

(a) Per iodle checks of all contractors to insure 
their compliance with existing polloy concerning personnel oloaranoo* 

(b) The procurement of a central subversive filo 
check on oil personnel employed subsequent to February 1944. 

(e) The transmittal of Personnel Security Question- 
naires to the Service Oosnsand where the sonority of the loads would bo 
developed, instead of to the for rice Ceesaa&d having jurisdiction ever 
the employing facility, thus Materially expediting the Investigation of 
the ind iridual end the return of the complete report. 

(d) The forwarding of fingerprint ©hart* to tho 
Washington Branch Office of the Dietriot Intelligence and Security Div- 
ision, for Immediate transmittal to the Pod era! Bureau of Investigation 
and the direct return of criminal records die closed. Chock of finger- 
print criminal files resulted in several thousand individuals being rejected 



for work with the Manhattan District* In addition, many individuals 
who wert wanted by other government apenoiss were apprehended . Arrest 
records raided from speeding and disorderly conduct charges to murder, 
arson* rape* narcotics, mayhem an! other heinous crime*. One individual's 
reeord indieated that he had been arrested one hundred and sixteen tines 
for bootlegging* Several persons were apprehended after they were found 
to be esoaped convicts, deserters and parole violators* 

(e) A crystallisation of the policy concerning the 
transfer or re -employment of non-manual employees , which prohibited the 
transfer of aon wsiwsl workers frem one District installation te another 
except when specifically directed in order to earry en work fer the 
advancement of the Project* 

(f ) The investigation of all military personnel* 

(g) The periodic compilation and distribution to all 

contractors of a Master reference list of undesirables, whose employment 

en work of interest to the Manhattan District was United or, in some 

» 

eases, prohibited* 

(h) The classification of Civil Service end con- 
tractors • enployees into three slearly defined groups (i.e. group 1, 
these having acoess te "top secret" information, or "secret" information 
reflecting the overall program of the District or of any major subdivision, 
or information eoneerning the processing and development of end products j 
group t, those having aeeess to all classified Information other than 
that stated under group If end group 8, those having aeeess only to un- 
elasslfied information), with the establishment of minimum Investigating 
standards for each group* This was neoeesltated by the continued 



expansion end cc nsequent e«plejTiwt or, c] edified vork of thouswide of 
people who could not be investigated prior to •ffTployncat because of 
the llnltod facilities for investigation. 

(i) The trar.f far of responsibility for personnel 
inrnFtif-pti on to eertain major operating contractors and the develop- 
ment of the contractors ' routine invortlpntive program. The increase In 
personnel employed in classified work required more loyalty investl- 
ratione than the Service Comrcande wr»re able to handle* It wai necessary, 
therefore* that major operating contract ore develop wilhln their own 
crgani Eations a personnel investigative program which, when supplemented 
by a eontral subversive file check and a fingerprint check, met the mini- 
mum standards for personnel security. 

(6) Present Procedure . - Present procedure for the se- 
lect! on end clearance of personnel is outlined in Intelligence Bulletin 
So. 12, revised as of 26 Kay 1045 (See App. E S). There were no important 
change* in procedure. 

o. Yoluao of Baployee Inrertlgatlons . - From the date of in- 
auguration of the Personnel Security Program to August 1045, approxi- 
mately 400,000 employees hare boon investigated* 

8-5. Company Clearance . - It was required by District Circular 
Letter (MI 48-8) (See App. A 6), that District contractors or subcon- 
tractors first be cleared before classified information oould be made 
available to then. Corapany eloaranoe was designed principally to eliminate 
contractors with potentially subversive foreign affiliations and to provost 
fraud and oo Hue ion, by disclosing the financial assets of the company, 
member r of the board of directors, principal stockholder*, etc. Clearance 




was based on a chock of the files of the A* C. of S. , 0-2, a Dun end 
Bradstreet credit report, and agency cheeks of key personnel. In 
Keveraber 194£, responsibility was transferred to the branch Intelli- 
gence Of fleers for clearance of companies within their geographic areas. 
Prom the date of inauguration of company clearance to August IMS, 
approximately 600 eonpanle* have been cleared. Several companies hare 
been denied clearance. The greater percentage ef the companies denied 
©learanee was a direct result ef agenoy oheeke. Host inferaation de- 
Teloped through Agency e hecks was of a potentially subversive nature* 
for example, an agenoy cheek conducted on one large company revealed 
that the principal of f ioiale end management had beoone too closely 
connected with Matters ef vital interest in various foreign countries and 
too deeply involved in foreign affairs. The natural interests ef that 
eompany In foreign countries necessarily involved then to some extent 
in polities within those countries end there were tines when they had 
to do delicate finessing to Maintain a neutral position insofar as such 
oountrles wore eonoerned. The Military Intelligence Division ef the 
War Departwent General Staff reooBsnendsd against ea>pley*ent ef the com- 
pany en eeeret contracts* Therefore , a proposed classified contract with 
this conpaay was never executed . Clearance was denied a aaall number 
of companies based en Dun k Brad street reports. When these reports in- 
dicated a company not to be in good credit standing* it was deemed 
inadvisable for the District to negotiate a contract. 






3RCTI0B 4 - PLANT PROTSTK W 



4-1 • Need For and Objeotlvcs of Program. - As the project de- 
veloped from the planning stag* to the research, construction, and 
production stags* , it was recognised that the physical protection of tha 
oaity faeilltlee involved was Tital to tha early completion of tha Project. 
PraTsntioa of unauthorised entry and olosa control of parsonnal were 



fundamental in tha prevention of aaplonaga or sabotage. Tha danger of 
fires, explosions, major accidents and similar hasards presented a 
threat of delay having effects equally as serioua a# sabotage* Accord* 
ingly, a plant protaetlon program waa inaugurated te insures (1) the 
installation of adequate physical safeguards, auoh aa fenoing barriers, 
alarsi systems, and flood lightingi (2) tha organisation of ef fie lent 
guard forces j (3) the establishment of identi float ion systems and similar 
methods of personnel control, and (4) the adoption of effective fire 
protective measure*. This pro gran was baaed upon frequent in tens ire 
surveys and inspections by qualified personnel of the Plant Protect ion 
Section of the Intelligence and Security Division, the purpose of sueh 
survey* being te determine the need for, and reeoaaaond proper action 
toward installation of, security measures consonant wita the importance 
of the particular facility surveyed. 

4-8. gssentlal aioaonte of Program. - Te accomplish the above, it 
was neoessary to undertake a number of essential functions. The se- 
curity standards established jointly by the Army and ftavy and published 
in "Plant Protection for Manufacturers", 7X} Pamphlet !fo. 32-1, dated 
1 May 1943 (See App. C S), were adopted as the baeio plant protection 




polioy. In order te determine -.That measure* were essential to Insure 
the security of vital plant* , it wm neoeasary to inspect or surrey 
those plants. The particular contractor* involved then had to be in* 
formed as to what measure* were essential end apprised of their security 
responsibility* In many oases where eontraotors had neither the ax- 
perienoe nor the personnel to take the required steps, it became necessary 
to assist them. Finally, the problem of insuring that no unauthorised 
persons gained admittance to vital plants was so important that it was 
necessary to vest oontrol of all visits to such plants in the District 
Saglneer* In describing the operation of Plant Protection, therefore, 
there will be discussed in order Plant Inspections and Surveys, Aotion 
on Survey, Report ReooEawmdations , Security Assistance to Contractors, 
and Visitor Control. 

4-3. Plant Inspections and Surveys . 



were confined te these facilities engaged in highly classified work* 
The majority of this work was concerned with research, design and de- 
velepisnt , bat at some locations production of materials and equipment 
had been started. Although at this stage the Cowaanding Generals of 
the Service Conmanda had full responsibility for the seourity of such 
facilities, it was nevertheless deemed necessary in aany cases, because 
of the highly classified nature of i he work being performed by various 
contractors, that the District assume such responsibility and exclude 
Service Comand representatives from areas in which auoh urork was being 
performed* Authorization to assume suoh responsibility -vas obtained from 
higher authority on 23 February 1943 (See A pp. 3 2) . The reports of "he 



garly Plant Inspections. - fhm early plant inspections 



4.2 




Service Conmand inspectors covering plants or areas where unclassified 
work vu being dons were constantly reviewed and evaluated by the Dis- 
trict to avoid duplication of effort a* much a« possible. "There un- 
desirable conditions; as revealed in the Service Comand reports, threatened 
continued production, the District endeavored to secure correction where 
practicable. 

b. Procedure in f-arly Plant Inspections . - The early se- 
curity inspections were concerned primarily with having the nanageraent 
designate a Security Agent who would be responsible for the seourity 
of Distriet work at the facility, reviewing and discussing with hi* the 
policies and procedures outlined in the Protective 3ecurity Manual (3«o 
App, C 8), and establishing the necessary security measures to safeguard 
Distriet work properly* During those visits emphasis wat placed alao 
on personnel clearance, visitor control, and safeguarding classified 
projeet information. Inspections were nado to determine the adequacy 
of physical protection, guard forces , identification systems and other 
related seourity neasures established to safeguard District work and 
classified information related thereto* However, since ef forte to procure 
inspection personnel experienced In plant protection engineering were 
almost wholly unsuccessful at that tine, comprehensive surveys covering 
all phases of plant seourity, including fire protection and the elimination 
of produotion hazards, could not bo nado. The physical seourity provided 
at the various installations was thua largely dependent on the "seourity 
mindednese" of Area Engineers, plant aanagers, researoh directors, and 
seourity agents* At a number of installation* good seourity program* 
were developed, but some faoilitias were alow in providing the high degree 
of protection necessary for the nation's greatest sec rat and if n»»t 



vital war production •ffort. 

o. Security Survey Program* - With the Addition of more 
plnnt protection personnel , * regular Plant Protection Program was launched 
in August 1943, to insure that eaoh of the hundreds of vital plants and 
installations vers safeguarded from sabotage and espionage and related 
hasards which night cause delay in construction or operation* An im- 
portent part of this program was the Security Survey Program* This pro- 
vided for prompt security surreys of all Installations engaged on import- 
ant work ef interest to the District, including nany suppliers of unclassi- 
fied equipment, the prowpt procurement of which was vital te the con- 
struction program. A standard surrey method was adopted (See App* 1 6}> 
Surveys were nade of entire plants* facilities and other installations} 
in some oases, surveys were limited te those areas within plants where 
District work was being carried on* At that tins many plants were already 
being inspected by Service Command representatives and competent fire) pro- 
tect ion engineers of various insurance organisations* Full ad van tags 
was taken of their reports* At the beginning security inspections did 
not include fire prevention, but on 20 September 1943* responsibility 
for fire prevention and protection was assumed (See App, D 1). Thereafter, 
surveys covered all as poets of plants, for the purpose of discovering 
conditions which might lead to sabotage, espionage, fire, explosions, 
major accidents, inadequate power and water supplies, labor trouble, and 
improper handling of classified documents, all of which might cause 
either interruptions to production or the compromise or loss of olasslflsd 
informnatlon. This Security Survey Program was continued along the same 
lines until after the atomic bombs were dropped on Hiroshima and Nagasaki. 
3ff active 15 August 1945, the responsibility for staff supervision of 



fir* prevention and proteation activities was assigned to th* District 
Safety and Aoeident Prevention Branch. On 7 September 1946* whan tha 
functions and operations of tha Intelligence and Security Division vara 
separated, trained personnel vara transferred directly to tha staffs of 
tha Area Engineers and Operations Officers to continue security survey 
activities. Personnel froa the District Security Office ware also employed 
to visit tha various installation* to determine that tha security program* 
maintained war* adequate* 



encountered in the early phases of tha progran was tha problea of evalu- 
ating tha relative importance of tha many faeilitiea. Close liaison was 
maintained by tha Intelligence and Security Division with Area Engin**r» 
and their technioal staffs , in order that tha security progran night 
naintain consistency with tha production and development prograa, whioh 
was frequently subject ta major changes. Tha District Intelligence Qffio* 
served aa a clearing house in distributing to Branch Off ioas sueh in far - 
nation relative ta operations as waa neaasaary to carry on security ac- 
tivities efficiently. By 16 April 1944 all facilities known ta be doing 
work of a olasalfiad nature, or work important from tha "continuity of 
production" standpoint, had been surveyed. Tha results of each surrey 
war* reported directly to the Are* Sngineor or other of floor primarily 
responsible for tha security of the particular facility, on a special sur- 
vey report form (Sea App. C 7). Patterned after tha standard Offio* of 
th* Provost Marshall General form, it provided for detailed reporting on 
compliance by tha facility with Manhattan District seeurity requirements, 
on personnel cloarano*, visitor control, and tha safeguarding of classi- 
fied doouaent* and material, a* well a* th* general requirement* for th* 



d. Security Survey Report* . - On* of th* principal difficulties 




preveritioE of sabotage, espionage, firee, and other potent!*! procuctlorj 
hfce&rd*. *eportc included specific recomeudat ion* for necessary lriprove- 
swntf and pr&Gsd the many factor * affecting security. Ac ever*ll rttinp 
ef "Poor", "Fair", "Ctod", or "Excellent" wtic asKifned each facility. Re- 
port? were reviewed by supervisicr officer* in the branch Intel licence 
Offices prior to transnittal to the Area &i£lneers* / copy of eaoh report 
wae also forwarded to the Diet riot Intelligence Office, where It we.p re- 
viewed for oonfonaanee with Dietriet poliey and for general quality. 

•• Classification, of Facilities * - Inasmuch a« the type and 
decree of security to be provided depended upon the relative lBpertanoe 
of eaoh feoilitj-, it beoane necessary to evaluate from a eeouri ty stand* 
point the iaportanee of ell Dietriet activities • First ef all a eonplete 
list ef all Important facilities was prepared* Such a list was established 
en 16 April 1944 and has been revised bi -Monthly sines. Then, in June 
1944, three general categories ef facilities were established* These 
categories were applied to all work in the District. Facilities at which 
interruption or delay of construction would definitely and seriously de- 
lay the Project were identified as *A* facilities » those at which inter- 
ruption or delay would cause a miner delay were identified as *B"| and 
others supplying critical Materials or pcrforminr classified work not of 
"A" or "E" lr.portanoe were identified as "C facilities. For example, 
the Tennessee Kastaan Corporation and -Carbide and Carbon Cheaieals Corpo- 
ration plants at Oak Sid ge and the Uanford Engineer Works at Hanford were 
classified "A*. Facilities, such at the I inde Air Products Conpany, 
Tonawunda, K. Y. and the Mallinekrodt Chemical Works, St* louls, Vie sour i, 
supplying uranium in various foras were first placed in the "A* category. 



but a*, duplicate suppliers became available end a certain stook-pile 
built up, *:heet plantg were given a "K p Rating of Importance. Machine 
•hope, euch a* the Distal Tool ant* Machine Company and! the Mercury 
Engiceeririg: Cenpany, Detroit, Michigan, supplying part* to the Chrysler 
Corporation, m "A* facility, were placed in the *C" classification be- 
cause substitute shops would be quickly available in the event product- 
ion was interrupted. Responsible Area Bagineers were instructed that 
security of "A" facilities should rate not lower than "Oood" and of *B* 
facilities not lower than *Pair* , # as reported in eeourlty surveys. At 
this tin* , schedules for resurveys were based upon the relative importance 
of the facility and its security rating* For example, an "A* facility 
rated less than "Good" was scheduled for monthly resurveys. In the early 
■oaths of 1940, the list ef facilities being surveyed averaged 460 in- 
stallations* In the twelve -month period from 1 July 1944 to 1 July 1946, 
approximately 1036 surveys were Bade. 

4-4 . Action on Survey Report Reeossiendatlons » - Upon receipt ef a 
survey report, the Area Engineer instituted such action as he deemed 
necessary to provide protection in accordance with the findings of the 
report* As an example, at the suggestion of the District Intelligence 
Office, a completely new security organisation was provided by the Carbide 
and Carbon Chemical Corporation for better coordination of the security 
activities at the very important Gas Diffusion Plant (K-2E) Area at Oak 
Ridge. Also, on the r eo ormead at 1 on of the district* s plant protection 
representative, the Decatur Area Engineer authorised the Houdaille-Herahey 
Corporation to install automatic sprinkler systems to improve greatly 
the fire protection in several vital combust I tie warehouse and process 



areas, at * cost of approximately |1S,000. Again, upon the suggestion 
of District representatives, s vital experimental chemical process at 
Tale University was completely re lootted and proteoted within a week to 
eliminate a very serious explosion hasard, which was considered ac dangerous 
that operation* were otherwise to be suspended by the res ear oh diraotor. 
Pro riding security was by no means an ox act science, since the seriousness 
of the hatards eould not be definitely determined. All protection was 
e one id e red relative % therefore, security Measures depended on balancing 
potential hazards against "calculated risks** • Full consideration was alee 
given to the oost of providinr, security (Boo App. C 6 and B 6)* The 
mnintexianoe of adequate guard feroee was one of the major security ex- 
penses, as indloated by the fact that there vert over 6,000 civilian 
guards protecting various Important installations of the District in Janu- 
ary, 1941, at an approximate cost of 11,000,000 a month. In addition, 
at the principal sites there were about 800 U. S. Army Military Polioe. 
Following V-E Day and V-J Day the need for even extensive guarding was 
carefully evaluated, and appropriate adjustments wore made* From January 
1946 to Deo ember, 1946, for inetanoe, the guard feree at the Tennessee 
Eastman Corporation plant was reduced from 866 te 444. 

4-6* Security Assistance to Contractors * - The Security Survey 
Program was the keystone of the Plant Protection Program* Nevertheless, 
considerable time and of fort were devoted to related activities. At 
the principal sites it was soon discovered that contractors had neither 
the experience nor the personnel to set up adequate security organisa- 
tions, and it became necessary for personnel of the District Intelligence 
and Security Division to assist in the procurement and training of 



security persor-nel, th* estHbllshm^nl o-' srcuritv . roeedurr s, and the 
procure nent of equipment and supplie* for aeourity activities. Plane 
for fencing, li^htinr, patrol rosris, towers, fates end identif iestion 
sye*e;ne we»*e closely reviewed. Likewise plans for buildinrs and water 
•up ly systems were olosely scrutinised to oheck the adequacy of fire 
protection features (See App. I>-2). s an exar.ple, durinf the eonstruct- 
ion of the K«26 and K«27 plan's of the Carbide and Carbon Chemicals 
Corporation, OaV Ridg-e, rwpreeentativee of the kiatriet Intelligence and 
Security Division worked constantly with the Construction Officer and 
oontraetor to incorporate into the construction, as far as practicable, 
all measures to prevent sabotage, espionage, fires and explosions, when 
the Uallinckrodt Cheraioal works , St. Louis, Missouri, was making ita 
plans for a new plant to prooeae uraniu , plant protection inspectors of 
the District were called in so thai the maximum fire protection *.ifh' be 
provided for thia important Installation and adequate safeguards In- 
stalled in the hasardous ether extraction operation. When the -onsnnto 
Chemical Company, Imyton, ( <hlo, tod: over a new si e, a plant security 
inspector met with company officials to discuss the desired methods of 
fencing, lijhtinp, fuarding, bedfe identification, and fire protection. 
Security personnel worked very closely with the Tennessee Eastman Corp©» 
ration during the planning of its new final prooess building, and all 
possible measures were incorporated into the design to assure the entranoe 
of only authorised personnel and to prevent the theft of the vital final 
product. 

4»6. Protective Measures for Prevention of Sabotage and Eaploa*f;e .» 
Sit? ough the prinoiples of protection remained th' same, standards and 

4,S 
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requirenentr varied in their applicatioxi. In general, security survey® 
and resulting reooiiBaend&tlens provided for protection designed to pre- 
vent unauthorised entry and to control personnel* for protect ior, against 
unauthorised entry, fencing and screening were used as the meet effective 
barriers* entrances were kept at a minim ue and were looked or guarded at 
(11 timer f lighting was provided tc aid observation, and, in certain eases, 
burglar alarm systems were installed* A guard fore* was the principal 
enforoenent egeney tc prevent unauthorised entry* For the quick and 
positive discovery of unauthorised entry, an identification system, eon- 
sis ting chiefly of the use ef identification cards or badges and of stove- 
merit restrictions, was established. To protect classified infomntion 
end smterial and to prevent sabotage, restricted areas were established* 
especially where regular plant employees working outside such areas had 
not beset cleared. Finally* in order tc insure that only persons ef known 
loyalty* who could definitely contribute to the work at an installation* 
should obtain access thereto* a eysten ef visiter centre 1 was adopted. 

4-7* Vial tor Control . - With the establishment of the District Per- 
sonnel Security Program in Deoecber 1642* it was apparent that* to be 
effective, the saw degree of control aust be applied to visiters as was 
exercised ever the selection and assignment of personnel to be regularly 
employed on highly classified work. Therefore* a system was adopted for 
the control of all visitors to installations engaged upon classified work. 
As already stated, the objective ef this system was tc insure that only 
individuals of known loyalty* who could definitely contribute to the ad- 
vancer* nt of the work at the installation visited, were given access tc 
restricted areas set up where Manhattan District classified work was 



bfciiif perforated. Control ww. excrcit ©(? by requiring each visitor to 
obtain prior tc his visit tl..€» written authorisation of the Distric t 
Enrineer or hi» reprc-senlfct* vc » i-crt of the Tie its were betweex unite 
of the Project* and tht visitors vera, therefore, project personnel 
whos* background! 1 , had been checked. Visitors net regularly engaged en 
U* Pre jeot were investigated before being issued written Authorisation* 
In September IMS, tide control was iUHfcer tightened when the power ef 
authorisation of visits was limited to the Aret. Sngineer or other officer 
responsible for e, particular phase of the Project* At the same tins, 
the original system vac revised end the Mechanics were soaswh&t simplified* 
Several types of form used as written authorisation were eliminated in 
favor of a standard printed pase (See App* C 4), which eould be oo»pleted 
in a fraction ef the tine formerly required* However, the principal 
problem eould not be eliminated* this prebles resulted free the tiw 
required to arrange elearanee and written authorisation for a visit to 
an installation, sonetines thousands of stiles free the effiee ef the Dis- 
trict or Aret Rxglaaer* Most visits were considered urgent by the eon* 
tractor, and, as a result, teletype end telephone clearances end authori- 
sation* became *»re and sere frequent* While the Tlslter Control System 
had »any defects which could net be corrected, experience has shewn that 
the basic policy upon which the system was founded has been eostplied with* 
Security agents were impressed with the necessity for military authorisa- 
tion before allowing any visitor access to classified work. 

4.8. Sucooct ef Plant Security Program* - During the entire history 
of the- Project up to 31 December 1945, there was no known compromise ef 
classified lnforEt&tien or das&ge to buildings, equipment, or material , 




which could be ascribed to the laok of physical protection against 
es pi on ape or n£ibot«tf©. Considering the difficulty of OTaluatlnf, the 
potential mepioau^t. end sabotage hazards, therefore, it ic apparent that 
a reasonable and successful program was aeeomplished. Mieh eredit for 
thl* rooord ie due the may guard* end nilitary pellec who carefully 
eheoked the credentials end badges of all pereennel passing through the 
gates to the various project and to inner classified work area*. At- 
tempt* to "crash the gates" and run Ifereugh road block* were relatively 
few* Occasionally it was accessary to nee firearm* to etep a fleeing 
ear or person who ignored a guard 'e challenge. One such Incident resulted 
in a fatality* On one occasion at the Qbiverslty cf Chicago Vest Stands 
Laboratories, a stranger was successful in evading the notice ef a guard 
end entering the classified area hot in a few Minutes was apprehended* 
violations in the control ef visitors were investigated end corrective 
acaeuree taken* The stress placed upon preventing fires and explosions 
also resulted in a very favorable record, and there were no serious con- 
struction or production interruptions attributable to these causes* Con- 
sidering the fir* hasards and ooabustible construction at eons ef the 
supply, research end warehouse facilities, eerieus fires nifht have re- 
sulted in costly delays in completing the District's Mission* Fires 
originating fren the spontaneous ignition ef uraniun in the fern ef turn- 
ings and grinding* presented a serious problem at the Ranford Engineer 
Works, the Pnlvcrsllgr ef Chicago, and a nuwber ef ether plants processing 
uranlue awtel (See Par* 6-6)* safeguards derised trough studies by 
District plant protection pereennel kept these fires to a win.anw la both 
storage and transit and prevented this hazard from leading to any costly 



fires in vital production buildin^f and •quipjaast* The acoompliahnant 
of t aueoaaaful plant security program result ad, for the most part, 
from the ooopor&tiOR with, tht Intellirancc an! Saourity Di via ion of all 
tha A rot Lnginaars, Operation* araf Con* true tion Off ioara and thair ataffs 
aa wall an the thousands of peraona a&fagad in tha eontraetors* aa our ity 
dapartnsnte a&d guard foroaa. 
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a*vl aflvlsoi' Uk; r--f r po.--Bibl<; Area, yinoers iu providlv.r ttQ^ecoary •««* 
c.trlty E»asur«8 fee eafe^»r-* those- safttreriaiis i*ro-iorly« n»s*wr a «© 
or'*ar?' f.'.-» : eri-v :*>;:,. ©o-.-uri-sy pro-'Tsx • raa; orit\zi'leve~ nococcary at tSjat 

li v»r> r.ofc until tetter pari; of fha': thr- m^i^'olc 

pr©"&loae rwlt;.t:i-ir the- e : irt-aeRVc or p»".y h4.*"fXv clued f ic*" or bae- 
nn •.'•>•■•{: yfiU^rlulc ;jsuf< fi.-osiiil co ■■ cider-. ticca n^aonrnTy, ?-ith i*^ £T«ct;« 
ly i-iorottsod vol'-sss* of e?djy«--ic of elaecifi©£ mfcorialG foefcwoo-: w» 
iaie locutico« w.jorc ? &'ihai;ta::: l>ietrio I wor~ «ao ir- profrooc, it bt- 
oa o evi&o-t tin':, close oo tro! wc;.lc have to be ©store laov owr fcliooe 
ehH..»o: tc, &. C Vm*., it- m-iy oftooe tic wUeri&i ii';o-olvo^. wa-lC r^cplro 
c;x>cit»l :^i.^lii.o -iiivorlalf wo I>j" e!iip;:>oC iu bro'ic'ly fl?*sfcuati?.f 
.<5':- .•■•'■*•*„ lor. fx.;lrwctti;; v-'d-.-ly ?.;<: ' ! , r- .' 1'iR'OiIl:' uio ,f , a :.* QQzvTti;y mspxit 
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t- ;c' «i 6h*pi"..'-t S!w:rily ;.:-C"r;.; , tv survey of eld>r-*e'vl security 
\K.f, v.:v2.-.-.r -..c-. I: :.c»v .'.x'- j'*..' , If. fio'cor7.,iac v.V '.. uroe u-oulc be: 
nocor.s -sry feo ©.'titfy *y«r e'-.lyo* i eocurity require-*^ if of a rapicMy 

Si'.Sp.-,»->t SpcurH;:; FroffKfc:>» * At ; a result of t'-ir trrvey, 
fc 8:.ip-«".t -Gc-rSty i-ro«T&' • «ae irVti&toC to insure that proos^-res 
far tlx ton^liny f- :<' ahirneiy;: of claaci^ioi ssatori&tts weulc be as 
forv its poaeihic* C«rd por.le f a courier •y*t©K an£ ot>w*r #oo«rity 
masv.ro? were aefc&bllalm', oethoCr of tranaportatior wore proec?rlbe£, 
a»C special prooavtioriary procedures* to bo followed In tb9 ©aac of 
«hi«r-«»-;v of cerfcai' vital product*, mterials ant 1 aquipwOKt requiring 
special ooneidarutio'.* wore deoi&oC upon. 
6-4. SMagaant, to te v?iisp_ <timmvpp& * 

^£S£^J^}£j * * s F#an*ary 1944, a ruarfi pool, ©onoist- 
in.r of 60 fyi&rds, m&. oasablishol. icuSer t!jc fuporvieioe: of tbo Chicago 
Brunei; Office aec locator av Chie&yo, Illinois, ir !4ay 1944 # fe force 
of 6 won waa set vp in I«iln'.Rft,ou # Delaware, untior the mtperrisiost of 
the Hl"ii»i~tor Ar©& feiginoor, The cise of those fuard pools «ac later 
inerotteoc to son am" f ner respectively* All fuarde- w&re wera ir: 
fee Auxiliary military Police by the Serf ice CosEaasds arse" wore arrnod, 
Jtaey were assignee* primarily to pvawG rail thiprasnts ant! true! or 
truel. eottvey newrKrcie, Acvantef-e «a.c fe-iko ' of tlw Chicago p.*or<I pool 
';y oon»olid&tlr.£ at CUioar© all shipner.te of uranit^ Mile-fee beinr, 
oarrioc 1 ftro : eaet»m pla: fee to &anfor£ (See 3ool I'., X»1C froioot) aad 
tra ^ per l Sr-y thc>, , fro? that poist as a eiryylc shipper; t» Gtarfi-; fro-, the 
Ch.?.ei..'c po;l pro-?iC>0C tlio noceoRnry protootie-. On t?io rotaam trip fror. 
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uscxTorC, thane f\znr&i; wrs. vtl\\.*/:C to protect ©hip^-ite of clas©i« 
rioc* ' i-. .}. cemp &■-.■■£. turv.i •-:"£• fre... ■I'^fosv tc plains lr tl« • 'leprae t 
and frutt for r^pj^3O0Ssin/;> SijarCc wore alt-;:. drasar fro.: .the China^o 
nn;0 tc prefect truck new^t* o r ' classlfi©* 1 enter lale bt*i*w©on 
•sarlo*; faciiitlo© and fc^bwooc facilities anC the sites* In peroral # 
t polio;-- v«4E f©ll«r*?eC of uelnr r»K\rcl ©onrieri! ©a all ©Mparts of 
■eeren; Ejaterial by either rail or notor t^iftnowr the Mr*b dollnr mlv© 
the mtorl&l or t!«3 la^rency of delivery was a prirao fc©port&?%e # 
b # Cotfrigr ay>*a©r-» - It tsae n©o©«»&ry to ©©fcaMt©* a 
©peei&X e charier lystoes for the tran«pertati©r of "fop Secret* doou- 
m»fce ft-d » «xll qu&n&itlo© of hifidy classified mfcerlalo, Vxx&w the 
ryefce as ©riflxially ©et all "lop {secret* dooisaent© asaS mtariaie 
were to be earrtad by ©ffleer pore on.no! who- ©mllabl© aafi, ©th«r*i«e, 

by agent© of the Counter»int^lli ; *^mee Corpe* Is dteauary 19£§, it vae do* 
eidec that of floor poreonr.©! only shovM be u»©d for tM© purpose* 
Aeeardi*.r,ly # approrilmtely of floors wro proeurod, to fort a- officer 
cos trior pool, ar«£ wer*e assirnotf to O&V fii£?x', Seer York, Chicago, Santa F'e j 
arul Bleiala C m In ad-::ifciou, fuard cottiers at welt as off leer© wore weed 
to tr&neporfc ©mil bit vitally important g<ua» title© of hiffily eiaealfled 
taaberlal by rail, ©loeod «pae#» They irofjuev.-tly travelog lr. oitillan 
clothes a.nC eiifrlod the mterlal lr. ordinary Itirr^ro, In order to avoltf 
attractive attention* ?hey war© instruotec to keep the sectorial beinr 
oorrlod lr their fcawedlate physical poeseaaiori, It. a loe}-e<* ©on-iertaaent 
a'. tb*j train at all tines* a«d to transport the swterial to and frees t&© 
trair. by ar..j©4 pjorC escort. By T :'*rch ©curler ©hlpraeat© of radio* 

uc gS vC' oaterlfile h&u booo-sc so Risqerou© that it b©e«.:» Beeess&ry to • 
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give special consideration to the* possible health haserdj;- to the cou- 
rier personnel* Because of the fact t v »tt they were traveling, in closed 
corv&r Uie-.te In trains, with the naterl&l in their ieriediate physical 
potiiios^ion, it w&a felt that sorc method should be used to detensins 
the decree; of exposure experlericed. a eye tec- waa worked out whereby filet 
badges (; ee Fsook I, Volunx- 7 - J6>dical Program) were issued to couriers 
to carry ©a their persons durinc each trip, The fllr, badges were forward- 
ed to the tedical Section for checking at the conclusion of each trip. 
Through December, l%h$ no serious sxpofeures of personnel have been esper- 
ienced. The containers used to trans |>ort the materials have therefore 
been considered to provide adequate protection for couriers* 

e. Otaer Security immures, » Where the use of guards or 
couriers on classified shipments was not possible or feasible, other 
substitute security neosuree consonant with toe particular situation 
were taken* On railroad shipments arrangenttnls wore ©ade, where pos- 
sible, tc give specie! consideration to such shipisent©, to equip care 
with special seals, and to na* e Individual checks of cars at stops 
alone; the route* ttaosuree taken on truck shipments included the us^ 
of sealed containers for waterials, the use of sealu on trucks, the in- 
vestication of drivers, and special instruct one for handling shl parents. 
5~£* hethods of Transportation. 

— ■ i i i M i l liii . 4 i w.ii ■■■■i n w w w ii 

a. general . - It k&b determined as a result of the survey 
mentioned in paragraph that the selection of proper aathods for 
shipping District materials would involve many considerations in addi- 
tion to the classification of the materials thesaelves* Son* of the 

raore important factors; were? delivery tiae, slse and weif^it, shipping 



covu. , eoverarsent and coiaaercial restriction, value and characteristics 
of the Eateriale, proper utilisation of asaaipower and continuity o-f 
production. Eight methods, providing: various decrees of security, were 
found to be available for handily shipments. These were : 

(1) Railway Lxprcst , carload (CL), hand-to-hand signa- 
turo, anaed guard service; 

(2) Railway Exprese, less ~tha»-«jar load (LCI), hand-to- 
hand signature, arned guard service | 

(3) Ball freight, carload, sealed care; 

(li) Rail freight, carload, ifenhattan Die trie t fniarda j 

(5) Jaotor freight, commercial carrier, truckload, 

sealed truck) 

(6) kotor freight, coraaercial carrier, truckload or 
lee c -than-truck load , Manhattan District guards on truck or in convoy 
car j 

(7) Motor freight, government truck, truckload ox less- 
than-tr uckload , lianhattan District guards on truck or in convoy oar} 

(8) Courier, Special Agents end Iianhattan District 
guards, rail or air travel, closed apace when required. 

b. Railway Express* - As the result of a study sade in Jan- 
uary l$hh, it was found that the services of the Hallway Express Uoney 
Department could be utilised to advantage by the District for intermit- 
tent shipments of classified materials. Accordingly, instructions were 
issued on 11 January 19hh to all Area Engineers regarding the use of 
this method of shipment (See App. A h)» 

c. Rail Freight . - Ac already indicated in paragraph a, 



6.6 



use w.b mode of re 11 freight to curry uranlur. billets fro- eastern 
plants to : »nf ord and to return classified metal scrap and turnings 
frar "anford to plants in the idwesi and ''ast for reprocessing, thlp- 
nants of hiphly classified basic materials such as uranium metal, ores, 
and oxides, special chemicals and other metals, when made in larrf quan- 
tities, were carried by rail freight., in many eases these were con- 
signed hetweer. individuals, in order to conceal the identity of comber- 
eial firms enre ed in processing' classified materials. Hail freight 
was also used to haul highly classified equipment for the Project between 
manufacturing plants and from manufacturing plants to the sites. Ihere 
practicable, shipment was made in seeled railroad oars. 

In some eases, however, because of the site and construction 
of units, it was necessary to place them on railway flat ears and use 
tarpaulin eovr>rinp;s. For example, large <fi entities of secret barrier 
material were transported from Linde Air Products Company, * onawanda, 
K- w York, to HoudaiUe-Hershey, Decatur, Illinois, by sealed, commercial 
motor vans. After processing into secret barrier tubes, the tubes were 
then oarried to the Chrysler Cor; oration, Detroit, EJiohigan, by • • overn- 
ment trucks with armed Auxiliary Military Police drivers. After the 
barrier tubes we e Installed in secret filter units, these larpe and 
bultry units were shipped b" railway flat oar and protected from view 
by tarpaulin. 

d. Hail Travel by Courier .- -.s previously indioated in 
paragraph 6-4 b, "Top .Secret" documents and small bu* vitally Important 
quantities of hiphly classified materials were oarried by couriers in a 
looked train compartment. Such materials included uranium metal, ores 
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and oxides, special chemicals and other aetal£. In the eaao laanncr IH235 
froi: the Y-12 plant at Oak Kidfje, "Postuc" fror. the lionEanto Chesdcel 
Company in Dayton, Ohio, and "Vitanin 13 (6yiA)" from the American 
Gyanamid Corapaav in Stanford, Go.mccticut, were all shipped to Site 
"Y". whenever possible, shipment*, to W Y" tron. points in the East 
were consolidated at Chicago to conserve tiae and personnel and were 



carried on to T' as single shipments. 

e. yotor Freight * - Shipments of classified naterials and 
equipment were regularly made by aotor freight as well ac rail freight, 
except in the case of equipment of such siae and construction as to 
rertder truck shipment inpractieable. In addition, in February 2$k$, a 
truck convoy system was established to transport end products to Site 
"Y" . One convoy carried the end product, plutonium, fros Ilaaford to 
bite *Y", while another carried «Eala w fror; Clinton Laboratories at 
Oak Ridf-e to Site W Y". These convoyc were in charge of officers, with 
enlisted men and C1C agents acting as special guards. They were set 
up to move continuously to destination, with a complete change in 
personnel at the half -way point. Other aotor truck ehipia&'itc, such 
ae regular eliipiaents of uraniur, hax&fluoride from the Barshaw Chemical 
Conpany in Cleveland, Ohio, to the K-C£ Plant at Oak Ridge, were aade 
in government trucks with armed Auxiliary Military Police drivers dressed 
in plain clothes. 



activiu.ee at bite M Y" were in the most critical sta;;e t air transport 
was used oa three occasions to expedite the delivery of U-23S fron: the 
Y-12 Plant at Oak Ride©. Arr&nceiaenU; were made with the Arry Air 



f. Air Transport . - During the month of July 19hS, when 





Force* to have a trans-, or t ; lane ready the * noxville Airport fct an 
appointed hour on eaeh occasion. The material was transferred fro . 
the Y-12 Plant to the Airport by special military escort and accompanied 
on the plane trip by two officer eouriera from the Shipment 8eourity 
Scot ion. A military esoort was ag*in provided from the Santa *e Air- 
port to Site "T". Kuraerou* other classified shipments by AW plane 
were made when urgency of delivery was paramount* 

6-G* Shipment Seourity AoocnpIishmentB . - All of the important 
shipments of highly elassifisd material have been handled exeluslvely 
by Manhattan District personnel. Top secret materials have been 
transported on hundreds of occasions either by officers travelling as 
passengers in trains, planes or automobiles, or by truck convoys 
operated by military personnel under the command of officers. In 
•very ease deliveries were completed without delay or unusual incidents. 
Several minor vehicular acoldente have occurred. However, these were 
on praotloe runs or return trips, and in no way jeopardised the safe 
delivery of material* 

Shipments of equipment to be installed in process plants, 
shipments of uranium in its various forms, and shipments of allied 
chemicals and materials were in most instances made by common carrier. 
Occurences of lost, mierouted or damaged shipments were few, but in 
•very ease full investigation showed that the inoldent was a result 
of normal oj •rational hasards and not of subversive origin* 

On two occasions trucks carrylnp uranium oxide were involved 
in serious accidents. CIC apents, inmedletely dispatched to the scone, 
protected the shipment until new transportation was secured. Tn 
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another Instance, a container of uraniur prrindinrs beinp shipped by 
Rail way Express i united spontaneously while it was standing on the 
station platfom in Fort Wayne, Indiana. > lames shot thirty feet into 
the air and caused considerable looal alarm, and consternation among 
Hallway fxpress officials, No damage resulted other than the loss of 
the material. Seourity officers from the District eonteoted Hallway 
Express officials and satisfied then that the District would take 
necessary steps to prerent a recurrence. 

Considering the volume of classified shipments the program was 
unusually successful . for example it has been eatin&ted that eighteen 
of fleer oourlers have traveled about 852,000 miles during the past 
thirteen months and have nerer lost or mislaid a bag, package, or 
document entrusted to them, nor hare they even silssed a train eonneotion. 
During this same period government trucks, sometimes in convoys, hare 
tr are led 100,QOO~miles during the same period carrying elassified 
water lal without mishap. 
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6-1. fleed for Pro t ;ras;. for l>;iie utjdinp lllitary In foi-nation . 



It w&i- reasonable to expect tofvi the- nation first succeeded 

in developing an atordc expl°;ive would win trie war. It w»-i; : - essential, 
therefore, to protect fro:: the e.iCfy all information concerning i&nhat- 
tan Project activities which could be used to adva-itape in pursuin- 
similar work. Indications thct foreign agents were already jaalcinc 
cancer tea efforts to obtain information concerning the Project (See 
Par. 2-3>) aade obvious the need for an intensive, procraa for safe- 
guarding inilitary information. Policies and procedure:* were form- 
lated to raininisie the amount of data circulated coacerninn the Project 
and to thoroughly iipresc all personnel doiur work connected with the 
Project with the necessity for protecting project information* It was 
with this purpose in laind that in 3cpteEber,lS'i*3, a new section, known 
as toe Section for Safeguarding Military Information, w»s created with- 
in the District Intelligence and Security Division. 

6—2. Scope of Program for Safeguarding Military Information . 
In the early ataces of the Manhattan District's Security Irojraxi, the 
District Protective Security Section the i in bein^ war. principally con- 
cerned with instructinr project perooruiel in the meaning of classified 
information ancl in tot proper methods of handling, transmitting, and 
carinr for classified material in accordance wit?, AP 380-£ (See App. 
C 8). The irotective Security lanual (Lee App. C 5), prepared in 
February 1&3, er$>hasi/.©d toe need for acferpuardin;; classified information 
aid act- forth toe rules, for nandlin^ classified docuncrlc. Until its 




corusclidation with the District Intelligence. Section in July 15^3, 
the Protective .Security Section's activities in the SL1 field were- pri- 
marily United to dictrlbutiou of the casual and explanation of its pro- 
' visions . After the creation of the Section for 6afenuardin£ iaiitary 
Inforaatloa, however, and the inauguration of a definite program to 
prevent toe loss or unauthorised disclosure of classified isattere per- 
talnln- to the i-rojeet, the scope of activity with k vie* to safeguarding 
military information wax* greatly enlarged. The progras was divided into 
three distinct phases: Security of Information, Security Education, and 
Censorship of Publications. 

6-3, Security of lafonaatlon . 

a» Purpose. - The Security of Jafortmtioa irogras temijgr&l 
the for isolation and execution of policies which would keep at a ninirauti 
disclosures of classified project information, in the course of per- 
foriainc this function, the following etepe were taken. 

b. Safeguarding | Military- Informtion^iec , 13 !^^ 0 ^ * - 'In 
November Intelligence Bulletin No. $, "Safeguardinc Military Infer- 

aatlon— -iie^ulationc (See App. S 7)# was prepared and distributed to 
serve as a guide for the proper handling of classified infonaation. It 
defined classified infonaation and set forth illustrations of SECRET, 
COriilD^TiAL, and RESTRICTS) categories and prescribed the regulations 
and proper methods for preparing, classifying, transmitting, reproduc- 
ing, acoouatinc for, storing, and destroying classified documents and 
Materials. Certain additions to and modifications of the rules of AR 
3&>-£ (bee. App. C 8) were cade in order to make the bulletin practical 
and usable by large maabere of civilians and contractor personnel doinft 



District work. In ?^ roh 1944, a major ohang-r in A}: 580-B •stabliahed 
a new oeterory of classified information, "TOf SF.CRFT", whioh applied 
to certain vital Manhattan Distriot information. Aaoordinply, lnstruo* 
tions were issued in a District Ciroular Letter (See App. A6) out* 
linin? policies and procedures tr be followed in applying this new 
category* 

o. Classifieation of Correspondence . - Studies were 
made of equipment, Materials, products, processes, operations and 
administrative matters of the Patriot in order to afford a basis 
for determining the proper olasslfloation (TOP SECRET, SECRET, 
CONFIDENTIAL, RESTRICTED) of eaoh of these items, and eorrespondenee 
eeneerninr these items was thereupon elassifiod accordingly. 

d. Compartmontallsatlon of Jobs and Job Sites. - A polioy 
of eempartmentallsation, under which persons and facilities were far* 
nished only such information as was necessary to enable thorn to par* 
form their work, was initiated and later intensified. Laboratories, 
universities, plants, and contractors were not permitted to obtain 
information concerning the overall structure or work of the District 
and were furnished only those data whioh their operations required. 
When praeti cable, assembly of equipment was performed at places 
other than those in whioh the manufacturing: took place, and the pro- 
cessing of raw materials was broken down in such a way that it was 
done in various stages at scattered locations. The existence and 
relation to one another of the various pro jeot sites, and the re- 
lation of the contractors, laboratories and universities to one 
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another and to the Projeot, were concealed in bo fur as possible 
to prevent persons from acquiring knowledge of the scope or nature 
of the Pro joot. 

•• Code Manes and Words . - Code names and words were de- 
signed for the prinoipal project sites as well as for basic materials 
and equipment. Inasmuch as the background and training of many of 
the projeot scientists were of such a character and so well known 
that their connection with the District would indicate the nature 
of its work, elaborate oare was taken through code names, avoidance 
of publicity, and security instruction, not to disclose such con- 
nection. With the public release of information concerning the 
Distriot, these measures and use of eode names were relaxed. 

f. Review of G orre s p onde noe with other Government Agenoles . - 
The immensity of the Manhattan Distriot naturally required the assis- 
tance and cooperation of key government agencies. As another means 
of limiting the spread of information eonoeminf the soope and opera- 
tions of the Distriot, this division reviewed a large amount of 
offielal oorrespondenoe with these agenoles to insure the emission 
of all such information possible. For example, request* to Selective 
Service off ioes for deferment of key personnel were screened to 
Insure emission of descriptive terms about the applicant's duties 
whieh would lndioate the nature of the project' « activity. Requests 
for personnel to *ar Manpower Commission off lees omitted terms and 
phrases describing personnel needed that would reveal the work 
carried on by the District. Similarly, oorrespondenoe with other 
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epencies such as the -er Leber Boarc in connection with union and 
oontr .ctor negotiations wps reviewed to minimi** the disclosure of 
classified information. 

g. Keview cf Contracts for Security . - The Intelligence 
and Seourity division, •specially in the early days of the project, 
was frequently called upon for advice in assifnin seourity classi- 
fications to contracts with companies or individuals to perform work 
for the Patriot, i.e., whether the contracts would fall Into "Group 
2" or "Croup 5". (See Bootr I, Volume 6 - >isoal Procedures) . 

h. Investigation of "Loose Talk" Cases . - The Seourity 
of Information Program further included the investigation by Li strict 
Intel lijrenoe agents of leakages of inforaatlon through "loose talk" 
and of violations of the procedures for handling classified Material. 
Complete seourity of information oould be achieved only by fallowing 
ell leaks to their source. Investigations of such "loose talk" 
oaa^s and violations were reviewed and evaluated for the purpose 

of determinlnf future action and policies to p -event recurrence 
of suoh inoidents as well as to determine the specific information 
that mi^ht have been revealed throuph the particular violation. 
Complete eard files on all suoh oases were maintained for 
referenoe and study. Since September 1945, investigations were 
conducted of more than 1600 "loose talk" or leakage of information 
oases and corrective action was tfcfcen in more than 1200 violations 
of procedures for handling classified material. A few typical 
"loose talk" or leakage of information on res are set forth in 
Appendix F. 5 oomaon violation of the procedure for handling 
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classified material w&t> the failure of various off iocs to lock at 
nipht, safes oontaininf classified material. At District head- 
quarters and moat other facilities where classified material was 
stored, fuards made tours ehortly after olosinf time to oheck 
whether all safes were looked, then a safe was found unlocked, 
effort was made to oontact the person responsible for the safe 
and instruct him to return to the office and check the contents 
prior to locking the safe. Other violations inoluded the failure 
to put classified waste in proper "burn" baskets ; failure to enclose 
secret and confidential mail in double envelopes, failure to send 
•eoret material by re piste red mail and similar violations of Army 
rules for the handling; and disposition of olassified material. 

1 . Action on Violations . - lip on discovery of the source 
of a violation of regulations for safefuardinf military information, 
the violator, if a project employee, was usually reprimanded, in- 
formed of the possible application of the Bspionar*' Act, and warned 
not to repeat the violation. Xf the violation, however, was a 
repetition of previous similar violations or if it was particularly 
flagrant, eit> er the employee' s employment was terminated or he was 
removed from all work involving aoeese to olassified material. If 
the violator was a person other than a project employee, an appeal 
was made to him to refrain from any further suoh violations. An 
effort was also made to stop the spread of the information already 
disclosed, by makinp similar appeals to all persons to whom the 
disclosure had been made. About two-thirds of disclosure of information 
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OHses involved projeot employees. 

j. Kequlrements for Projed I craonnel . - All peraonnel, 
military and civilian, were required to exeoute Declarations ef 
Seorecy (Sec App. C-5) and were piven interview*, upon separation, 
to remind them of their responsibility to protect classified project 
information. All scientific artiolee written by project teohnieal 
peraonnel, whether referring to District work or not, as well ae 
all releasee and advertisements oonoernlnf the Project, were 
soreened prior to release* Peraonnel were instructed not to Bake 
personal notes or records from elaaaifled documents or classified 
equipment. All consultants of the Project were required to execute 
personal history atatements (See App. C-2) and wore given instruc- 
tions in security matters prior to performing work for the District. 

k . App li eat ion of Polloloe to Contractors . - The 
organisation of the Intelligence and Seourity Division included 
branoh offices in principal cities, which not only conducted 
investigations of l>ictrict intelligence and security matters but 
also supervised the seourity of oontraotor facilities in their 
areas, i-aoh prlnolpal oontraotor designated a security agent to 
earry out seourity regulations prescribed. by the Distriot, In this 
way the various policies oonoorning Seourity of Information wore 
internally applied to contractor facilities away from the project 
sites as well as at the plants located on prlnolpal sites. In 
plant surveys of oontraotor facilities o on duo ted by inspectors 
from the Plant Protection Swot Ion, oheoks were made of the 
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management' e knowledre of and oorap.lie.noe with Security of Information 
regulations, and of the proper handling of classified setters, as 
well as of the adequacy of at or* ft of classified papers and documents. 
Keporte of these aurveys were reviewed by the Section for Safeguard- 
ing Military Information, to Insure that all faeilitiee doing 
olassif ied work ware meeting Ssourity of Information standards 
commensurate with the classification (SECRET, CONFIDENTIAL, RESTRICTED) 
assigned to the oontraet. Labor recruit inp taans were instrueted 
sot to divulge any classified information in their personnel re- 
eruitaent programs . Measures were taken to prohibit contracting 
firms from using their firm names In return addresses on envelopes 
used In correspondence with the District* In accordance with rule 
681 of General Rules and Peculations under the Securities Act of 
1955 (IE t'.r.C.A.. Sec. 77a et acq), as amended to May 26, 1642, 
contractors of the Distriot, their subcontractors and representatives 
were given instructions to omit from registration statements for 
the Securities and Rxohanpe Commission any information that might 
be oonsldered classified by the District. Upon the termination or 
completion of contracts with the District, surveys were wade to sec 
that the contractor had returned all classified doouments and Mater- 
ials to the District, or had taken adequate measures to safe guard 
such documents until such tine as public release of information con- 
cerning the District was made. 

1. Publlo Relations Work . - Rcrk in public relations 
was conducted, to secure the cooperation of newspapers in cities 
and towns looated near principal proleot sites, in omittinr stories 
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and Bowsitem? «hic>i iroulrf disclose the scope or nature of the Prejeot, 
attract uisdue attention to It, or unduly eophasite its secreoy. To 
avoid harmful rumors and speculations, it was also considered im- 
portant to secure the good will of nearby eoaxnunitieE . Thit use dose 
by pointing out to civic groups, that project officials were aware of 
the additional wartime burdens e» the oesnounitiet, iaoluding labor 
shortages, orewded living conditions, increased traffic preblems.stc, 
and that they wished to cooperate in erery way to minimise those 
hardships. 

64*. Security Eduoatloa. 

Pwrposo .- The Security Education Program was ins- 
tituted to educate all District personnel, military and civilian, 
in suoh manner that they would become instinctively seeurity-eon- 
solous, to the end that olassifiod documents, infensatlon and 
material would bo properly handled and safeguarded, that loose talk 
would be minimised, and that no information of value would bo dis- 
closed by word or action to the enemy or to those not properly 
authorised to receive it. 

b. Contractors* Security Agents .- To accomplish 
this objeotive, principal contractors, both, at project sites and at 
their own plants whore olassifiod District work was done, appointed 
personnel in their security departments to act as security agents, 
to supervise and execute the bulk of the security educational program 
in the plants. Under the direction of the District Section for 
Safeguarding Military Information, the various branch Intelligence 
Off iocs, prior to 7 September 1$U5, supervised the work of these 
seourlty agents in their respective areas and supplied thorn with 



ec'uce tionrl materials and lder c. After 7 September 19U5# this 
supervision iie aocoxpliehed by th a various Ares Engineers through 
their Security Offiees. Intelligence Bulletin 8o.3(See App.B8), 
prepared in September 19^3# outlined the program and specified the 
work tc be done by security agents* For assistance in promoting 
eeourity agents of the companies, whenever possible, eeoured the ser- 
Tlees of person* from ether departments to serve as department sec* 
urity agents, with the duty of impressing npon personnel is the 
departments the seed for protecting information about their Job* 
Security odueatioa of li' a S •&'•£* personnel was also ooaduoted by the 
various branch Intelligence Offices* 

c. Media of Security Education.- By the fall of 19bU* 
overall program had been so developed that employees reoeived sec- 
urity instructions frost the day of employment through the day of 
termination. Along with other phases of employment processing, 
now employees were given security talks, outlining their security 
responsibility on the mow job, and were furnished leaflets whioh 
oxplalaed the security requirements of the Project. Mow employees 
signed Secrecy Declarations stating they would not divulge classified 
information to unauthorised persons. For employees already on the 
job, security agents oonduoted periodio meetings at which security 
lectures were given or training films shown* Security posters, 
handbills, oiroulars and aotioes were oontinually displayed and 
distributed to employees! payroll inserts and telephone stlokers 
were employed as constant reminders of security responsibility. 
At the principal projoot sites, flash movie tmilersof a few 
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•eoondf> duration were frequently shown at project theaters . These 
trailere oonteined security messages siir.il* r to the type used on 
posters end handbills. Editorials frequently appeared in project 
newspapers stressinp the importance ol seourity of inf ormetion. 
Freauently, news events were used in editorials and seourity talks, 
prepared by the SV1 Seotion, to emphasise the importance of security. 
The invasion of the continent of Europe through Hormandy was used as 
an illustration of a well-kept secret which net with suooess la rgely 
because of the secrecy Maintained. The landings of Oeman agents em 
the Atlantio Coast were used as il lustrations of the need for safe* 
guarding project informs t Ion in conversations and correspondence. 
Prior to V-E Day, elaborate plans were made to distribute posters, 
handbills and editorials, stating that there would be no relaxation 
of seourity for the District. These Materials were prepared and 
distributed to all branoh off iocs, which in turn distributed their to 
the company seourity agents. Upon the announcement of V-E Day, 
these Materials were immediately displayed, to advise personnel that 
rigid security requirements were still in effect. Similar posters, 
billboards, etc were displayed upon the public release of information 
concerning the District advising that information not officially 
released should still be protected. Host of these methods described 
above were continued after the use of the atomic bombs and public 
release in August 19^5 of information eonoerninp- the soope a*d pur- 
pose of the District. However, greater emphasis was plaoed on a 
olose alliance of security officials with management, "on the job" 
superintendents, foremen and supervisors, and technical leaders, 
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including frequent neetinga with such group* for discussion of se- 
curity problem and adopti on of a realistic progr** regarding the 
information still to be protected. 

*• ^Qg^nti of Education Media. • Employee • vtn 
continually reminded through such media of the type a of infor- 
mation concerning th« Project whioh should not be aUsoussed. These 
included re Terences to the mission of tho Project, the sis*, soope, 
or nature of its operations, general problems worked on, materials 
and equipment need in restricted areas, ooaoootlon and rclatlon- 
•hip to oaoh othor and to tho District of various projects end 
labor* tor lot throughout tho country, and professions or former 
eoaneetiemt of principal toohnloal personnel, torkero were further 
cautioned against circulation of newspaper artloloa which sight elf 
ouoi toohnloal work performed en tho Project, or oiroulatlon of may 
rumor ■ oororiBg tho above listed subjects. After the snnounosmont 
Of the scope and purpose of tho Distrist, personnel were Instruoted 
to protect technical and production infomatlen which had not boon 
officially released. The prineipal criterion for information that 
had boon released vat Dr. B. D. Smyth* s So pert "A Oeneral Account 
of tho Derclepnent of Methods of Being Atomic laergy for Military 
Purposes Under the Auspioos of the United States Oovensnent* 
"(Commonly known as "The Smyth Report").* 

•• froonds of Appeal to Project Personnel - In order 
to educate personnel in the importance of the protection of infer* 
motion, it was necessary first to erereome tho natural lessen incli- 
nation to discuss with friends item a of great interest. It was 
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aloe necessary to explain the typea of information that should not 
b« publicised. Purthe raters, security education had to ho conducted 
in a i»BMr that would appeal to all of the various categoric a of 
personnel (technical, clerical, administrative, construction, and 
laboring) in the District* Beeaas« of the extreme eeoreey main- 
taiaod concerning the work of the Project, the majority of the 
workers did sot know what was being done on it, and because of the ■ 
rules of eempartmentali satlon, they did not kaow of the existence 
of other project sites about the country, what other pleats at 
their own sites were doing, or what work the other dep a rt s w nts in 
their own plants wore performing. As a result, firmer to the public 
annonwnsmcnt of the District's work, workers largely depended upon 
the word of the amy that soerooy was important, and the expla- 
nation had to he eloarly made to than that, although they had no 
knowledge of the actual purpose of the Project, they norertheloss 
had iwportant information, through their knowledge of types of 
equipment used, materials handled, sise of buildings, and number 
of people on the job, •rounds for protootlng information wore 
' largely patriotism, loyalty to the fighting men, and the reasoning 
that the less publicity given the Project, the more difficult it 
would be for the enemy to acquire information about it and alee, 
the greater would be the element of surprise* 

f . Bffct on Want Protection* - The program of 
coourity education not only prevented undue publicity about the 
District, and minimised rumors and speculation which could have 
resulted in damaging effect, but it strengthened the Plant 
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IrctecU on Pregrast ac veil, by clarifying to pereeanel the reaacna 
for identj ficrtions and other plant protection requireaente and by 
prompting worker* to report unucutl incident! and cue pi ciou« circuet- 
atanceB or percona, 

** *—w^ty Iduoatlen la Be a rby CoaaBunltlce * - f ha 
Security Education Prolan mm alao carried into noaanmHlca aMr 
project eitee, through talk* to civic froupi by project official a, 
pointing out the need for public vaoperation in atopping rvmv » and 
la refraining from or preventing diaeuaaion of the work ef aeoret 
vartlae prejeeta, Sevepapera of nearby eitlea, wader the an* 
eourageaent of the ieeorlty Sdnoatlon Fregraa, alee ran editoriala 
on the need for public teeurlty of lnfenaation* 
S*5. Ceaaorahlp. 

a. Scope . - frm July IMZ, to February IMS. the 
Protective Security Section eondueted a eenaorahip review pro great 
en a avail aeale. One eiTilian reviewed a few leading tally aeve- 
papara and a few periodical a, for itcaw cf interact to the Diet riot 
or eonoerning ita a*y peraonael. In the epring of 1MB, after the 
Diatrict Intel ligeaee Office vac eatabllahed, the coverage of aowt- 
papera sad periodieala waa laereaaed and eonaiderabla retroactive 
work vac done on eub^eeta, of latere at to the Wetriot, publlehe4 
prior to that data. At thic tine theae dutlea were aeaigaed to a 
ISC* Xa September 1*43, the oonaorchip review work waa placed 
under the then aevly ergaaiaed Section for Safeguarding Villtary 
Infematletu Review ef publieatloaa vaa continued by a HAC in the 
Diatrict Office ef the SKZ Seetion. A ceeond MAC vaa ed4*d tc the 
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District Office in December 1942, and a third HAC in June, 1944* 
Also, branch Intelligence Offices began reviewing leading newa- 
paper* published in their areas. A survey was wade in the spring 
of 1944 ©f the completeness of eoverage of newspaper* and pari* 
edioalf by the Wet riot and branch offioe s, and additional assign- 
wonts vara Mado to oaoh of the branch off loos to insure oomplete 
eorarage of the leading newspapers and periodicals In their area* 
Three hundred and seventy newspapers and eeventy Magaslnes were 
periodically reviewed, until the public release of Information, at 
whleh ti*e Most subseriptions ware allowed to expire* 

b. Censorship Code. - On t6 Juno 194a, Byron Prioe, 
Director of Censorship, Issued the following notes in a confi- 
dential letter to the nation* s editors and broadcasters* 
"Confidential aad not for publieatloni 
"The codes of wartiae praetieos for the American broad- 
•asters roquest that nothing be published or broadcast about 
now or secret Military weapons,****experi»ents* In extension 
•f this highly vital prooaution, you are asked not to publish 
or broadcast any information whatever regarding war oxpori- 
Monts Involvings 

"Product ion or utilisation of atoat smashing, atonic 
energy, atomic fission, a ton splitting, or any of their 
aqulTalents* 

"The use for Military purpose of radian er radio- 
aotlTe Materials, heavy water, high voltage diseharge 
equipment, oyoletrons* 
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"The following element? or any of their compounds i 
Poloniua, uranium, ytterbium, hafnium, protactinium, radium, 
thoriuu, deuterium.* 1 
Or 1 Deoember 1945, a new oode of the Off iot of Censorship was 
l*su«d to editors and hroadeasters, continuing .the confidential 
directive of £B June IMS already in effect. 

°* ^eriew of Publications. - Publications were not 
only reviewed for violations or ne»r violations of the Cenaorahlp 
Code but were alao reviewed for publicity pertaining to aeientifio . 
developments related to the work of the District, for information 
concern inf similar selentlfic work belnf- done in foreign countries, 
and for publicity about secret weapons developed by allied and ene- 
my countries whloh slight be related to District work . Publicity 
regarding key personnel and prinelpal project sites was alao care- 
fully reviewed, to analyse the nature and aaount of information 
belnr eiroulated and to determine whether suoh lnforaatlon in- 
cluded classified natters. Items concerning strikes and labor 
situations, in key Industrial areas where plants doing District 
work were located, were also analysed. Publications, especially 
teohnioal trade journals and sagacities, were reviewed to ascertain 
the scnsdule of meetings of scientific groups, so that such meet* 
inge oould be attended by I>iotriot personnel, to ascertain whether 
aeientifio natters related to District work were discussed. Scien- 
tific bocks, treating topies related to Hie work of the t'istriot, 
were reviewed to detect any statements thai the Amy or the Govern- 
ment was interested in the particular work, these latter 
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publications were also reviewed, to fellow th» progress of eufrent 
research, at non-District facilities and by person* not connected 
with the District* 

d. Action en Ylolatlona . * All Important clippings, 
periodicals, or bocki, containing censorship violation* or ether 
■otters at related above, war* forwarded by branoh off ioet to the 
District Section for Safeguarding Military Information, for review. 
Items involving violations of censorship were forwarded by the 
breach offices directly to the Washington Liaieon Office, whieh 
In turn referred then to the Office of Censorship. If the Offioe 
of Censorship do owed the ite» a violation of the Censorship Code, 
letten wore written to the appropriate editor of broadcaster, 
explaining to him the violation and requesting hit oeope ration in 
the future* 

•• *yp*°** Cenaorehip Violation* . • 6 owe of theee 
violations ineludod letters to the editors of well known news- 
papers criticising the Amy for not getting busy with ateaiio 
weapons. * lints point to the earlier realisation of the atonic 
bo«b* one «ptlmlstic reader wrote to the Toledo Blade in Do o o nb o r 
1944. "A epeeiel eubstanoe said to have nnmiinf potentialities 
could, if it is automatically exploded the right way, ensure 
victory." The University of Chicago Maroon , shortly after YE Pay, 
praised the eohool for having a monopoly on lobel Prise winners 
and said "Conpton and his colleagues are working on problem* 
fraught with tremendous possibilities to mankind, of releasing 
atomic energy. " A Cleveland reporter, after spending a vacation 
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hht Lot Aloaot, lew ftexioo wrote ft story entitled *Tbe Forbidden 
City." fie said The Mr, Bit of the city if ft eollege profeetor, 
Dr. J* Robert OppeaheiBer, e*lle<! the second Kinfteitu A wide- 
spread belief it thftt he it developing ordnance ftod exploit ret. 
Supporters of thit guess ar^ue that it ftecountt for tho nuskber of 
•eehaalos working ob tho production of ft single deriee, ftad thoro 
ftre others who will toll you troatadoue expiations tare boos heard.* 
fho ropo rout tion fro* thooo ortieles, however, was ftlaost nil* 




SECTION 7 - OROAKIZATIOK 

7-1. General . - Intelligenoe and Security functions wer« per- 
form* d for the Manhattan District by an organisation which, by 
1 July 1945, had come to be known as the Intelligence end Security 
Division (See App. A 7). That Division, which was under the direct 
oonaand of the District Engineer, eras the produot of a process of 
development and numerous ohanges in organisation, which kept paee 
with the growth of the District and its increasing security needs* 

7-2. lis tori oal Development of Intelligenoe and Security 
Division. 

*• Protective Security Section . - In June 1942, * Pro- 
tective Security Section was established in accordance with DCS 
Circular Ko. 1070, dated 16 January 1942 (See App. D-5), and 1st 
Lt. W. A. Fogg was designated District Protective Security Offioer. 
This section functioned for approximately one year, and for the 
purpose of performing the functions described in Sections 2 through 
8, established a personnel security program, a plant protection 
program, and a limited program for seeurity education and for safe- 
guarding military information. Responsibility for counter-intelli- 
gence was assumed by the Assistant Chief of Staff, 0-2, and Major 
John Lens dale, Jr. was designated as liaison officer between the 
Distriot and the Military Intelligence 11 vision. 

b. District Intelligenoe Section . - As the work of the V V ^ ^ 
District progressed, the need for a closely supervised District 
oounter-intelligenoe program became apparent j therefore, in Febru- 




ery 1943, Captaine K. K. Celvert and R. J. MeLood ware assigned v> 
the l&mhattan District, to organise an Intelligence Section* Capt- 
ain Calvert was designated District Intelligence Officer. Approxi- 
mately two weeks later, two additional officers were assigned on 
detached sendee from the Counter-intelligence Corps* to serve as 
assistants* Simultaneously with the oreation of the Intelligence 
Section, the Comaanding Generals of the Serrioe Commands were noti-, 
fied by the A* C. .of S, 0-2, of the existence of the Intelligence 
Seotion and were requested to designate an offloer in the Intelli- 
gence Division of each Service Command to act as liaison officer 
with the Intelligence Section of the Manhattan Id strict. The 
liaison officer thus designated was advised that the Manhattan 
District was engaged on a Project of great secrecy and inportanoe, 
that knowledge of the Project and of the nature and extent of the 
program was to be confined to as few people as possible, and that, 
as elements of the Project were located in each of the Service Com- 
mands, it would be necessary to utilise Servioe Command investiga- 
tive facilities* Seen Service Command liaison officer was author- 
ised to correspond directly with the Manhattan District Intelligence 
Section* 

c. Branch Intelligence Offices . - Immediate steps were 
taken to procure additional personnel and during the succeeding 
three months, other Counter-intelligence Corps offioers were ob- 
tained, stationed at the Clinton Engineer Works, Chicago, St. Louis, 
Site "Y", and Berkeley, and assigned as Intelligence Officers for 
Manhattan District activities in the Fourth, Sixth, Seventh, Eighth 
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and Hi nth Serrioo Commands , respectively* Direct liaison between 
Intelligence Officer* and Direct or a of Intelligence of the Service 
Coaanande waa immediately established. Operating in a staff capaci- 
ty, tha Intalligano* S a at ion and its bran ah Intelligence Offices 
were responsible for all oeunter-intel 1 i gence pertaining to tha ^ £>\ 

Uaahattan Dietriet* Curing tha remainder of tha history of tha 



Division, additional Intalliganoa Offioas were established as 

^ ■ ... . > 

fellow* t 

Columbus, Ohio July IMS 

Hanford Eaginaar Works July IMS 

Hew Tork, Saw fork August 1945 

Baltimore, Maryland ' January 1944 

Washington, D. C. ' January 1944 (liaise* as wall 

as Brenoh Offioa) 

Boston, Massachusetts February 1844 

Grand Junction, Colorado May 1944 

Paaadena, California April 194S { 

Suoh offioas earn to ba referred to as Branch Intalliganoa Offioas. 
Subsequently, tha United Statas waa divided inta eleven gaographia 
subdivisions, and a Branch Intalliganoa Offioa was astablishad for 
each subdivision (See Paga 7.9). This raaultad in tha elimination 
of tha St* Louis and Columbus Off loot and In tha addition of a now 
offioa at Cleveland, Ohio. 8a oh Branah Intalliganoa Off! oar was re- 
sponsible for all intalliganoa and security within his gaographia 
araa. Tha organisational breakdown of aaoh Braneh Offioa waa simi- 
lar to that of tha Distrlot. Branch Intalliganoa Offloara operated 
under tha direct command of tha Diatriot Intalliganoa and Seourity 
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Officer and Alto acted at officer* on the staffs of the various 
Area Engineers having responsibility for installations phytieally 
loeated within the geographic boundaries of the Branch Office. 

d« D ecentralisation of Pertonnel Security to Branch 
Intelligence Offices* - In May 1943, responsibility for pertonnel 
security vac transferred from the Protective Security Section to 
the Intelligence Section and was immediately decentralised to the 
Branch Intelligence Offices, each of which accused responsibility 
for the investigation and clearance of all pertonnel engaged on 
olastified Manhattan Dietriet work within the geographic hound* 
ariet of the Branch Office, which clotely paralleled the bound- 
ariet of the Sendee On— iwde» 

•• Or g^Pi^ticn of Intelligence and Security plvltlon. - 
In July 1848, the Intelligence and Protective Security Section* were 
oonaolldated under Captain Calvert, and the Intelligence and Security 
Divition wat organised. In August, the Beadquartcrt of the Manhattan 
Bietriot, inoludlng the Intelligence and Security Divition, wat trans- 
f erred froa Rew York to the Clinton Engineer Work* at Oak Ridge, 
Tennettee* 

f . Creation of Plant Security Section for Safeguard- 
ing Military Information . - In intentlfylng the plant protection 
program, atop* were taken to recruit the best available pertonnel, 
and in August 1048, Lt. J&aes W, Haley, who had had previous exper- 
ienee in plant protection with the Internal Security Division, 
First Service Command, wat obtained and designated Plant Protection 
Officer, with authority to create a Plant Security Section* Two 



additional officers were tr*naf arred jhortly thereafter, and by 
!&y 1944, ten additional specially trained enlisted men had been £7 
obtained* Lt. Nicholas Del Genio, who had had special training ,,, f 

in safeguarding military information, waa obtained from the 
Counter-Intel ligenoe Corps and a separate Seotioa for Safeguard- 
ing Military Information waa created* 

g* Creation of Admlnl strati-re. Shipment and Courier, 
and Svaluatlon and Review Section, - A separate Administrative 
Section waa oreated in February 1944, to handle all adaini strati on 
pertaining to the Counter-intelligence Corpe Detachment, (see Par. 
7-3), to prooure, issue, and assume responsibility for all speoial 
investigative equipment and to supervise the expenditure of Confi- 
dential ?unds* In May, a separate Shipment and Courier Seotioa 
waa established to pro ride protection for highly elas sif led doou- J 
meats and material, ineludlag the end product, during transmission 
between various locations* In June 1944gvaluation and Review Sec- 
tion, to coordinate all subversive investigations and to prepare 
speolal reports for higher sehelons, was organised* 

7-3, Personnel of Intelligence and Seourlty Division* 

a. astabllshment of District Counter-Intel 11 gone* Corps 
Detachment, - Handicaps experienced in coordinating the complex ram- j 
if i cations of the sspionage case of April 1943 (see paragraph 2 -2b), 
with pertinent 'Manhattan District activities, and difficulties en- j 

i 

countered in having the Servioe Commands perform auxiliary investi- 
gations, pointed to the need for a Counter-Intelligence Corps organi- 
sation in the District, capable of assuming all investigative respon- 




sibility. As a rssult , under a yemorandua for the Commanding Genor- 
al, AS?, dated 18 Deoeaber 1943, froa General Strong (see App. 3-3), 
the establishment of a Speoial Detachment of 20 offloers and 137 en- 
listed men froa the Counter-Intelligenoe Corps was authorised for 
the purpose of providing security for the work of the Distriot* By 
letters , dated 27 Deoeaber 1943, to the Commanding Generals of the 
Serrioe Coaaands froa General Strong (set App* A-2), the Coasaadlng 
Glenerals of the ferviee Coaaands were relieved of oounter-intelli- 
genoe responsibility with respeot to the Projeot, although it was 
pointed out that their assistanee might be required froa tine to 
time, la oases of emergency and in maintaining routine liaison with 
the other investigative agencies* As a result of these changes, 
the Distriot Intelligence Office, whioh formerly had bean Mainly a 
staff unit, henceforth became an operational unit, whioh was in a 
position to expedite investigations and to function moro efficiently . 
A number of the of floors already assigned to the Intelligence and 
Security Division were assigned to the CZC Detachment, and the re- 
cruiting of new personnel began* In Deoeaber 1948 Captain Calvert 
and Captain MoLeod^went to tho CZC staging Area at Caap Halibird, 
Maryland and selected, by reviewing the personnel files and by 
personal interview, 137 Special Agents of tho CIC* This group 
consisted of lawyers, technicians, former policemen, linguists, 
auditors etc., all specialists in their various fields* Many of 
these agents were scheduled for overseas assignments but because 
of the high priority of the ISanhattan District were withdrawn froa 
these assignments* On 7 January 1944, Lt* Col, John Lansdale, Jr., 
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waa transfarrad froa tha Military Intalliganea Sanrioa to tha Da- 
tachaant, as a apaoial aaaiatant to (Janaral Orovoa, and waa givan 
full raaponaibility for all iatalliganoa and saourity affaoting 
tha Projaot. Thia inoludad tha oparation of a poaitiva intelli- 
ganoa program and dlraat suparrision orar tha oountsr-intalligenca 
and saourity prograaa of tha Manhattan Distri ot. 



Sa ourity Division Paraonnal* - In February 1944, Lt. Col* W. B* 
Paraont waa appointad Chiaf of tha Intelligence and Saourity Di- 
vision, vioe Major H. X. Calvert* |he Mviaion waa reorganised 
and additional paraonnal vera obtained* Additional plant in* 
apaotora vara obtainad froa tha Provoet Marahal General, assigned 
to tha Spaaial Engineer Detachnent, liianhattan District, and de- 
tailad to tha Intelligence and Saaurity Division for duty. Spaaial* 
ly trained enlisted nan vara alto aeleoted froa tha Spaaial Sngineer 
Detaohiaent and assigned to tha Divieica, to oparata in undercover 
oapaaitlaa and aa oonaultanta on taohnioal investigations* Paraonnal 
of tha Intelligenoa and Saourity DlTialon la lis tad in Appendix F. 



a. Adainlatration of Kon-Countar-Intolllgenoe Poraonnel * - 



Tha rapid expiation of Intelligence and saourity aotirity and tha 
procurement of additional paraonnal necessitated tha creation, in 
Uky 1944. of tha Thirtaanth Prorialonal SED Unit, alao commanded by 
Lt* Colonal B. Parsons, to administer non-counter-intelligence 
anlisted paraonnal assigned to tha Division* By September 1944, 
tha strength of tha tivieion totalled 100 offioara and ISO anlistod 
roan. To simplify administration, authority to increase tha sise of 



b« Raorganiaatlon of and Inoraasa in Intalllganoa and 
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the CIC Hat a ohmant by transferring to it all officers and anlisted 
man than assigned to tha Intelligence and Saourity Division, was 
requested, and in January 1940, tha Detaohnent's strength was in- 
oraasad to 148 offioars and 101 anils ted man* All non-counter- 
intelligence personnel were then transferred to the Counter-in- 
telligence Corps and reassigned to the CIC Detachment, Manhattan 
Dietrio*. 

d. Or sanitation of Intelligence and Soourlty Division 
Personnel as of 1 July 194>« - As of 1 July 1941, 14* offioers and 
15€ enlisted agents were assigned to the Intelligence and Security 
Division, JSsnhattan ri»triot. As Chief of the Division, Lt. Col. 
W. B. Parsons was assisted by Major R. J* KoLcod, Teputy Chief, and 
Captain 1* W, M«nke, Executive Offioer. The Division was organ- 
isationally divided into six branches, three of whioh were under 
the direct supervision of Major R. J. Moleod and three un&»r Captain 
3. W. Manke (See A pp. A-7). These were as follows t 
De puty Chief 

(1) The Pi st riot Security 3r**ioh under Captain J. If* 
Belay, organised, coordinated and supervised the District Seourity 
program. This Branch was sub-divided into two seotionsf Plant 
Protection and Shipments. These sections performed the functions 
deoribed in Seotion 4 and 5. 

(2) The Administration Branch, under Captain J, 3. 
Southerland, whioh supervised the administration of all military 
and civilian personnel of the lvisioni operated the Division Mall 
and Records Seotloni expended Confidential Ainds at CPff super- 
vised Branch Intelligence Of floe expenditures} procured, issued 



and accounted for «11 special investigative equipment | and super- 
vised Distriot Personnel Clearance. Thin Branch was eub-dividad 
Into three sections! Mall and Feoords , Military Personnel , and 
personnel Security, the f motions of the last-named of which are 
described In Scot ion <• The other functions of the Adainiftratioc 
Branch are described in Paragraph T-4. 



MoLeod's direct supervision, which operated the Security and 
Intelligence progress at the CIW. This Iran eh was sub-divided 
into seven Motions i Ouards, Major L. ft.. Hook* Review Board, 
Captain ft. faitj Intelligence, Captain 6. «• Beacon f Security, 
Captain J, W. Malay | and Are* Offices in oach of the three plant 
areas. Captain I. B. Brown served as Intelligence and Seourity 
Officer at the Tennessee Bastaan Eleetronagnetio (T-12) plant j 
Captain R. E. Johannesson as Intel llgenoe and Seourity Officer 
at the Carbide and Carbon Caseous Diffusion (K-B6) plant and 
Lt. E. A. MoCasklll in the ease capacity at Monsanto Cheai eel's 
Pile (X-10) plant. The Intel llgenoe and Security Sections, par- 
fo rating functions for Clinton Engineer Works equivalent to those 
performed for the J&striot by the Branch Of floes and District 
Security Branahes , were organised and operated upon the easts 
basis as such branahes. 
Bxecutire Offioer 



(1) The Evaluation and Review Branch under Captain C. L. 



Clark, which reriewed, evaluated and coordinated all inrestigationt 
and prepared dally, Monthly, and special reports for higher eohelons. 



(C) The Clinton Engineer Works Branoh under Major 




(2) The Branch for Safeguarding Military Information 
under Lt. K. Del Genio, wfaioh formulated SHI policies and pro- 
cedures, supervised security education, reviewed and evaluated 
eensorthip and publicity, and reviewed District documents destined 
for other agencies* These functions are described in Section 6. 

(S) Branch Offices Branch, which supervised and coordi- 
nated all Intelligence activities of the eleven Branch Offices. 
The investigatory functions described in Section £ were initiated 
by this Branch but were actually performed by the Branch Intelli- 
gence Offices. After performance, the results were reviewed and 
evaluated by the Evaluation and Review Branch. The Branch Offices 
were under the supervision ef the following officers t 



Boston, fcessaohusetts 


I.t. J. E, Bo lan 


Hew Tork, Sew fork - 


Capt. D. 6. Teeple 


Baltimore, Maryland 


Lt. 5. R. Walsh 


Cleveland, Ohio ' 


Lt. J. R. Baskin 


Chicago, Illinois 


Major G. C. Thompson 


Orand Junction, Colorado - 


Capt. P. B. Mount joy 


Santa Be, Bew Mexico 


Capt* T. 0. Jones 


Berkeley, California 


Capt. J. A. King 


Richland, Washington 


Capt. L. I. Johnson 


Washington, P. C. - 


Capt. F. B. Rhodes 


Pasadena, California 


Capt. R. W, Kirkaan 



e. Separation of Intelligence and Security Functions. 
On 7 September 1945, the functions and operations of 
the Intelligence and Security Division were separated as follows t 
(See App. A-8) 



a. The responsibility for all ectivitiss in connection 
with production security, shipment security, personnel clearance, 
security education, end »lnor security violations were assumed by 
the Arefc Rnrineer for all instftlletlons undor thair iwaediate super- 
vision. The Security Division of District H«adquartere with Colonel 
W. B. Parsons, District Security Officer, served the District Engineer 
in e. staff capacity. 

b. Responsibility for conducting investigations of sub- 
rare ire allegations erelnst project personnel, tabotage and S.M.I. 
Tiolationa of a serious nature was assumed by the Intelligence Unit 
under the superrislon of Major Claude C. Fieroe. The Zntelligenae 
Unit also assumed responsibility for all security and intelligence 
functions at Sit* T, its affiliated responsibilities, and at Washing- 
ton, D* C. Branch Intelligence Officers were directly responsible to 
Major Pieroe. 

7-4. Administration . 

Organisation of Administration Branch , - With the estab- 
lishment of a Counter-Intelligenee Corps Detachment in December 1948, 
an Administration Section was organised to handle all administration 
pertaining thereto, to expend Confidential Funds at the Clinton Engi- 
neer Works and to supervise all branch of floe expenditures, and to 
procure, issue and account for all speoial Investigative equipment* 

b. Centralised Control , - For security reasons and to fa- 
cilitate control, administration of the Petaohsent was centralised at 
District headquarters. Agents were plaoed on detached service at the 
Headquarters of the Branch Offices or, in the oase of resident agents. 



at locations within the feopraphio hound e of the Branch Offices. 
In •one instances thr- Reorraphle location ef apents was so hi phi y 
classified that codf symbols w*rc used and only the finance offiocr 
computing the pay of the e*ent was permitted to know the exact lo- 
oation. All records were waintained at Detachment Headquarters, 
esoh office submitting a daily morning report by TW">. For ceeurity 
reasons, a slnple payroll was processed through the Finance Office, 
tnoxville, Tennessee, all orders and travel orders were classified 
confidential, and per diem reimbursement for travel was paid by the 
Manhattan District Disbursing Officer. All travel Touchers were 
prepared by the Adminstrati on Section from itineraries forwarded 
by the various Branch Off iocs. 

e. Investigative Equipment . - Special investifative equip- 
ment was obtained from the CIC Depot, Camp Ritchie, Maryland and issued 
on Memorandum receipts to the various Branoh Offices. This equipment 
consisted of various types of cameras, sound detecting and recording 
equipment, fune ranf inr from 2" detective specials to ,46 caliber sub- 
machine guns, finger print equipment, for taking prints and for pick- 
ing up latent prints, handcuffs, black jacks, lock pick sets, x»ray 
lamps, short wave radios, etc Central property records were main- 
tained si District Headquarters in Oak Ridge, Tennessee. 

d. Confidential Funds . - Confidential funds were obtained 
by "eneral Croves from the G-2 Finance Officer and were allotted to 
the various Branch Offices upon monthly request. These funds were 
used for many and varied expenses incidental to the operation of the 
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Counter-Intel lipenee Corpe letuchBient, Confidential funde were used 
to purchase civilian clothes for Hp-ents, for Confidential informant?. , 
loans to agente to finance eserp- ncy t*-ips, unuaurl expenses while 
on surreillance work, etc Special neoessary equipment which could 
not be procured throufh normal procurement channels was also pur- 
chased with these funds. A uniform account in^ system was estab- 
lished at all Branch Offices, and periodic audits of all accounts, 
both as to the accountability for monies and legitimacy of expendi- 
tures, were made by a speeial auditor for General ^revee. Accounta- 
bility for and responsibility for expenditure of confidential funds 
at the Clinton Engineer l "orks was assumed by the Chief e r the Ad- 
ministration Section, who also promulgated policy and supervised 
expenditures in the field. 

e. Mail and Records and Classified File Sections . - The 
Administration Section subsequently assumed responsibility for the 
administration of oi Tiller! personnel a District Headquarters and 
for the operation of the Mail and Records and Classified Pile Sec- 
tions, which, for security reasons, operated independently of the 
Classified Pile and Mall and Keoerde Sections of the Manhattan 
Distriot. 
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COPY 

THE WHITE HOUSE 

\mSHINGTOH 

June 29, 1943 



!»§r dear General Gr ove si 

I have reoently revieired with Dr. Bush the highly important 
and secret program of research, development and manufacture with whioh 
you arc familiar* I vat very glad to hear of tha excellent work whioh 
ia being dona in a number of places in this country under your immedi- 
ata supervision and tha general diraotion of tha Committee of whioh Dr. 
Bush ia Chairman. Tha suooeseful solution of tha problaa ia of ut- 
most importance to tha national safety, and I as confidant that tha 
work will be completed in as short a time as possible as the result of 
tha wholehearted cooperation of all concerned* 

I am writing to you as tha one who has charge of all the 
development and manufacturing aspects of this work. I know that there 
are several groups of scientists working under your direction on 
various phases of the program. The faot that the auto one of their 
labors is of suoh great significance to the nation require* that this 
projeot be even more draetioally guarded than other highly secret war 
developments. As you know, I hare therefore given directions that 
every precaution be taken to insure the security of your projeot* I 
am sure the scientists are fully aware of the reasons why their en- 
deavors must be circumscribed by very special restrictions . Neverthe- 
less, I wish you would express to thea my deep appreciation of their 
willingness to undertake the tasks whioh lie before them in spite of 
the possible dangers and the personal sacrifices involved* In parti* 
oular, 1 should be glad to have you communicate the contents of this 
letter to the leaders of each important group* I aa sure we can rely 
on the continued wholehearted and unselfish labors of those now engaged* 
Whatever the enemy stay be planning, American Poience will be equal to 
the ohallange* Tith this thought in mind , I send this note of confidence 
and appreciation. 



Very sincerely yours, 



8 /Franklin D* Roosevelt 
Brigadier General L. 3. Groves, 
Room 5120, New ,ar Department Building, 
21st and Virginia Avenue, N*.T* # 
Tashington, D.C* 
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/\f»PENPfA At 
27 December 1943 2 



Subjeoti Personnel on DSM Projeot «}BS oniTY lH.VPV ASi&h> 

Tor The Commanding General, 

Fourth Service Coranand, 
Atlanta, Georgia. 

1. Reference is made to letter to you dated 25 May 1943, subject 
as above, which is rescinded* 

2. Heretofore, substantially all counter intelligence .activities 
within your Command, with respect to the DSM Project, have been carried 
on under the direction of Colonel Stacy Knopf of your Command. 

3* A special detachment is now being organized to carry on counter 
intelligence activities with respeot to the entire DSM Project. How- 
ever, your assistance may be required from time to time in oases of emer- 
gency and in maintaining routine liaison with other investigative agencies* 
Colonel Staoy Knopf of your Command is familiar with this proposed organ- 
ization and its representatives within your Command. 

4. The Secretary of "War directs t 

a. That effeotive 1 January 1944 you are relieved of counter intel- 
ligence responsibility with respect to the DSM Projeot. 

b. That the separate files concerning the DSM Projeot maintained 
by CoTonel Staoy Knopf, by direction of this Division, be transferred 
effeotive 1 January 1944 to the ouBtody of the District Intelligence Of- 
fioer, Manhattan Engineer District, within your Command. Extracts of 
counter intelligence information from these files of general interest 

to your Command may be retained for your general counter intelligence 
files to the extent that such extraots do not disclose the character* 
activities, or objects of the DSM Projeot. 

£. That confidential funds of the Military Intelligence Division 
continue to be disbursed by you to the District Intelligence Offioer of 
the Manhattan Engineer District for DSM counter intelligence activities 
in accordance with present directions until further instructions are is- 
sued' through this division. 

d_. That all equipment heretofore devoted by your office exclusively 
to counter intelligence activities in connection with the DSM Projeot be 
transferred to the District Intelligence Officer of the Manhattan Engineer 
District within your Command. 

e. That you cooperate with and render assistance to the District 
Intelligence Officer of the Manhattan Engineer District within your Command 
to the fullest extent, and that such assistance and cooperation be given 
first priority in all oases. 



AX 
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f , That future instructions of the Seoretary of TTar concerning 
this matter may be issued by Brigadier General L. R. Groves, C. E.j 
that all such instructions and communications issued through General 
Groves be communicated directly to the officer designated in paragraph 3, 
and that all liaison between the Area Intelligence Officer of the 
Manhattan Engineer District and your office be through the same officer. 
The connection of General Groves with the Manhattan Engineer District 
will not be disclosed to anyone other than the officer designated in 
paragraph 3* 



GEO. V. STRONG f 
Maj General 
A. C. of S. f G-2 



/ 



May 12, 1943 



Subject t Loyalty Investigations of Personnel of the Manhattan 
District, United States Engineers. 

Tot Command ins General, First Service Command, 

808 Cosmonwealth Avenue, Boston, Massachusetts. 
Attention! Direotor of Internal Security. 



1* The Manhattan District of the United States Engineers is 
in charge of a very important secret war project. Certain installa- 
tion* in connection with this project are within your Service Command. 
It is essential that the civilian personnel employed at these in- 
stallations be given loyalty investigations for employment without 
delay. 

2. In order to maintain strict seoreoy in connection with 
loyalty investigations of the civilian personnel at these projects 

it is desired that you designate a suitable officer to act as liaison 
with the Manhattan District, United States Engineers. It is desired 
that this office be furnished a copy of your correspondence with the 
Manhattan District. 

3. All necessary details as to installations, contractors, 
facilities, and the location of each will be furnished you direct 

by the District Engineer of the Manhattan District in the near future. 



ALLEN W. GULLICN, 
Major General, 
The Provost Marshal General. 



(Similar letter to Service Commands One to Eight, inol., and Western 
Defense Corimand.) 




im DSPiltUBT 
V. 8. Engineer Qffioe 
Manhattan Diatriot 
Oak Ridge, Tennessee 

11 January 1944 



MDMC-6I 

Sabjeott Shipment of Material* by Railway gx press. 
Tot All Area Engineers. 



1. Investigation indioatea that oar tain Valued" shipments 
of Btaterlala by Railway Ixpresi Agency are not given maxima 
proteotion. 

2. Shi patents on "Money Receipt" or "Money Bill" oan be 
aade by speoial arrangement with Railway Kx press at the basis 
first alas s express rate. Armed guard proteotion in "value 
rooms" and while on railroad oars, together with signature to 
signature transmission is afforded suoh shipments . 

8. If, in addition te the above, materials are shipped under 
M3D guard or MED oontraotor* • guard te and frosi Railway Express 
terminal "value room", it is believed that greater seourity will 
result from consignor to consignee. 

4. It It suggested that the abore method of shipments be 
investigated in your area and put in operation where feasible. 

8. Xhis should not be oons trued as a (.ibstitute for araed 
guard protection or officer o curler proteotion afforded certain 
shipaents* 

Tor the Distriot Engineer* 



I. I. CALVESf, 
Captain* Corps of Engineers, 
Distriot Intelligence Officer. 




WAR DEPARTMENT 
United States Engineer Office 
Manhattan District 
F. 0. Bo* I}2 
Station F 
New York, New York 

MI-I 

March 23, 19h3 



DISTRICT CIRCULAR LETTER (ML-h3-3) 



Subject: Company Clearance. 
To: Those Concerned. 

1. Reference is made to District Circular Letter, 
(P.S. h3-2$) dated February 9, 19l3, Subject: Notice of 
Preliminary Contract Negotiations. 

2. The Intelligence Section has been charged with 
the responsibilities of clearing all companies to be employed 
on classified contracts or sub-contracts of interest to 

this Diatrict. Henceforth, the notice of preliminary con- 
tract negotiations, which should include the firm name and 
address, the names and addresses of the officials of the 
company, names and addresses of representatives of the firm 
with whom negotiations will be carried on, the classification 
of the contract and the approximate date it is desired to 
begin negotiations, together with any additional informa- 
tion concerning the firm which may be known and which would 
reflect upon the company's acceptability for the classified work, 
should be submitted direct to the Intelligence Section. 

3. Requests for clearance should be made at least two 
weeks in advance of the time it is contemplated making 
classified information available to the company, whenever 
practicable, since it will generally take that long to 
effectuate proper clearance of the company for classified 
work. It is necessary that complete information be given in 
order that the records regarding the company and the officials 
thereof may be accurately checked. 

For the District Engineer: 



H. K. CALVERT, 
Captain, Corps of Engineers, 
District Intelligence Officer. 

Distribution.: 
A & E 



r 
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United Sta-bcfi Engineer Office 
1'nnhattan District 
Oak Ridge, j Tenix Ssec 



6 I'.'y 1944. 

EIDJ'C-56 

DISTRICT CIRCULAR LETTER (MI 44-13) 
Subjeotj Safeguarding Military Information: TOP SECRET - M.E.D. 
To: All Conoorned, 

1. GENERAL. 

a. Set forth hereunder ie procedure to be followed in the 
HanheTttan District relative to TOP SECRET documents. 

b. It rill be noted by comparison vith AR 380-5 (15 March 1944) 
that~"there are oertain variations from procedure described therein. 
These variations apply only to MED and to the Office of General 
Groves by his direction, beoause considerations peculiar to the Man- 
hattan Engineer District make literal application of the regulations 
impractioal, Procedure for handling TOP SECRET documents, origina- 
ting other than vithin the MED and the Office of General Groves shall 
be in strict compliance r-ith AR 380-5 (15 March 1944). 

2. DEFINITION. 



a. Certain SECRET documents, information, and materiel, the 
eecuFity aspect of rhi ch is paramount, and ^hose unauthorized dis- 
closure ^ould cause exceptionally grave danger to the nation, shall 
be classified TO? SECRET. 

Particulars and examples of TOP SECRET: 

(1) Production figures of end products peculiar to the 
District; combine'd production figures of basio feed materials, 
not to include miscellaneous special supplies; 

(2) Critical information pertaining to the military use of 
end products peculiar to the District; 

(3) Information of methods used or success obtained by our 
Intelligence Service or Counter Intelligence Service, or "tiich ^ould 
imperil security agents. 



EXAMPLES 



(a) Information relative to the location or operating 
set-up~bf technical installations. 

(b) Information of such Counter Intelligence import 
as miglvt affect international relations. 

3. CLASSIFICATION. 

a. TOP SECRET classification will be by the authority of the 
District Engineer: 



District Engineer - Colonel K. D. Nichols 

District Executive Officer - Colonel E. H. Marsden 

Assistant to District Engineer - Major H. S. Traynor 

Chief, Counter Intelligence Corps - MED - Lt. Col. John Lansdale ,Jr . 

District Intelligence Officer - Lt. Col. vr . B. Parsons 

Deputy District Intelligence Officer - Major R. J. McLeod 

Project Y - Lt. Col. ^tney #shbridge 

Henford Engineer Works - Lt. Col. Franklin T. Matthias 

Madison Square >rea Engineer - Lt. Col. John R. Ruhoff 

New York Area - Lt. Col. James C. Stovers 

Cleveland Area - Major H.S. Benbow 

Chief, Operations Unit - Major w . E. Kelley 

Assists! t, Operations Unit - Major E. J. Murphy 

Chief, Operations Unit - Major Arthur V. Peterson 

Berkeley Area - Captain H. A. Fidler 

Chicago, Deputy Area Engineer - Captain J. H. McKinley 

Rochester Area - 1st Lt, Rey C. Armstrong 

' The following Branch Intelligence Officers: 

HEW Bran oh - Major Kirby M. Gillette 

ft-ojeot Y - Major Peer de Silva 

Berkeley, California - Captain Lyall E. Johnson 

Chicago Branch - Captain T. 0. Jones 

Madison Square Branch - Captain Bernard w . Menke 

c. ^Tien it is necessary for civilian project managers or citilian 
scientific personnel to classify TOP SFCRET, appropriate requests will 



EXAMPLE 



: — Top Sttktif T 

: By Authority of the District Engineer: 
j PER j 



b. Authority to classify: 



The following officers are authorised to classify TOP SECRET: 




be made t/> the respective area engineers to so authenti catc , It 
does not necessarily folio"' that civilian or scientific personnel, 
when seeking authenti cation, "'ill reveal the contents of the docu- 
ments requiring this classification, but will reveal the distribu- 
tion to the authenticating officer, vhc-ill be responsible for re- 
porting aaid distribution in accordance with Par. 8 horcunder. 

4. TRANSMISSION AND HANDLING. 

i 

a. TOP SECRET matter ▼'ill be transmitted only by especially 
designated couriers or officers of the Manhattan Engineer Di«tript, 

(1) All TOP SECRET matter will be inclosed in a double, 
sealed envelope for transmission. The inner envelope will bp 
marked TOP SECRET and will specifically designate the per* on who 
may open the envelope. 

EXAMPLE 



' TC-P SECRET 1 

i 

The District Engineer, : 
U. S. Engineer Office, : 
P. 0. Box E, » 
Oak Ridge, Tennessee, : 

To be opened only by • 
Col. K. D. Nichols or s 
Col. E. H, Marsden. : 



(2) Receipts will be contained within the outer envelope 
for the sealed inner envelope. Rooeipts for the document itself 
will be inclosed in the inner envelope. In the absence of the 
person to whom the inner envelope is addressed, it may be re- 
ceived by the addressee's confidential secretary, who will hot, 
however, open the inner envelope, and in such cases both receipts 
will be executed and returned. w hore the documents are reaeived 
personally by the addressee, only the reoeipt for the document 
need be returned. .All officers havi i authority to classify TOP 
SECRET will furnish the District Engineer and the Washington Branch 
Office the names of confidential secretaries authoritod to receive 
TOP SECRET documents in the absence of the addressee thereof. 

(3) TOP SECRET matter, after being inclosed in the appropriate 
double envelope, will be carried by the courier in a specially do- 
signcd pouch which will be worn under hi s shirt and attached to his 
person at all times until delivery. Tv r o of these specially de- 
signed pouches will be furnished to each officer of the MED au- 
thorized to authenticate TOP SECRET. Empty pouches will^be returned 
to the transmitting office immediately. 

(4) Couriers, in each instance, vill receive full instructions 
reference their mission from the transmitting officer. 

"tONFISENflAU 



(5) Every attempt win b c mn di< to travel by closed pull- 
mKn sooc. Air transportation will be used by couriers only in 
extreme energy nci cs . 

(6) All j.^ED officer couriers or other especially designated 
couriers vill be appropriately, but not ostentatiously armed. 

(7) Under no cir cumstancts rill the courier or convoying 
gucrd, if any, indulge in alcoholic beverages. 



5. PROCESSING. 



a. It is not oontomplatcd that this procodure will limit the pro- 
cessing of TOP SECRET material to listed TOP SECRET off ioers only. 
It is obvious that in any headquarters certain officers and confiden- 
tial secretaries will be necessary to process TOP SECRET matters. 
This group must bc kept to a minimum and the confidential «eoretaries 
both military and civilian, must be specifically selected, approved * 
and properly cleared. Suoh personnel must be registered with the Dis- 
trict Engineer and in the Washington Branch Office. 

(1) The Bumbor of separate copies; - The prooedure for this 
is set forth in Par. 8 a, Uj of Intelligence Bulletin No. 5, 
containing MED regulations for Safeguarding Information, dated 
27 November 1943, will obtain for TOP SECRET matter. 

(2) Each TOP SECRET document will reflect on the last page 
the oxact distribution of the document, the date, and the name of 
each courier, 

EXAMPLE 



Copy No. 1 - Colonel K. D. Nichols; date - 13 April 1944; 
Courier - Capt. J, A. Jono6. 

Copy No. 2 - Colonel F. T. Matthias; date - 13 April 1944; 
.Courier - CIC Special Agent B. Smith. 

Copy No. 3 - Lt. Col. W. B. Parsons; date - 13 April 1944; 

Courier - CIC Special /gent R. E. Brown. 

(3) Each TOP SECRET document initiated by civilian or scien- 
tific personnel (See Par. 3, c_) will in addition, bear notice that 
the officer or civilian addressee will account therefor to t be Dis- 
trict Intelligence office, as provided in Par. 8, hereunder. 



6. REPRODUCTION. 

a. Reproduction will be made only by authority of the officer 
originally authenticating the document to be reproduced. General 
Groves p.nd C 0 1. Nichols may, however, order reproduction of any TOP 
SECRET document. In eny oase when the properly authorized officer 
has ordered reproduction of a TOP SECRET document, it will be his 




,-tpNFtdENTIAIr 

ifyall persont "*ho hav 



responsibility to notifyall pers on5 "*ho have previously reeeived 
oopies of the document so thifc ttlliribtiiloh shoecs oan be properly 
amended i 



7. STORAGE. 



a. TOP SECRET information "ill be stored in a three-combination 
safe~"to "hioh only persons entitled to receive the information and 
designated confidential secretaries "ill h<ive access. 

8, ACCOUNTING, 

a. On the first day of each month beginning "ith the first day 
of tFc month following the reoeipt of thi s directive, officers listed 

in 3 b. supra and all other persons in possession of TOP SECRET documents 
fill Forward to the District Intelligence Officer a stat*nent listing, 
(1) the number and looation of TOP SECRET documents authenticated by 
them during the preceding month, and the number of copies made, re- 
produced, or authorised to be reproduced. (2) ^he number and location 
of all copies of TOP SECRET documents reproduced by them and of "hich 
they vero not the original authenticating officer, (3) The number, 
looation, and origin of all TOP SECRET documents received by them. 

b. These, reports ■rill be consolidated by the Distriot Intelligence 
Officer and any discrepancy "i 11 be investigated immediately. 

c. The date of the document or reproduction rill determine the 
month" during "'hich it "ill be accounted for. Where the date of dis- 
patch is such that the addressee r^ill not receive it during the ac- 
counting month, the authenticating officer "ill jittke appropriate no- 
tation in his report. 



9. DESTRUCTION. 

a. TOP SECRET matter rill be shredded and burned by the officer 
custodian in the prcsenoc of a disinterested officer or in the case 
of civilians, by the civilian authorised to reoeive the information 
in the presence of a responsible disinterested officer or civilian. 

(1) Certificate of Destruction "ill show the following: 
Number of copies destroyed by cremation; the datej by "hom de- 
stroyed; by rhom witnessed. A copy of the certificate "ill be 
forwarded to the office of origin of the document. 



K. D. NJCFCLS, 
Colonel, Corps of Engineers, 
District Engineer . 



Distribution j 

"0" and 
Area Intelligence Offi oers 



nrrn.Li^CTCf on security 
divisios 



Lt. Col. W. B. Person* Chief 
Maj. F. J. MoLeod Deputy 
CtnUir B , W. Menke Exee.Off.j 
WAC (1) Civilian (2) ! 



BRABCK OfFTCgJ" 

Cftft. B. W. Kenke Chief 

Sup* rv lee a and coordinates 
•11 intelligence and 
security ectlvltiet of 
Branch Offices. 



SECtTVTTY BKATirn 

Cert. J. W. Relay CMef 

Organ 1 tea, coordinates, 
end supervisee aeourlty 
prorrean for the promo- 
tion of production and 
research facilities; sup- 
ervises transportation of 
olesslfled Materials and 
doeuwente . 



CiTillan fl) 



PRODUCT I OB 8BCURFT 
8ECTI0B 

2nd Lt. (1) 
CiTiliena (2) 

Supervises plant aurvey 
program, identification 
and visitor oontrol 
system. Coordinate 
til aOtiTitiai related 
to physieal protaotloo 
against cabotage and 
espionage. 



SHIPMKKT 8FCTI0B 

lit Lt.. (2) 
2nd Lti. (6) 
CiTillan (1) 

Supervises and coordin- 
ates shlpatents of clas- 
sified s»t* rials and 
documents throughout 
tha Diatrlot, Trans- 
port! Top Secret aat- 
arlal between sites, 
rurniehee oourlar eer- 
Tioe to operations and 
construction offioeri. 



Ate* TWIST RAT IOB BKA*0' 

SeM. J. t. Soutterlend 

Chief 

Superrises administration 
of allltary and elTillan 
personnel. Supervises tha 
Dlitr*ct P*raonnel Securlt] 
Prorrajs. Procures and 
lenues property and eaulp- 
aert. Re«Tioneible for 
•x^endlturcF r>f «U Bran oh 
Offloea. Maintain all 
Intelligence and aeourlty 

l f»p?r4t, — civilian m — 



PEPS OWFI 8ECTJKITT 

arc tic* 

Ltt Lt. (1) 
:iTlllani (17) 

InTesti gates ohareoter 
ind loyalty of all mil- 
itary and elTlllan p*r- 
lonael of Manhattan 
>i«triot. Alio Inves- 
tigates all contractor 
snployeea at CEB. 8up- 
►rvlees and coordinates 
;>ersonnel security 
*otl Titles of Bra&ah 
3f flees. 



MILITARY PmsOWTTEL 
SECT I OB 

2nd Lt. (1) 
■ACs (2) 
Mvilien. (4) 

Administers all winter] 
personnel and eupervisei 
lib* of all CIC equip- 
ment. 



SERVICE « RECORD 
8BCTI0W 

»AC a (4) 
iTlllane (11) 

Idainisterf elTlllan 
personnel . Supervises 
riles. Pmoeesee sail. 



CLXRTOW ERSIWETR WORKS 
BRANCH 



M»1. R. McLeod 



Chlaf 



Supervisee all lntelllr- 
enes and security aetiv- 
ltlaa at Clinton Engineer 
Wirka. Alto supervises 
Intelligence investigation i 
in tha 4th Service Coaasand 
Louisiana and Arkansas. 



IBTELLIGEWCE 8ECTI0K 

Capt. (1) 

2nd Lts. (2) 

EM (27) WACa (7) 

Civilian* (4) 

Invests gatee eubverslv* 
activities and security 
Violations. 



SECURITY SECTIOR 

Capt. (1) 
End Lt.. (1) 
M (2) 

Civilian* (235) 

Supervises all aetlvitlei 
ralatlTa to prevention o( 
sabotage and ••pionaga. 
Operate a Oak Ridge Pira 
Ztaoartatent. 



GUARD SECTIC* 

Major (1) Capt.. (5) 
lat Lt.. (8) 2d Lt. (2) 
Bf (188) ClTiliana (889) 

Ooeratea aaourlty oont- 
rol for CBW and Polioa ' 
Pant.. Oak Ridga. 



REvrm BOARD 



Capt. (1) td Lt. (2) 
lat Lt. (1) ClTilian(7) 



But>ar»lae« law anforee- 
■act aotlrltjai. 



t. V. Dal Oanlo Chlaf 

'onaulataa SMI poliolaa and 
>reeaduras. Suparrliaa 
laourlty adueatlon. Irrlaw i 
md aralaataa aaxBoraMp 
\n& publlolty. BaTtawi 
Hatrlat doouawnta dtitinad 
'or othar forerment 
kgeneles. 



CiTillan (1) 



BTALDATIOB k REVIB* 
BRAUCH 



Capt. C. L. Clark Chlaf 

Irriari, araloatae. and 
ooordlnataa all iaTaatl- 
patiTo aetlTitlai of tta 
Ictallleanea a Baour 1 ty 
DlTialoB. 

lat Lt. (1) 
lad Lta. (1) 
WACa (1) 

Cmilftff (I) 



8EC0RITT EDUCATIOB 
SECT I OK 

lit Lt. (1) 
CiTillan (1) 

DaTlaaa, initiates, asd 
circulate* In formation 
and aadla for aeourlty 
adueatlon. Bra 1 nates 
SMI Tlolatiooa. Ib- 
ooatrlnataa military 
paraonnal. 



CEBSORSFIP SECT I OB 

lat Lt. (1) 
WACa (8) 

Coordinates eoTerage of 
lead In r- nawipapa ra and 
•oaaaantatora publicity 
on Diatrlot. Checks 
Tlolationt and Main- 
tains mot 4i lndlaat- 
ing piablloity trends. 



L_«a! 



8EC0SDS SECT I OB 
CiTillan (1) 



lntalns aeoovntlng 
raoords on Top Saoret 
doouawnte. Also 
raoords on destmotlon 
of alasKiflad Material, 



RTCRUKD BRABCB OFFICE 

Capt. L. Johnson-Chief 

Supervisee all lntell- 
iijenea and security 
aotlTltlea at the Ban- 
ford Engineer Works. 
Also eupe irises Intel - 
ligenaa lnreatlcations 
In tha States of Wash. 
Oregon, Idaho, and 
Montana. 

;apt. (1) lat Lt. (2) 
Sod Lt. (7) EM (10) 
lae's (7) CiTillan (id) 



SABTA FE BRABCB OFFICE 

Capt. T. Joaes Chief 

Superrlaaa all intell- 
igence and security 
aotWItles at the Site 
T Project. Also sup- 
ervises lntelligenee 
Investigation* in tha 
States of lew Max., 
Tex.. Okla., and Aria. 

Capt. (2) 1st Lt.(17| 
2nd Lt. (7) EM (18) 
CiTillan (»)WACa (18) 



BUT TORE BRABCB OFT I CI 

Tapt. D. Teeple Chief 

Supervises all intell- 
igence and seourlty 
ketlTltles of the B.T.. 
I.S.A.. Col.. Wll,, 
Fon.. M. H. Areas. Also 
■uperrleas latelllgenee 
Lnreitlgations In the 
States of B.T., B.J., * 
Del. 

Capt. (1) 1st Lt.(8) 
2nd Lt. (8) EM (24) 
lae's (10) ClTlllanfll 



CHICAGO BRAKCP OFFTCI 

'■■ - . 6,:.. . 7* 

Oa*t- -J. *»rrey Chief 

Supervises all Intel 1- 
igenoe and seourlty 
KetlTltles of the Chi- 
sago, Mil.. Detroit, 
Deeetur. 8t. Loula.and 
Iowa Areas. Also aup- 
■ irises Intelligenee 
LnTestlgations in the 
States of linn., Iowa, 
Bis., Bioh., 111., Ind. 

lat Lt. (2) td Lt. (12) 
EM (tl) *AC. it) 
ClTlllans (84) 



1-25 AREA OFFICE 

Capt . R. Johannes son 
Chief 

Supervises all aeourlty 
ind lntelllranee aot- 
1 Tit lee relating to tha 
aonrtruetloB and oper- 
■tion of the 1-26. 
C-f7, and 8-50 Produc- 
tion Facilities. 

Ind Lts. (2) 
Bf (S) 
BACs (2) 
ClTlliani (1) 



T-1Z AREA OFFICE 

Sept. E. B. Brown 

Chlaf 

Soperriee* all aeourlty 
ind Intelligenee act- 
ivities relating to the 
tonatruotlon and oper- 
ition of tha T-12 Pro- 
duotlon Faolllty. 



lit Lt. (1) 

(«) 
ttCi (2) 
Mvlllan. (1) 



X-10 AREA OFFE E 

Lt. t. A. MoCaaklll 
Chief 

Operates aeourlty and 
Intelligenee pro gran 
kt the 1-10 Restrloted 
Area. 



Civilian (1) 



BOPTOB PRABCF OFFICE 

Lt. J. E. Bo lan Chief 

Supervise* Intel 1 igenoe 
md aeourlty aotivitles 
of the Boston Area, 
hlso superrlaaa intel- 
ligenee investigations 
in the States of Me., 
™ .H, , Masa., Conn., R.I, 

} 



CaCs (1) 

^^TlIUnF (4) 



BALTWORF BRABCR OFFICE 

Lt. B. R. Walsh Chief 

Supervises Intelligenee 
inveatlgetiona in the 
States of Pa., Md., Ta, 



WAC (1) , 4 
Civilian (1) 



CLFTELABD BRANCH OFFICE 

Lt. J. R. Batkln Chief 

! upe irises Intelligenee 
investigations In the 
States of Ky.. Ohio. 
W. Ta,, and pert of Ind 
Alao supervises sec- 
urity activities for 
the Cleveland Area Eng 



Se { «) # , 
CiTillan (I) 



jJbc 



ORAJTP JVBCTIOB 
BRAWCP OFF El 

Capt. P. B. Mount Joy 

Chlaf 

Superrlee. all intell- 
igenee and security 
act ItI ties of the Colo. 
Area Esglnaar. Alio 
supervises all intell- 
igence Investigations 
In the Stater of I.D., 
S.D., Bebr., Wyo., Kan. 
Colo., Utah. 

EM (2) 

WAC (0) 
Civilian (4) 



WASH IB TOR BRAFC B 
OFFEE 

Sapt. P. B. Rhodes Chie: 

Serves as liaison off- 
leer between intell- 
igenee and aeourlty 
division ard all fed- 
eral ageroiea. Super- 
vises intellifenos ln- 
TeBtigation. in the Die 
tr*ot of Coluaibia. 



Bnd Lt. (1) EM- (9) 
WAC (8 ) ClTllian* (2) 



kERFELEt WW drTK! 



Sept. J. A. Xing Chief 

Supervises all Intell- 
igent a aid security 
aetl Titles of the Cal. 
Area Engineer. Also 
supervises Intelligenee 
lnTestlgetlons in the 
8tates of Bevada and 
Borthern California. 



2nd Lt. (2) EM (10) 
WAC (1) CiTillan (6) 



(PASAPFJA IMRB OrTCI 



Lt. R. W. Eirkaan-Chlef 

Superrliea all lntell- 
lgenoe and aeourlty 
activities of tha Los 
Angeles Area Engineer 
and speoial assign- 
ee nts for tha Santa Fe 
Branch Of flee. Alio 
supervises all intell- 
igence investigations 
in Southern Calif. 

2nd Lt. (2) EM (I ) 
Civilian (2) 
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army SERVICE FORCES 
U. S. Engineer Office 
Manhattan District 
Oak Ridge, Tennessee 

4 September 1945 



EIDMI-2 

DISTRICT CIRCULAR LETTER (MI 46-5) 

SUBJECT:' Separation of Intelligence and Security Functions. 
.TO: All Concerned. . 



1. Effective 7 September 1945, the functions and operations of the 
Intelligence and Security Division will' be separated and will be performed as 
outlined herein. For the purpose of this letter, the term "Area Engineer" 
shall include officers designated as Operations Officers. 

2. • The responsibility for. all activities in connection with production 
security, shipment security, personnel clearance, security education, and 
minor security violations, unless specifically excepted, will be assumed by 
the Area Engineers for all installations under their immediate supervision. 
Trained personnel will be transferred to the staffs of the Area Engineers as 
mutually agreeable to assist them in these matters. The Security Division of 
District Headquarters with Colonel W. B. Parsons as District Security Officer 
will serve the District Engineer in a staff capacity. 

3« . Pending the issuance of more detailed instructions and approval of 
the recommendations for the application of the revised security policy to each 
area, the operating policies with respect to each of the security functions 
outlined in paragraph 2 above will be as follows: 

a. Production Security « Production Security, including guard system, 
fencing, lighting, and identification and control of personnel, will be estab- 
lished and maintained as a responsibility of the Area Engineer in accordance 
with the general policy as prescribed by the District Engineer. 

b. Shipment Security . Security for the transmission of classified 
documents and materials, unless specifically excepted, will be the responsi- 
bility of the Area Engineer or other officer supervising the installation or 
activity transmitting, such document or material. The Security Division will 
maintain a small pool of couriers at C.E.W. and Chicago which will be available 
to all units of the District for the purpose of transporting Top Secret docu*- . 
ments or material and materials of unusual characteristics which should not be 
transported by common carrier. 




ItEOTRIOTED 



H t> . !.4ig..pD — 

• , .' h September 19U5. 

Subject: Separation of Intelligence &"'3ecurity Functions. 

c. Security Education and Safeguarding Military Information . The 
Area Engineer will be responsible for the supervision and continued observance 
of those practices and procedures designed to protect classified project in- 
formation as set forth in existing District Circular Letters and Intelligence 
Bulletins. He will conduct necessary investigations and take corrective ac- 
tion concerning violations of procedures for safeguarding classified informa- 
tion. An active Security Education Program will be conducted by the Area 
Engineer to instruct appropriate personnel at all facilities as to what in- 
formation is classified under existing policies, the neces&'.ty for protecting 
classified information and in the mechanics of safeguarding classified in- 
formation. The Area Engineer will investigate reports of loose talk and 
other leakages of information. Where this investigation indicates the scope 
of the violation is more than a local matter or is of serious import, it will 
be referred to the Intelligence Unit for further investigation. (See para- 
graph 5 for Intelligence functions). 

d. Personnel Clearances . It will be the .responsibility of the 
Area Engineer to assure proper selection and clearance of all personnel as 
a prerequisite to employment as classified employees under the jurisdiction 
of their office. The mechanics of screening, categorizing and forwarding 
clearance papers for investigations, as prescribed in Intelligence Bulletin 
No. 12 dated 28 May 19 k$. will be performed by the Area Engineer except at 
C.E.W. where present procedures will continue, Close liaison should be 
maintained with the personnel and security offices of the various contractors 

. and the Security and Intelligence Headquarters of the. Service Command within 
whose boundaries the Area Engineer's office is located. . All requests for 
loyalty investigations will be, transmitted to the Service Command in which 
the Area office is located irrespective of the individual's location, address 
or background leads. Data cards indicating the individual's clearance status 
will be transmitted to the District Office in accordance with present policy. 
It will not be necessary to notify the District office when the investiga- 
tion of each individual is completed unless, information of a derogatory 
nature is developed, under which circumstances complete information will 
be forwarded. Termination of any employee on the basis of derogatory in- 
formation of a subversive nature must be 4 approved by the District office. 

h* It will be the responsibility of all, Area Engineers to keep the 
District currently advised of incidents,' situations or information which 
may affect the security of the Manhattan District. Periodic surveys and 
inspections by the. Security Division will be conducted to insure the ade- 
quacy of security measures at the major installations. 

3>. Responsibility for conducting investigations' of subversive air . 
• legations against project, personnel, sabotage and S.M.I, violations, ex- 
cept as described in paragraph 5c, will be assumed by the, Intelligence 
Unit under the supervision of Major Claude C. Pierce acting for Major 



IE D 



4 September 1945 

•SUBJECT: Separation of Intelligence & Security Functions. 

General L. R. Groves with headquarters in Washington, D. C. The Intelligence 
Unit will also assume responsibility for all security and intelligence functions 
at Site Y, its affiliated facilities, and at Washington, D. C. Branch Intel- 
ligence Officers will be directly responsible to Major Pierce and will receive 
detailed instructions from that office. 



DISTRIBUTION ; 
"AE"-»H»-"S" 

The following Military Intelligence Circular Letters are still in effect; all 
others have been rescinded: 



For the District Engineer 1 



E. H. MARS DEN, 
Colonel, Corps of Engineers, 
Executive Officer. 



43-1 44-2 



44-4 
44-6 
44-7 



45-2 
45-3 
45-4 
45-5 
45-8 
45-9 
45-10 



45-1 (Suppl. 



46-1 
46-2 
46-3 
46-4 



44-7 (Suppl. 1) 



44-9 

44-11 

44-16 

44-17 

44-18 

44-19 

44-20 



45-12 
45-13 
45-14 



45-10 (Suppl. l) 



- 3 - 




1. ^emorandusi dated 2 February 194? f ra Lt. T <UBBell E. Harris 

to Protective Security Personnel, Subject* In- 
structions for Lee in ' v&luatinr tereonnel 
Security Quest ionnairte en-' Case Reports. 

2. Memorandum da'ed 25 February 1942, from i*ajor General 

Styer for the Chief of ^ni'ineere, Subjeott 
Security Kesponsibility (srAA5.;-301)(2- -45). 

5. L emorandutt for the Command in£ General, l?F, dated 18 

December 1643, fros feajor General George V. 
Strong, Subject i Organisation Counter 
Intelligence Corps Detachment for '-"anhBttan 
Engineer Listriet. 
4. Intelligence Bulletin Mo. 4, Seleotlon and Clearance of 

Personnel, 22 October 1948. 

6. Intelligence Bulletin fco. IS, Selection and Clearanoc of 

Personnel, 28 May 194E. 

6. Intellifenoe Bulletin So. 2, Seourity Inspections, 11 

September 1S45j Intellifenoe Bulletin t«'o, 7, 
Seourity Surveys, 27 October 1944 i Intelligence 
' Bulletin Ko. 9, Seourity Surveys, 6 March 194L. 

7. Intelligence Bulletin Ho. 8, Safeguarding Kiiitery 

Information Regulations, 27 Koveaber 1945, 
revised 1 September 1944. 

8. Intelligence Bulletin So. S, Seourity Eduoation I ropraai, 

15 September 1945. 



iTAF: DEFAWPE:«r 
Unites States Engineer Office 
Manhattan District 

I. 0. Box 42 rs-2 
Station F 
Sow York, N.Y. 

February 2, 19 «3 



lElJORASDUl' tot Irotectlve Security Iwrsonnel. 

Subject t Instructions for Use in Evaluating Personnel Security Question- 
naires and Case Reports. 

1. Ib accordance with recent instructional re o aired from the Office 
of the Provost isarshal General, it will be nsoessary to divide PsQs into 
the following 3 olasses before submittinc then to the Service Cttsmndst 

a. Tndl-rlduale requiring a routine investigation, but not 
requlrinc a check of subversive files of F»^«l> and O.W.I* This class 
will include ail individual • who are not included under paragraphs b or 
C below* 

b. In dividuals re Quiring a routine investigation and a 
check of eubvo7sivo files of t»B»I« and p«y»I » It will he necessary to 
re oueet a check of F*B*!r. and b.'^.T. files If the PSQ oont&ias state- 
Basts whloh night indicate questionable loyalty, or when a review of 
the F.S.Q. reveals any of the following! 

(1) Plaoe of Birth t Any oountry other than the 
United! 'state's* 

( 2 ) R»f*tlvatt Any relative born outside the 
United* States* 

(3) Military Serrioe ; Servloe in the nllitary 
f'orbes of any oountry other than the 
united States. 

(4) Employments Wh*n not fully account »-c? for since 

W&r 

(5) Henberehlp In Organisations t If a n»nber cf 
an organisation the oharaoter of whioh is 

not well known or is known to be Questionable* 

(6) Foreign Countries Visited; If a visit has 
bean made to a foreign oountry since 1930. 

(7) Description of Duties » Tf the duties per- 
forved or to be perforamd are of such highly 
confidential or secret nature that a check 

of FBI and OR! files is required. 

c » Individuals rewiring * special Investigation and a 
c heck of the subversive files of F«£ Vr . anc 0«tf«I * this class will in- 
clude the individuals listed below* 
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Subjeott instructions for Uct in ivt,lui;tiii^ Personnel Security Question- 
naires and Cast Reports. 



(1) Individuals of Orentitl extraction. 

(2) Tndlviduiile who emigrated frorr enemy countries 
subseouent to January 1, 15*43. 

(3) Individuals who have visited en enemy or an 
enemy controlled country twice sine* January 
1, 1933 or ofeae since January 1, 1938. 

(4) Individuals born in *n eaoay country or of 
enemy ancestry who have staictuined residence 
in or wfr&t* visits to en eneny country since 
January X, 1933 • 

(5) Individuals who h^ve rooelved education in, 
ware employed in or who h -vtj resided for more 
than six weeks in Geraany or Italy subsequent 
to January 1, 1933* 

(6) Individuals who have eaegrated frot. an e natty 
occupied oountry subsequent to January 1, 1936* 

(7) Individuals enterine the United States subse- 
quent to January 1, 1919 who have e. parent, 
sister, brother, child or spouse in an enemy 
or enemy-ocoupied country or serving in the 
Araed Forces of an eneay or enemy controlled 
country* 

(6) Individuals with a criminal record disclosing 

indications of possible danger to th<» war effort. 

(9) Individuals who have served In the erray of a 
country no* at war with the United Stetes. 

(10) Individuals who entered the United States after 
the last war from an enemy or enemy-occupied 

o untry, and who have become naturalised citi- 
sens of the United States since January 1, 1933* 

(11) Individuals having senbershlp in organisations 
known to be enemy sponsored or otherwise sub- 
versive or oomaitted to violent overthrow of 
the Government of the United States, or ad- 
herence to the interests of any foreign power 
to the exclusion of the interests of the 
United States. 

Spec ial investigations of individuals not coming within the above categories 
will be requested when a general evaluation of the questionnaire or other 
oircumstanoes indioate the desirability thereof. 

2. For the purpose of interpreting the above instructions, the fol- 
lowing are i 

a. Enemies or allied with the enemy. 

Korea 

Bulgaria l&nchuria 
Finland Rumania 
0ersmny( lnoludlng; Austria) Thailand 
Hungary Jr -an 

Italy 



Subjects Instructions for Use in Evaluating lereonnel Security Question- 
naires and ctiso reports* 



Countries doninated or controlled in fart or in whole 
by the eneay* 



Albania 
Belgium 



Tiixetabourg 

The H*th«rlande 

Norway 

Poland 

Portugal 

Spain 

Sweden 

gwitterland 

Yugoslav!* 



Cseohoelov&kie 



Dean&rk 

Estonia 

Prance 

Greece 

Latvia 



Lithuania 



3* Individuals classified under paragraph lo will not be employed 
•n elasslfied work before the r«S*Q* has been investigated and the, osse 
report has been received fron the Service Conaand* Fersons requesting 
olearanoo on such individuals will be notified not to assign them to 
classified work pending further notloe fron this office. 

♦ 

4* It is requested that the oases of individuals who are desorlbed 
in paragraph lc_, the oases of aliens, end any other doubtful oases bo 
brought to the attention of the Officer in Charge of Personnel Clearance 
before any notion is taken* 



RUSSELL E. HARRIS, 
1st Lieut . , Corps of Engineers, 
Assistant* 
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February 25, 196! 



IFAAU 881 (2-9-48) 



memorakdw ror. the chief of wowsers 



(Attentions Manhattan District fhglneer) 



Subject r Security Responsibility. 



1* Reference is aade to secret letter dated February 9, 
1948, from the Chief of Engineers, signed by Brigadier General 
L. K. Or ores, addressed to the Provost Marshal General, subjeot 
as abore. 

£• When, in your opinion, it beooaes necessary In the in- 
terest of secrecy to assume full continuing protection respon- 
sibility for any plant, faoility, station or other aotivity or any 
part thereof connected with your special work under Oeneral Or ores, 
you will furnish a true copy of this letter to the Commanding Oen- 
eral of any Servioe Command as your authority for such aotion. 

8. You will also furnish the Commanding Oeneral of the Ser- 
Tioe Command eonoeraed with specific inforaation as to boundaries 
of any area over which you undertake continuing protection respon- 
sibility and the period for which the arran g em en t is to continue. 
You will set forth in detail any normal protection service which you 
wish continued by the Service Ooaaaad and point out that "emergency 
protection" responsibility is still vested in his eosnand. 



By eoaaand of Lieutenant Oeneral SOMKPTBLLt 



w. c. sim, 

Majcr General, tJ. 6. A, 
Chief of Staff. 




-c-fr-tt-r-rirr- M t i a l ' 
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18 December 19^3 



MEMORANDUM FOR THE. COMMANDING GENERAL, ASF 



Subject} Organisation of Counter Intelligence 

Oorps Detachment for Manhattan Engineer 
Districts 

1* The Chief of Staff has authorised the establishment of 
a special detachment of Counter Intelligence Corps commissioned 
and enlisted men to provide security for the work carried on by 
the Manhattan Engineer District. 

2. The Secretary of War Directs i 

a* That necessary action be taken to organise a detachment 
of Counter Intelligence Corps commissioned and enlisted personnel 
under the Chief of Engineers or an officer especially designated 
by him to be used solely to provide tecurity for the work carried 
on by the Manhattan Engineer District. 

b. That the following grades and ratings be authorised for 
this attachment and for no other purpose t 



1 


Colonel 


1 


Lieutenant Colonel 


5 


Majors 


10 


Captains 


8 


First Lieutenants 


12 


Master Sergeants 


22 


Technical Sergeants 


26 


Staff Sergeants 


77 


Sergeants 



25 



137 162 
TotarToT 



Co That this detachment procure all supplies from a confidential 
list of equipment for Counter Intelligence Corps and that no stan- 
dard table of equipment be established. 
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do That necessary Counter Intelligence Corps personnel 
to provide for this detachment be furnished by the Assistant 
Chief of Staff, 0-2, War Department General Staff. 



GEORGE V. STRONG 
Major Oeneral 
A* C. of S., 0-2 
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"T ONFIDENT iftb^ 

WAR DEPARTMENT ^ye^uiY Uii Vrt^te- 

United State.s Engineer Office 
Manhattan District 
Oak Ridge, Term. 

22 October 1943 

INTELLIGENCE BULLETIN NO. 4 . " 
SELECTION AND CLEARANCE OF PERSONNEL 



1 . GENERAL 



The importance of the work of the Manhattan Engineer District 
requires that only persons of unquestionable loyalty and discretion be 
engaged thereon. To insure this, assignment of individuals to classified 
work shall be made in accordance with the following procedure which will 
assure the assignment of persons of demonstrated loyalty and the rejection 
or elimination of those who are potentially disloyal, disaffected, or 
subversive, or who lack the character or discretion to insure the security 
of classified information disclosed to them. 



2. DEFINITIONS 



a. The term " classified employee " as used in this- bulletin 
shall refer to persons engaged on classified' work" or having access to 
classified work areas of interest to the Manhattan Engineer District,. 

b, The term " Intelligence Officer " shall refer to the 
Manhattan Engineer District Intelligence Officer within whose territory., 
the unit or installation is located and who is. charged with the recpcn- 
sibility for all intelligence matters at the facility. 

3. SELECTION OF PERSONNEL 

Each classified employee , shall be subject to careful and con- 
scientious original selection by the employing contractor , In addition 
each classified employee shall be cleared by the Intelligence Officer 
in accordance with the procedure hereinafter prescribed. 

4. CLEARANCE PROCEDURE 



a. Proof of Citizenship - Prior to employment each classified 
employee (except aliens) shall furnish proof of citizenship. Aliens 
shall furnish; proof . of alien registration. The following may be accepted 
as evidence of citizenship: 

. (1) Birth Certificate. 

(2) Baptismal Certificate indicating date and place 
of birth. 



(3) Honorable Discharge from the United States Army pro- 
viding same does not bear notation of alien status at time of 
discharge. 



i 

(4) Naturalization Certificate. 

(5) Declaration of citizenship providing (2) or (3) can- 
not be furnished. 

bi Forms - Each classified! employee' shall 'complete, prior to 
employment, the following forms which will De furnished by the Intelligence 
Officer: Aj ^ l 

(1) Personnel §.ecurity v Questionnaire, Form 58, in quad- 
ruplicate. (If an alieni.AJ.ien Questionnaire W Pi/iGO Form No* 

3oi) : . ; 

: ' .(2) Persqnal History Statement (As required by the • 
Intelligence' Officer) . . . _ 

(3) National .Def ense. Fingerprint Chart, 

(4) Secrecy Agreement (Type A to be executed by all 
classified scientific personnel. Type B to- .be ■. <ejte;c.uted . by 
all other classified, personnel) . 

(5) Data Card, in duplicate. • ' •' ; . 

c. Transmission, of Forms - Proof of Citizenship and Secrecy 
Agreement will be retained, by the: contractor-.- - All other forir t s will be 
transmitted to the' Intelligence Officer' or to .such military agency as- the 
Intelligence Officer shall' direct* Results of investigation conducted by 
military, naval or civil governmental agencies,' or by commercial, credit 
companies should be forwarded to the Intelligence Officer. This will 
.avoid duplicate investigation and will, -in many- instances, .expedite the 
\J employment ; of ^otherwise questionable persons. . 



•'■•' d. Assignment to Classified .Work '' - Upo'h completion of required 
forms, classified- 'employe.es .may ...be, placed _'bh; 'work '-df interest to the 
Manhattan District unless they fall within one of the' following exceptions: 

(1) Aliens. 

- • . (2) : Individuals not born in- the U. S. or one of its 
territories.. 

(3) Individuals of Oriental extraction. 

(4) Individuals who have visited an enemy country since 
1 January 1933- 

(5) Individuals who have a parent,' sister, brother, child 
or spouse in an enemy or enemy-occupied country. 

(6) Individuals who have served in the army of a country 
now at war with the United States* 
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(7) Individuals with a criminal record disclosing indica- 
tions" of "possible danger to*" the war effort. 



(8) Individuals having membership in organizations known 

to be enemy sponsored or otherwise subversive or committed to the 
violent overthrow of the Government of the United States, or to 
adherence to the interests of any foreign power to the exclusion 
of the interests of the United States. 

(9) Individuals engaged on special work for whom the 
Intelligence Officer requires PRIOR clearance. 



Employees falling in one or more of these nine categories shall not be 
employed without the prior consent of the Intelligence Officer. Clearance 
-for -4he -employment of aliens cannot be granted until consent has first 
been obtained from the Office of the Secretary of War. 

5. TERMINATION OR TRANSFER 

When the employment of an individual on classified work of 
interest to the Manhattan District is terminated, Secrecy Agreement will 
again be signed by the released employee and forwarded to the Intelligence 
Officer. Employees transferring from one unit of the project to another 
will not resubmit required forms providing the Intelligence Officer is 
immediately notified of the transfer so that clearance may be obtained 
from, or transferred to, the proper unit. 




H. K. CALVERT, 
Captain, Corps of Engineers, 
District Intelligence Officer. 



-rf.t^oi'..JS.5'.rr:..CcvMoa., L - j& 
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APPENDIX ftft- 



ARlir SERVICE FORCES __„ wtM , 

United States Engineer Office fc^'Unm" LirOIMA ■ iw 
Manhattan District 
O&k Ridge, Tennessee 

iXHHDErrrE** 8e »* 1945 

INTELLIGENCE BULLETIN NO. 12 
SEISOnCIJ AND CLEARANCE OF PERSONNEL 



1. G ENERAL 

The importance of the work of the Manhattan District has not 
been decreased by the defeat of Germany. As the work of the District 
progresses from the construction to the operation stage, it becomes in- 
creasingly important that only persons of unquestionable loyalty and 
discretion be engaged thereon. Care must be exercised to assure the 
assignment of persons of demonstrated loyalty, and the rejeotion and 
elimination of those who are potentially disloyal, disaffected, or sub- 
versive, or who lack the character or discretion to insure the security 
of classified information disclosed to then. This bulletin, which 
supercedes Intelligence Bulletin No. 4, dated 22 October 1943 and sup- 
plement thereto, dated 27 July 1944, reflects the present personnel 
clearance polioy of the District. 

2 * AP? . LI P -BILIT Y OF PERSONNEL CLEARANCE P ROCEDURE 

a« Personnel to whom, the District clearance procedure applies 
may be catugorised as foil owe x 

^1) Military personnel. 

(2) Civil Service personnel. 

(3) Contractors 1 employees. 

(4) Consultants, 
b. Definitions » 

(1) The term "classified employee", as used in this bul- 
letin, refers to all persons, exoluding military personnel, 
engaged on olassified work or having access to classified work 
are£.s of interest to the Manhattan District. 

(2) The tenia "unclassified employee", as used in this 
bulletin, refers to persons, other than military personnel, 
directly jonnected with work of interest to the Manhattan Dis- 
trict but who do not have access to classified information 

or classified work areas. This definition is intended to in- 
clude clerical personnel, construction workers , concessionaires, 
and other individuals at the Clinton Engineer '.'forks , the Kanford 
Engine o;* '/.forks , and. other installations who, though not having 
access to classified documents , materiel, or equipment, ere in 
daily contact with large gr sups of classified workers and con- 
fioqi; tj.y acquire*- -through 5bSWv5^3;oiv\tnd association.; 
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information which becomes classified through collection and 
association with unclassif ied information previously obtained. 
The term "unclassified employee" i6 not intended to include the 
great mass of workers who, by virtue of their employment by a 
privaty concern under oontract with the District or one of its 
private associates, manually work on unclassified materiel or 
equipment which becomes classified upon final assembly, where 
the worker has no knowledge of the unusual ohar&oter of the 
materiel or equipment, its potential use* or its ultimate con- 
signee) » 

(3) The term "employee", as used in thie bulletin, refers 
to all. classified employees and those unclassified employees to 
whom the personnel clierance procedure has been applied. 

(4) The term "classified inf ormationj," as used in this 
bulletin, includes all information of a classified nature re- 
gardless of its form, substance, or mode of transmission, i.e., 
documents, materiel, equipment, etc. 

3. BAUC P RINCIPLES OF PERSONNEL CLEARANCE 

a. Tke following are basic principles of personnel clearance t 

(I.) Each classified employee should be subject to careful 
and conscientious original selection. 

{£) The identity of each classified employe© should be 
positively established prior to his assignment to classified 
work. 

{3) The loyalty, honesty, oharacter, and discretion of 
each classified employee should be established by investigation 
prior io his assignment to classified work. 

These principles represent the desirable objective in personnel secu- 
rity; they should not be interpreted as the minimum standard for 
clearance „ As a seourity objective, they should constantly be born© 
in mind and jhould be applied insofar as they are applicable to clear- 
ance of personnel at a unit or installation when all existing oir- 
cumstances have been given oareful consideration. It is recognized 
that under exiating operating procedure the procurement of a oomplete 
background investigation on all classified employees is impossible. 
Extent of investigation is necessarily limited by the number of em- 
ployees to be investigated and the available facilities for investi- 
gation. Although desirable, investigation prior to assignment to 
classified work is, in many instances, impractical in vieT^ of the 
volume of work involved, and the inmediate need for the services of 
certain types of employees. It is the responsibility of the Branch 
Intelligence Officer, however, to provide the highest possible degree 
of personnttl security after due consideration has been given to all 
attending circumstances and operational problems o 
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b. IKher* unclassified employees acquire some- classified in- 
formation through obosrvation end association* end where criminal 
tendencies of employees of this group may adversely affect the work 
of the project, limited investigation is believed necessary. The 
extent to which the provisions of the< personnel olearanco procedure 
will b© applied,, if to all p to unol&selfiod eraploy©«6, is left to 
thf discretion of the Bi anch Intelligence Officer « 

4c C IRARAM CB FORMS EEQUIKBP 

R " fr oof of Ci tizenship - ftior to employment, es-oh employ*;? 
(except ulTSss) will 'f urn'ilihproo.f of citizenship. Aliens will fur- 
nish proof of alien registration and will be processed in. accordance 
with specific instructions hereinafter outlined* The;- following arc* 
acceptable) as evidence of citizenship « 



(1) Birth Certificate. 

(2) Baptismal Cert if icatft , indicating; data and place of 
birth* 

(3) Honorable Discharge from the United Sta€*e%r'iRy>*$jfavy 
or Marino Corps providing same dots not bear notation of 
alien status at time of discharge , 

(4) Naturalization Certificate . 

(5) Declaration of Citizenships providing (1), (2) or (3) 
cannot b» furnished. 



Military personnel who are aliens ar* not subject to assignment to 
the Manhat^aa District* Citir.ensb.ip of military personnel will be 
pr«ssuin®d unless the individual's Fsrsonal History Statement or 
Service Record disoloses information to th© contrary. 

b» Secrecy Agreement - Secrecy Agreements, designed to im- 
press" up on t hie employe® th«T fundamental need for safeguarding 
military inf oruio-tion,, will be executed as follows i 



(1) Type "A" will be exoouted by all classified scientific 
employees <> . 

(2) Type "B" will be executsd by all other classified 
employees c 

(3) Typa "C n will b« executed by unclassified employees 
within the discretion of the Branch Intelligence Officer*. 

(.4) Completion S«cr*cy Declaration will bs exec ubed by all 
ol&eelfied employe® s upon oontract termination (Intelligence 
Bulletin »©. 11, dated 26 Ifoy 1945)* 



(5) Military personnel will exeoute appropriat® military 




CONFTDmilAL 

Intelligence Bulletin No. 12 security Information 28 W 1945 

declaration of secrecy form upon transfer from the District. 

£. Da ta Card - Data card will be prepared for eaoh employee. 
As soon as practicable, attached sample of data card will supercede 
card presently in use, 

d. Qu estionnaire - Offioers will execute Personal History 
Statement. All other personnel subject to Manhattan District clear- 
ance procedure will execute YiD AGO Form 19-105, revised Personnel 
Security Questionnaire. The Personal History Statement may supple- 
ment this fcm or be used in lieu of it within the discretion of the 
Branch Ir.t«13 igence Officer. 

e. Fingerprint Chari; - All employees, including Civil Service 
personnel, will be fingerprinted on the National Defense Fingerprint 
Chart. The former policy of separately fingerprinting Civil Servioe 
personnel on the Civil Service Fingerprint Chart has been discontinued 
(War Department Personnel Circular No. 34, 26 Maroh 1945). Military 
personnel will not be fingerprinted. 



5. TRANSMISSION OF RECORDS 



a * Efrfcra-District 

(1) Proof of Citizenship anc" S?:v -oy Agreement will be 
retained in the contractors* files subject to inspection. Mili- 
tary Declaration of Secrecy exeouted. by military personnel upon 
transfer will become a part of the individual's 201 file. 

(2) Intelligence files (201) of officer personnel will be 
maintained at the District Intelligence Office and will not be 
forwarded upon inter-area transfer. Intelligence files of con- 
tractors' personnel, Civil Service personnel, and enlisted per- 
sonnel will be maintained by the Branch Intelligence Office 
having jurisdiction over the employing contractor or station 
and will be forwarded upon transfer of the individual to another 
Manhattan District station or contractor . 



(3) Data card will be forwarded to the District Intelli- 
gence Office immediately upon assignment or employment and will 
reflect type of investigation initiated. When investigation of 
^ ' military personnel and/or Civil Service personnel is completed, 

the District Office will be advised so that the proper notation 
can be made on the data card* Notification, to the Distriot 
Office that investigation has been oompleted will not be neoes- 
sary in the oaee of contractors 1 employees except where deroga- 
tory -information is developed or there is a change in the indivi- 
dual', clearance status, i.e., a restriction is placed or a 
previous restriction is removed. On all contractors' employees, 
this office will assume that initial clearance is in effect 
unless specifically advised to the contrary. 

- 4 - Security Information 
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b« Tc Outside Agerioies 

0 ) Upon transfer of District Civil Service personnel to 
other Government agenoiee , intelligence files will be carefully 
screened and forwarded to the unit to which the employee is 
transferred. Upon the release or termination of contractors' 
employees or upon the separation, as distinguished from transfer, 
of Civil Service personnel, intelligence files will be retained 
in the office of the Branoh Intelligence Officer and will not be 
forwarded to the Discontinued Projects Branch. An exception to 
the provisions of this oiroular has been obtained (District 
Circular Letter, Civilian Personnel 46-11, dated 6 December 1944). 

(2) Part I of ASF Ciroular No. 403, dated 11 December 1944, 
requires that an entry be made on the Servioe Record of an en- 
listed man or woman or on the Qualification Card, Y;D AQO Form 
66-1, of an offloer or warrant officer, indicating the extent, 
results and date of loyalty investigation or check conducted. 
The notation required by this oircular will be made on the Ser- 
vice Record or Form 66-1 of Manhattan District military personnel 
when the individual is transferred from the District. All trans- 
fers from th® Manhattan District are processed through the Dis- 
trict Military Personnel Section and in each case the files of 
this office are checked and the proper entry is made. In view 
of this prooedure, Circular No. 405 requires no action on the 
part of the Branch Intelligence Officers. Intelligence files of 
military personnel will not be forwarded. 

6. MINIMUM STANDARDS FOR CLEARANCE 

The mlaimum standards for clearance are outlined below. The 
scope of investigation indicated under each category constitutes the 
minimum investigation required and should be supplemented by additional 
information when 9 in the opinion of the Branch Intelligence Officer, 
further inquiry is believed advisable. 



a. h ill vary Personnel 

(1) Clearance of military personnel will be based on a 
three-way central file oheok, routine investigation (mail 
investigation oonducted by the Branoh Intelligence Office or 
Service Command routine investigation), and FBI oriminal file 
check o A Servioe Command speoial investigation will supplement 
or be conducted in lieu of the routine investigation for military 
personnel having access to "top secret" information,, 

(2) Inasmuch as the majority of the military personnel 
assignod to the District originally report to Oak Ridge for 
duty, primary responsibility for their olearanoe is assumed 
by the District Intelligence Officer. Branoh Intelligence 
Officers must take positive action, however, to insure that 
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ell military personnel within their areas have been cleared, 
end where clearance hae not boen granted by the District 
Intelligence Office (where the individual is transferred di~ 
"rectly to an area office) immediate action will be taken. 
For officer personnel, Personal History Statements will be 
forwarded to thia office, which will take all necessary 
aotiono When enlisted S r JD and \"JiC personnel, transferring 
into the District, report directly to area offices without 
having been cleared by the District Office, all action to 
effect formal clearance will be taken by the appropriate 
Branch Intelligence Office. 

b. Civilian Personnel - Civil Service personnel and contractors' 
personnel will be categorised as follows t 

(1) Group I - Classified employees having acoess to (a) 
top secret" information, or (b) "seoret" information reflecting 
the ove--all program of the District or of any major subdivision, 
or (c) information concerning the processing and development of 
end products. 



Minimum requirements for clearance are as follows : 

Group I - Special investigation (Service Coxnmand or Mianhattan 
District investigation), FBI subversive file check, and FBI finger- 
print check. 

Group II - Routine investigation (Servioe Command routine, mail 
investigation conducted by the contractor, or Branch Intelligence 
Office, or Ijyalty investigation conducted by a credit agency), FBI 
fingerprint check, and central FBI subversive file check. 

Group III - Central FBI subversive file check and fingerprint 
oheck o 

7 S TRANSi-TJt OR RE-EMPLOYI SNT OF PERSONNEL 

a. Contractors' Personnel - Transfers of employees from one 
District installation to another,, except when specifically directed 
to carry on work necessary for the advancement of the project, ere 
undesirable for security reasons, and transfers of non-manual em- 
ployees from one phase of the project to a different phase must be 
specifically approved by the Area Engineer in charge of the unit to 
which the individual is transferred and cleared by the Branch 




Group II - All classified employees not included in 



(3) 



Group III - Uhclassif'iod employees . 
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Intelligence Officer having jurisdiction over the unit to which the 
transfer ie made. Concurrence of the Area Engineer having Juris- 
diction over the installation from ■which the transfer is made shcu Id 
also be obtained. (Reference - letter dated 14 July 1944, same sub- 



b. C ivilian Civil Service Personnel - Letters dated 27 March 
1944 and 17 July 1944, Subject: Transfer or Re-employmcr>t of DSM 
Employees, are not applicable to the transfer of Civil Service em- 
ployees. Prior to the tranefer of a Civil Service employee, the 
approval of the Branch Intelligence Officer and the District Rxeoutive 
Officer must bo obtained. 

c. Military Personnel - All transfers of military personnel 
emanuTe fraii the District iiilitary Personnel Section which assumes 
full responsisility for compliance with general security policy. 

8. ALIENS 

a. Paragraph 61, AR 380-5, 15 liarch 1944, provides that no 
alien~shall be employed on a classified war oontract unless consent 
has first been obtained from the Secretary of War. To expedite the 
granting of oonsent in cases of alien employment, this authority has 
been delegated to the Commanding Generals of the Service Commands. 
Consent for employment of an alien is actually granted by the Com- 
manding Offioer of the Service Command upon the reoommendation of 
the Director, Security and Intelligence Division. 

b. Aliens to be employed on classified Manhattan District work 
will Furnish proof of alien registration and execute TVD PMSO Form No. 
301, in seztuplicate, which will be forwarded to the Director, Secu- 
rity and Intelligence, of the Servioe Command having jurisdiction 
over the enpioying facility, with a request that oonsent be granted 
for the alien's employment. Assignment to classified work prior to 
the receipt of this oonsent is prohibited » 

c. Security of Manhattan District work requires clearance 
standards for aliens which are higher than those normally applied 
by the Servioe Command; consequently, letters transmitting Alien 
Questionnaires should specifically request that a special investi- 
gation be conducted and that a copy of the report of investigation 
be transmitted with the letter of consent to the requesting Branoh 
Office* Immediate arrangements to procure this additional servioe 
should be made with the Service Command inasmuoh as the procedure 
is not in accordance with the Service Command's present operating 
policy. 

d. '.:c should be noted that consent for the employment of an 
alion~by "X" Company does not authorize the employment of the same 
alien by "Y" Company within the same or another Servioe Command. 
v;hen consent is desired for the alien's employment by a new employer, 



ject) 
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a new Alien Questionnaire must be submitted to the Service Command 
having jurisdiction over the new employer and new consent must be 
obtained. If, howevor, consent has been granted for the alien's 
employment by the "X" Company in "X" Service Command, temporary 
consent can normally be obtained by TV.X for his employment by "Y" 
Company in "Y" Service Command, if the name of the original em- 
ployer and the date of the original oonsent are furnished. 

S. IftSTER REFERENCE LIST 

Each Branch Office will submit to this office and to all other 
Branch Offices 1 .sts of undesirables in accordance with letter dated 22 
April 1944, Subject: Compilation of Master Reference Lin-s. 

10. TYPES OF INVESTIGATIONS AND INVESTIGATIVE CHANNELS 



Service Command Investigation s 

(1) Speoial Investigations - This type of investigation 
is based upon agency checks and background investigation by 
investigators of the Security and Intelligence Division of the 
Service Commands. The extent of the investigation is determined 
by the Service Command aoting as the office of origin as the 
investigation progresses. Appropriate leads in other "crvice 
Commands are included in the special investigation as a routine 
investigative procedure. 

(2) Routine Investigations « This -type of investigation 
includes a ' FBI and looal police" check together with a limited 
verification of the data submitted by the subject on Personne 1 
Security Questionnaire, ordinarily conduoted by mail. Routine 
investigations are automatically converted into special investi- 
gations if derogatory information is developed. 

(S) Submission of Requests - Requests for Service Command 
investigations , accompanied by three copies of the PSQ, will be 
forwarded to the appropriate Branoh Intelligence Officer for 
transmission to the Security and Intelligence Division of the 
Service Command. The type of investigation desired, routine or 
speoial, will be specifically stated and the words "Pervioe 
Command" will be used to clearly distinguish the requests from 
those desiring Manhattan District personnel investigations. 
Requests will bo transmitted through the appropriate Branoh 
Intelligence Office to the Servioe Command where -H-he majority 
of the leads will be developed and not to the fervioe Command 
having jurisdiction over the employing facility. The Branch 
Intelligence Office receiving the request will transmit it 
direotly to the Security and Intelligence Division, assume re- 
sponsibility for having the desired investigation completed,, 
and forward a copy of the report to the Branch Office originating 
the request. For investigation of military personnel, general 
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Servioe Command policy requires the submission of loyalty 
chock eheet forme, in quadruplicate, in lieu of th6 Personnel 
Security Questionnaire. 

k* Central FBI Subversive File Checks 

(1) This type of investigation consists of a check of the 
central subversive files of the Federal Bureau of Investigation. 
In the absence of positive information, no report is received 
by the requesting Branch Office. Where derogatory information 
is disclosed, a summary of information or a copy of the report 
is ftrrished. 

(2) Requests for central FBI subversive file checks will 
be forwarded to the Branch Intelligence Officer, Washington 
Branch Office. Personnel Security Questionnaires for each in- 
dividual to be chec*. i, bearing a red border stamped at the 
bottom of the form in order to insure priority in processing, 
will be forwarded with a letter of transmittal, alphabetizing 
the PSQs submitted. Positive reports will be returned through 
the Washington Branch Offioe via the District Intelligence Office. 

o. Three-Way Central File Checks 

This type of investigation consists of a check of the central 
files of the FBI, - 01-11, and MID. Requests will be forwarded on loyalty 
chock shout forms, in quadruplicate, to Major B. K. Bates, Office of 
the AC cf % G-2, Who's Who Branch, Pentagon Building, Washington, D. 
C. If inrieiiate action is desired, the loyalty check sheet form should 
bear an w e;cpedite" stamp to insure priority in processing. Where ex~ 
ped t© chocks arc requested by TWX, sufficient identifying information 
should be furnished. 

cL Service Comma n d Agency Checks 

This -type of investigation includes checks of the subversive 
filas of the Headquarters SID, Headquarters ONI, appropriate FBI field 
office, and local police. One copy of the Personnel Security Question- 
naire should be forwarded for each agency to be ohecked. Requests will 
be transmitted to the appropriate Branch Intelligence Officer who will 
forward them to the Security and Intelligence Division of the Service 
Command arid act as the forwarding agency for the returned reports. 
For military personnel, general Service Command policy requires the 
submission of loyalty chock sheet forms in lieu of the PSQ. Expedite 
agency yhsc:s requested by TiVX will reflect sufficient identifying 
in,f omatioii. 

e * FBI Criminal Fingerprint Chocks (Civilian) 

This type of investigation consists of a fingerprint check 
against the criminal files of the FBI. National Defense Fingerprint 
Charts will be forwarded by* the Branch Intelligence Offices to the 
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Federal Bureau of Investigation, TTashington, D. C. Attention,! I.!r. 
Georg© Burtor. T-2 oriminal reoords will be returned directly to 
the requesting offioe. 

f. FBI Criminal File Checks (Military) 

Criminal reoord checks for military personnel will be i'or- 
warded to the Washington Dranch Office for transmission to the FII. 
Requests for oriminal record oheoks will state the individual's flven 
name, middle initial or initials, last name, and Army Serial Number 
(original serial number will be given if the number has been changed). 
To facilitate expeditious handling by the FBI, the attached 3" x i n 
form, reflecting, in the upper right hand corner, the code symbol cf 
the office of origin, will be used by all Branch Officas- Reportt 
will b© returned through the Washington 

~, y.wT-j.: ... /-.t i»n.-. (J.mc'is ~.i-->* jy -^..r. -cot ore 

TfB.*l investigations conducted by contracture and investi- 
gations conducted by credit agencies ,when supplemented by a centri.l 
FBI subversive file chock or service Command agency chack and a FBI 
criminal oheck, will be considerod as equivalent to tba routine in- 
vestigation normally conducted by the Service Command, 

h . I Janhattan District Investigations 

Manhattan District personnel investigations will be re- 
quo f led in accordance with letter dated 12 September 1944, Subject: 
Investigative Report Form and Case Manual. 

11 • DISTRIBUTION OF INTELLIGENCE BULLETIN NO. 12 

Distribution of Intelligence Bulletin No. 12 is restricted to 
members of the Intelligence and Security Division, Manhattan District. 
Copies of this bulletin will not be furnished private contractors . Speci- 
fic instructions concerning personnel clearance procedure at eaoh !.5anhattan 
District installation will be issued by the appropriate E.^anch Intelligence 
Office . 
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Data Card (sample) 
Request for inv. (sample) 



V.. B. PARSOTS, 
Lt. Col., Corps of Eagineers, 
District Intelligenea Qffioer. 



Security info 
DATA. CARD 



Name 

(Last) 
Soc. Sec. No. 
Address 



CONFIDENTIAL 



'(First) (Middle) 

Date of Employment 



Employer 

Location 

Birthplace__ 
Citizenship 



UnTT 



D ate of Birth 
A"lien Reg. No. 



SC ACOROSORpt. Rec'd 
"Central Files FEIOOMIOlflE 
"Mail Inv„Cj Merchantile Inv.CZ 
"MED Personnel Inv. 



i i 



(KM Pile Ho.) 



REQUEST FOR CRIMINAL FILE CHECK ON MILITARY PERSONNEL 



Federal Burear of Investigation NYBO 

Washington 2$, D. C. 

Attn: Identification Division 

It is requested that a criminal file check be con- 
ducted on the following: 

Name . 

(Last Name) (First Name) [Middle Initial) 

Army Ser. No. _ 

(Original Number) 

P. 0. Box 2610 

Washington, D. C, ' F*ED p - RHODES , JR., 

Captain, Corps of Engineers, 
Pranch Intelligence Officer. 
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Security InforStoUaa 



>*" V',Ji DEPARTMENT 

UNITED STATES jfGINEiR OFFICE 
MANHATTAN DIS'LJCT 
) CUK RIDGE, TENK. HI-5 

11 September 1943 
INTELLIGENCE BULLETIN KOi 2 , 
SECURITY IKSPEdTlbKS 

1. Foreword . • ■ -., 

. Reference is made to District Circular Letter (HI 44-2) dated 26 July 

1943 transferring the functions of the -Protective Security Section to. the Intel- 
ligence Section, To carry out these functions, periodic inspections will be 
made .of all units of. interest to this District. 

2. Purpose and Scope 

The purpose of these inspections vd.il be to observe and report the 
status of protective measures in force and to ; make appropriate recommendations 
for safeguarding all work by or :fcr the Manhattan Engineer District. Inspections 
may be made of an entire plant, facility, or other installation. or may.be confined 
to certain restricted areas within such plant, facility, or installation.- The 
areas to be covered i.'ill be determined by the Intelligence Officer serving the 
unit to be inspected. *JL1 inspections will be complete detailed inspections 
of the property covered. The thoroughness of each inspection will be without 
regards to the form on which it is reported. 

3. Inspection Procedure 

Inspections will be made as frequently as necessary and this may 
require complete inspection of the more important installations each month. In 
other cases, inspection frequency may vary up to three .or four month intervals. 
Ho vii ever, it is desirable that every effort be made to complete an original 
inspection of every unit without.. delay based on the -new Survey Report Form. 

Officers and other qualified personnel of the Intelligence Section 
will make these inspections, ''Whenever Accident and Fire Protection Inspections 
have been carried out by personnel of the Safety Section, the Intelligence 
Section will not duplicate their work but reports by the Safety Section will be 
secured and submitted as a part of the - Security-. Survey Report. 

..'On arrival at an installation, the inspector ..will seek out the. Security 
Agent, and after informing .him of the purpose oi the visit, he will proceed with 
the inspection accompanied by the Security Agent. . In so far as possible, 
'conditions will be determined by actual observations of the inspector.. 'Question- 
ing of the Security Agent will be limited to that information which cannot be 
obtained by physical- -inspections, forever unsatisfactory conditions- are found 
either appropriate recommendations will bo made or a comment on the condition 
will be included in the report shoeing why a recommendation was not submitted. 
Llinor recommendations which the management has indicated will be carried out, 
should be noted on the report, but no further action need be taken. On 
important recommendations or recommendations involving considerable expenditures, 
a draft of a letter of recommendation should be prepared for the signature 
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3* Inspection Procedure (cont'd.) 



of the Area JSngineer or other Officer responsible for the inspected installation 
and included as a part of the inspection report; On each reinspoction, the 
status of all previous recommendations should be checked and any which have hot 
been carried out should be resubmitted. 

In making recommendations and giving protective advice, inspectors 
should bear in mind that their action may meet with subsequent disapproval of 
higher authority if found to be based on any but sound practical principles 
of plant protection engineering.- 

As a guide in inspection work, reference should be made to the 
INTERilaL SEClml'iY irSi^CUGK 'Iuj:0.JL issued by the Provost Marshal General's 
Office and to PUNT PROTECTION FOn iiA-Wi&WAlS issued by the' "Tar Department. 
Copies of both may be obtained from the Director of Internal Security of any 
Service Command, 

4, Reports 

To insure uniform inspection procedure and to provide a means of 
reporting each inspection, a SECURITY SURVEY R..POHT form will be- used. In its 
entirety, this form will consist of a summary sneot and four sections as 
follov/s: ' 

I Prevention of Espionage and Sabotage 
II Fire Prevention and Protection 
III Accident Prevention 
IV Passive defense 

Every inspection will be reported. Beginning with the original 
inspection and once every six 'months thereafter, a complete SECURITY 3URV3Y 
REPUtT will be 'submitted. The SECURITY SUuVEl REPORT form, a copy of which is 
attached to this Bulletin, will be used. Intermediate inspections may bo 
reported by completing the summary sheet (pagu one) of the form 'and attaching 
thereto, a brief narrative report on changes in conditions and on the status 
of previous recommendations. Each report will contain a list of all important 
recommendations made whether of a major or minor nature, 

'Because of the various types of installations to be reported, the 
inspector must use good sense and judgment in making but his report. For the 
larger installations necessary comments may require much more space than the 
few lines on the form allow. For this reason, the reverse side of each sheet 
has boon left blank and when necessary addition;..! sheets will be' added. The 
other extreme will be the reporting of a small officu or small restricted 
area, when it may be more practical to omit reporting in detail on Firo and 
Accident Prevention and instead write a brief narrative description of conditions. 
Otherwise, all items on the report form will be completely answored except 
that the abbreviation DNA (does not apply) may be used where an item on the report 
form is not pertinent to 'the particular unit being reported upon. Insofar as 
is practicable tlu, word or words which apply shall be underlined. 
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4? Reports (Cont'd.) 



Ratings should reflect the best judgment of thy inspector and should be 
based upon a comparison of conditions found with conditions which adequate 
security requires. All ratings below "Good" should be explained* Either a 
specific recommendation for correction should be made or a sound reason given for 
not making a recommendation* 

5* Pinal Action 

Reports v.ill be prepared in triplicate within ten days of the date of 
inspection. After being reviewed, the original will be forwarded to the Area 
Engineer or other officer responsible for the inspected unit. Ho will institute 
such action as is necessary to correct deficiencies by the adoption of the 
recommendations included in the report or by equally effective methods. The 
duplicate will be submitted to the District Intelligence Officer and the third 
copy will be retained. 

6. Relations with other Inspection Services 

Many of the facilities at which Manhattan Engineer District maintains 
an interest are already being inspected by Sorvic o Command representatives as 
well as competent fire and safety engineers. Full advantage should be taken of 
thy experience of these men and copies of their reports should be secured 
whenever possible. Every effort must be made to avoid conflictions and 
duplication of the work of other 7ar Department inspectors. Close liaison 
should be maintained with the Service Commands. Any problems concerning inspec- 
tion jurisdiction should be referred to the District Office immediately. 

7. In Conclusion 

The degree of security provided at units and projects being carried on ■ 
by this District, will depend, to a large extent on the inspections carried out 
by the Intelligence Section. Inspectors have the duty of assisting operators 
in carrying out their responsibility for the prevention of interruption or delay 
in the completion of their work. The inspector must be informed, he must be 
observing, he must be tactful and courteous and above all, he must be guided by 
COMMON S3KS3 AND GOOD JUDGSSNT. 



/Jl(0d(tJ 

H. K. CiJ,V.'iRT, 
Captain, Corps of .ingineers, 
District Intelligence Officer, 
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suppiiix^ i . _ * 

SSCURII'Y SURVEYS 

1. Reference is made to Intelligence Bulletin ITo, J, above subject, 
dated 2S June I9I&. 

2. The procedure for* Conducting Plant security surveys and report ing 
thereon is amended 'as follows: 

a. Procedure 



Before visiting an installation for the purpose of making 
a plant survey, the local irea Engineer or the person responsible for 
work being done at a location whero no Area 3ngin->--r is stationed 
will be notified in advance in order thr.t arrangements may be .uado 
to have the surveying personnel accompanied during: the survey. (Ref. 
Par. 6, Intelligence Bulletin i:o. 7). 

Jb. Ratings 

iJach ?air or Poor Rating should be fully explained. Thif 
includes not only Composite Ratings as given on " Sabotage and BsPionage' 1 , 
" J'iro Protection ", and '' Continuity of Production" but sub-section 
ratings such as " Physical Prot ect ion" , " Ident if icatjon" , " Saf oguarding 
Military Infer: -t.t ion 1 ' , " ^oployeee" , etc. $xr>lf nat ion of individual 
items of tho report such as "fencing", "Photo Badges" , "Housekeeping" , 
etc. is not necessary, (Ref. Par. 8, Intelligence Bulletin ^ T o. 7) 

c_, Recommendc't ions 

(1) Recommendations are to be made only after a thorough 
study of all factors involved. IQach recommendation will include 
suppq rt ing data and reasons justi fying each such recommendation^ 
V/horc «--'n expenditure of funds is necessary a statement of the 
estimated cost will be included . (Ref. par. S. Intelligence 
Bulletin I'.o. 7) • 

(2) If an unsatisfactory condition is yeported, the 
correction of which cannot be justified because of excessive 
cost or other extenuating circumstances, no recommendation will 
be made, a full explanation including cost estimetos and 
other pertinent data should be included to show ->-hy no action 
has been recommended. (Rof_. J3ar*_JL_Int clligenee Bulletin Vo. 7), 



Security Inf onnatiSti — ^ 

Iira^LUO-iTG^ BUU^IIT NO. 7 - StfFPtiJiiSE? A, r'" T 

. , ' '■ ■ ; jji'T. " T 

(.3) After listing all ■r L 'ecoaanohdat ions and clearly 
indicating any i-.-ith which the area Engineer or his representatives 
did not concur, a statement similar to the following will "be made: 

"The at>ove recomraondo.tione when carried out should . 
eorroct all the unsatisfactory conditions noted in this' 
report with the exception of those conditions indicated 
in the rc;oort for which corrective action is not recommended 
Vocalise of excessive cofts or •thnr ext ^nuat ing circumstances'' 1 . 
(Rof, Par, 9, Intelligence Bulletin Vo. 7). 



7. 3, P\RSC_ : S, ' " 
Lt . Col t , Coros of ^ngincvirs , 
■ ; • District . intelligence 'Of ficer. 




United States l^inetr OfficT SDOUIliiTC PTf^"***- 



rianhattan. ;; Di strict 
"Oak Ridge, Tennessee 



2S June 1<M 



INTELLIGENCE BULLET III 170. 7 
SECURITY SURVEYS 



1. Foreword 



• This bulletin is a revision of and replaces Intelligence Bulletin 
No, 2, above subject, dated 11 September 13^3- It has been prepared for the 
information and guidance of officers and inspectors of the Intelligence, 
and Security Division, Area Engineers, and others concerned with the 
security of the i-iED projects* Its purpose is to state the mission of 
the District Plant Security program; to clarify the duties of inspectors; 
and to outline the procedures to be followed in making security survey's. 

2. General 

With the development of the I-IED project , the need for insuring 
uninterrupted production at key facilities becomes increasingly important.. 
The present critical offensive stage of the war and the accompanying man- 
power requirement s have in many instances necessitated a relaxation in 
the protection of plants and other war facilities. Therefore, a determined 
effort must be made to assure the security of those installations where 
not only production but PRODUCTION 01" SCHEDULE is essential. The primary 
purpose of the District Plant Security Program is to minimize the possibility 
of delay in the successful completion of the project. Standards of 
security will, therefore, vary according to the necessity for security a? 
determined by the facilities' relative importance. 

3. Security Requirement s 

In setting up requirements for security at a particular installation 
the principal consideration will be the effect which its loss would have upon 
the completion date of the overall program. What applies to one plant or 
facility may not be applicable to another and although principles pf 
protection will remain the same, standards and requirements will vary in their 
application. This requires that a thorough study be made of each facility 
in conjunction with a complete physical survey of its vulnerability to fire, 
sabotage, espionage, and related hazards. Some of the factors which 
determine the degree of security or protective measures arc: 
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Importance of a facility's produpt . 
Vulnerability and roplacoability. 
*ilt ornate sources of supply. 
Availability of alternate spaco. . 



availability of xeplacoacnt cquipnoat . 
Eolation to other production schedules. 
3f f oct . of production interruption on overall progran. 

It nay bo readily soon' that the adbquacy' of security neasures can' bo 
properly ovalwxt od only after consideration, of those factors. ■ '• 

■ U. I.3D facility List ; . 

l/hilo it is impossible to follow hard and fast rules for the 
evaluation of the tvxny WD facilitios, it is-..- possible to indicate in ' 1 
general terns their relative importance. Therefore, three categories 
indicating relative importance have been established. 5 ho so categories 
listed' in order a:„;o: 

a., . Glr.bs ' 5aci"'.itics 

Those facilities at which the interruption of cone-traction 
or operations would definitely and seriously . dolay the completion of 
the fission of the. iSD. 

'b. Class "3" Jacilitios ... 

Those facilitios at which the interruption of construction 
or operations would cause only a ninor delay' in the overall progran. 

c. Class "C" facilities *'..■, 

Those facilities important to the. progran because they arc 
furnishing critical supplios or services but at . which the. interruption 
of construct ion or operations would not delay the overall progran. 
3xa;.nlcs of such facilities, are research work upon, which progress of 
design, construction or' operations is not dependent, facilitios 
ouickly raolacoabl'o or for which alternate faciliti'os are inncdiatcly 
availablo. 



Security Infoi 



a. 
c. 

£• 

£♦ 
f. 



a current list of facilities with this infornation included is maintained and 
nay bo referred to as a guide in setting up security standards. 
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I sfrcuRm unroaMAt: 

5. Frequency of surveys , 

• Periodic surveys- will bo made of. all LSD installations . Initial, 
surveys will be made immediately following the receipt of notification that 
work is plannod or lias begun. The frequency of subsequent surveys will bo 
"ha sod upon the Bating of Import anco as given on the LSD Facilities List and 
.the status of security as previously dot crminod. Unsatisfactory "A'\ Facilitio s 
should be surveyed every 30 days. All other "A" Facilities arid "B" Facilities 
should be surveyed at int orvals of- not loss than 90 days.. Other listed 
facilities should be visited at intervals dotcrminod by the responsible 
Intelligence Officer. Complete surveys of these installations ncod only 
be made as doomed necessary by tho responsible Intelligence Officer, 

S, Pj-occdurc v ' 

Previous to making Security Survey or Inspection of a facility the 
inspector should thoroughly familiarize, himself with the nature of the" work 
being done, at the locations and its relative importance to the LSD project. 
Ho should know the -name of tho person ho is to contact upon his arrival at 
the facility and the extent to which 1C0D. interests in the work have been 
rovoaled« If this .information is not on hand it should bo secured through 
Intelligence channels from tiie responsible Area ZDnginocr or Contracting ■ 
Officer. Under no circumstances should the inspector visit any LSD facility 
bqforo ho has availed himself of this - information. In addition, tho 
inspector should roviow previous Security Surveys •■..nd Inspection Reports 
covering the facility to be visitod. : If special hazards with which the ■ 
inspector is not sufficiently familiar arc indicated on those reports, ho 
should seek information and advice from his superior officer. Upon 
rec.uost further assistance will be provided by the District Office. As tho 
Area Engineers or their representative make' frequent visits to the more 
important, installations, tho inspector should whore possible, coordinate 
his inspection with thoia so. that ho nay discuss conditions while at the 
location. 

Upon his arrival at an installation, the inspector should first 
contact the individual responsible for security. At the larger more important 
installations this will usually bo tho resident Area Enginoor, at others it' 
will be the. Security Agont or a responsible or. ocu.tive who has been designated 
by the Contracting Officer as the proper official to contact, After explain- 
lag his mission and obtaining permission, the inspector should proceed with 
his survey. 

Full time should always be' 'allowed to make a good complete survey. 
One good survey is of more value than many poor ones. Insofar as possible 
conditions, will be determined by actual observations of the inspector. 
Questioning of individuals will be limited to that information which cannot 
be obtained by physical inspections, k survey can bo made of an entire 
facility, or may be confined, to certain restricted areas within such facility. 
The areas to be covered will be determined by the nature and location of 
LSD work. 




Ifhcn jaaklng a security survey, tho inspector should boar in mind { 
that iais function is to discover end report the statue of protective measures. 
During the survey the inspector will jnako only rocoiawondat ions of a 
maintenance nature. Other recommendations must first bo approved by a 
reviewing officer. 

In making recommendations and' giving protective advice, inspectors 
should rcalizo that their action nay moot with subsequent disapproval of 
higher authority if found. to be based on any but sound practical principles 
of plant protection engineering. 

As a guide in inspection work, reference should bo made to the 
IlISSEcUL SECURITY IilSPJCSIOlI IjuTUAL issued by the Provost ilarshal General's 
Office and to 5WC PK02SC2IOS JOB l^jyAOTUHKRS issued by the Mar D'cpartmcnt . 
Copies of both may bo obtained from tho District Intelligence Office, 

7. Report s 

lo insure uniforti procedure in conducting and reporting security 
surveys a SECURITY STJFXjY E3P0BT form, copy of which is attached will be 
used. In addition to tho cover shoot this form consists of three sections 
as follows; ' 

I . Sabotage and Espionage Protection 

II 3?irc Protection •' 

III Continuity of Production 

3 very survey to be complete must be fully reported. In addition to 
rating the many items affecting security, special hazards and unsatisfactory 
conditions should bo fully described in the space provided for Comments. 
Beginning with the original survey and once every six months thereafter a 
complete Security Survoy Ecport will be prepared. Intermediate surveys may. 
be reported on the same form, except that Comments may be limited to recent 
changes and the status of previous recommendations. 

Because of tho various typos of installations surveyed, inspectors 
must use good judgement in preparing their reports. For the large important 
installations many pages of comments may bo required whereas in reporting 
on a small offico or restricted area it may bo more practical to omit 
entirely those sections of tho report form pertaining to Firo Protection 
or Continuity of Production. 

Reports should bo promptly written and submitted, In no esse 
should more than five days elapse botwocn the date of survey and the date 
on which the report is forwarded to the responsible Area Engineer. It 
should bo remembered that all' reports reflect tho ability of tho inspector. 
Brief intelligent comments will disclose to the reviewing officer special 
situations or hazards which would not be brought out othorwise. Contradic- 
tory statements, inaccurate data and carelessness in reporting arc all 
indications that tho inspector does not know his job. 

SESmiCTED l 

Security Inf ormafcifiil/ 



) S, Composite Ratings 

. . Vfhilo the relative import aacc of a facility should "be given primo 
consideration in making major recommendations it should not influence the 
grading of items under Fire prevention and Protection and Continuity of 
Production. Bat inffs for' each of these sections of the report should to 
"based toon, a comparison of' conditions found w^th. those in the "best facilities 
of similar size and occupancy, 

She prevention of Sabotage and Espionage, however , can only be 
properly rated by evaluating the relative importance of the facility and 
deciding if the necessary security has boon provided. 

.All ratings below ''Good" should bo fully explained under C0iSi311fS. 

9. Recommendations . 

Pact finding by the inspector; is simply incidental to the reconiBQnda- 
tions for corrective measures which result from the survey, A cojgpetont 
inspector reporting on a well managed facility whore there is good coopera- 
tion frequently will have no recommendations to' make- for he will havo 
secured compliance with all maintenance recommendations during his survey. 
If recommendations other than thoso of a maintenance nature are required 
because of unsatisfactory conditions found during' the survey the procedure 
outlined below should bo followed, 

a. . Minor Recommendations 

Rocoamondat ions involving minor' expenditures, and rocoanonda- 
tions - which it is believed will be readily carried out by the management 
without invo?.ving reimbursement by the government will bo included in . 
the Survey Report aft or being reviewed by the Intelligence Officer 
responsible for the security inspections. 

b. iiajor Recommendations 

At some installations the correction of unsatisfactory 
. conditions may r-ocfuirc considerable expenditures, use of critical 
.materials, delays, or changes in production methods or operations. 
-Cypical examples would bo critical or. vital installations whore 
adequate security could only bo obtained through the installation of 
extensive fencing, ■ protective lighting, alarm systems, spri nkl er 
systems or water supply ' facil it ice or through the .employment of 
additional personnel such as guards or firemen; or by altering or 
adding to existing buildings or by rearranging vital processes within 
a plant . ■ . • 



- 5 - 




RESTRKttO 



3oforo a survey report containing major rcconnendat ions is 
submit tod their necessity and pract icr.l3i.lity will "be discussed with 
t ho responsible Area Engineer. If tho Area Sngino.cr cannot "be 
contacted personally, he should "be rociuae-tod to dispatch an officor to 
' exoairio with the socurity inspector, the unsatisfactory .condit ions. 
After these conditions have "boon jointly oxamin'od, the- inspector 
will proparo his report. Any reconmondations .included in tho report 
with which tho Area Snginoor or his representative 'did not fully' 
concur, should be clearly indicated. 

10, Pinal Action 

Bcports. will "bo prepared within fivo days of the dato of 
completion of the survey. After review "by local' approving officer, two 
copies will "be forwarded to tho Area Engineer or other- officor responsible 
for the facility, who will institute such action as ho deoKs necessary to 
correct deficiencies either "by tho adoption of the rocoxamondations included 
in tho report or other equally effective' not hods. One copy of tho report 
will he forwrirde'd by the Area 3nginber or other responsible, officer to the 
District Engineer,' Attention: District Intelligence Officor, together 
with appropriate? comnonts as to action taken. 

11, Eolations with other Inspection Servicos 

i-iany of tho facilities at which. Manhattan Engineer District 
maintains an interest are already being inspected by Sorvico Counand 
representatives as well as competent fire and safety engineers.' Full 
advantage should be taken of tho. experience, of those non and copies of 
their reports should bo sec\ircd whenever possible, Svory offort nust be 
nadc to avoid conflict ions and duplication of tho work' of othor War Depart- 
ment inspectors. Close liaison should bo maintained with the Service 
Co. "islands. *uay pro bloms concerning inspection jurisdiction should be 
referred to tho District Intelligence Office irracdiatoly, 

12, Conclusion 

2ho degree of socurity prcvidod at facilities engaged on tho 13D 
project' will depend to a largo extent on the Socurity Surveys made by tho 
Intelligence and - Security Division. Inspectors have tho duty of assisting 
Area Engineers in' carrying out their responsibility for the prevention of 
interruption or delay in the completion of their work. Tho inspector must 
be informed-, ho oust bo observing, ho nust be. tactful and courteous and 
abovo all, ho nust bcgaidod'by COIilOiT S:i x 'S2 .CH GOOD JUDG^H^. 

\U 3. FABSOHS, 
Lt, Col., Corps of Snginocrs, 
District Intelligence Officer. 
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SECURITY SURVEYS 



1. Foreword 



This bulletin is a revision of and replaces Intelligence Bulletin 
No. ? dated 28 Jure 1944, and Supplement A thereto dated 27 October 1944. 
The information provided herein is for the assistance of Area Engineers and 
personnel of the Intelligerce and Security Division. Its purpose is to 
state the mission of the Plant Security Program, to clarify the duties of 
those making Security Surveys, and to outline procedure. 

2. General 

The purpose of the District Plant Security Program is to minimize 
the possibility of delay in the successful operation of the project, and 
to insure the proper safeguarding of classified project information. It 
is necessary, therefore, that surveys be continued at facilities whose 
production is vital to a phase of the project, or where there is information 
of a classified nature. 

3. Security Requirements 

a. In establishing requirements for securitv at a particular 
facility, consideration will be ?,iven to the following factors: 

(1) The effect which loss of production at the facility 
would have upon the completion of the overall program. 

(2) The amount and type of classified information and/or 
material at the facility. 

(3) The prevention of loss or damage to Government property. 

b. The requirements for good protection at one facility may not 
be applicable to another, and while basic standards for protection 
should be recornized, their application will vary according to need. 
This requires that a comprehensive survey be madr of each facility to 
determine its vulnerability to fire, explosion, sabotage, espionage and 
related hazards. 
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4 * WJ) Facility List 

a. . While it is not feasible to follow rigid standards for the 
evaluation of importance of f'ED facilities, three categories have been 
established as a guide as follows: 

(1) Class "A" Facilities 

Those facilities at which the interruption of operations 
would seriously delay the completion of the mission of the MED. 

(2) Class "B" Facilities 

Those facilities at which the interruption of operations 
would cause only a minor delay in the overall program. 

(3) Class "C" Facilities 

Those facilities which are imnortant to the program 
because they are furnishing critical supplies or services but 
at which the interruption of operations would not deloy the 
overall program. Facilities having classified material or 
documents should be included in this category, even though 
their production is rot considered essential. 

Examples of such facilities are those quickly replaceable 
or for which alternate facilities are ouickly available, re- 
search locations where work is not urgently necessary to com- 
pletion of design or construction and locations not in Class A 
or B where classified work is carried on. 

b. A current list of facilities is maintained, not only as a guide 
to those locations requiring security surveys, but also as a general 
source of information and reference concerning all important locations 
in which the District is interested. It is desirable to retain facili- 
ties on this list at which important work is being performed or where 
classified information is available until production for the District 
has been completed, or in the case of classified contracts, until a 
completion survey has been made. Where an Area Engineer considers 
that no further security surveys are needed at a facility, the District 
Intelligence Officer should be so notified. 

5. Frequency of Surveys 

All facilities of importance to the District as indicated by the 
"A", or "C" ratings assigned on the Facility List will be surveyed. 

An original complete survey will be made immediately after a facility has 
been listed. The frequency and extent of later surveys will be determined 
by the responsible Branch Intelligence Officer. The following schedule is 
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furnished as a gemral puide in determining the frequency of such subsequent 
surveys * 

Poor or Fair "A" Facilities 60 days 

Good or Excellent "A" Facilities 90 days 

Poor or Fair "B" Facilities 90 days 

Good or Excellent "B" Facilities 120 days 

"C" Facilities (Classified V' r ork) 120 days 

"C" Facilities (Unclassified Work) 180 days 



6. Procedure 



a. Previous to making a security survey or inspection of a facility, 
the inspector should thoroughly familiarize himself with the nature of 
the work beine; done at the locations and its relative imeortarce to the 
MED project. Ho should know the name of the person he is to contact 
upon his arrival at the facility and the extent to which District 
interests in the work h?.ve been revealed. If this irforraation is not 
on hand, it should b<? secured through Intelligence channels from the 
responsible Area Engineer or Contracting Officer. Under no circum- 
stances should the inspector visit any District facility before he has 
availed himself of this information. In addition, the inspector should 
review previous security surveys and inspection reports covering the 
facility to be visited. If special hazards with which the inspector 
is not sufficiently familiar are indicated on these reports, he should 
seek information ard Pdvice from his superior officer. Upon request, 
further assistance will be provided by the District office. As the 
Area ' Engineers or their representatives make frequent visits to the more 
important installations, the inspector should, where possible, coordi- 
nate his inspection with them so that he may discuss conditions while 
at the location. 



b. Upon his arrival at an installation, the inspector should first 
contact the individual responsible for security. At the larger, more 
important installations this will usually be the resident Area Engineer, 
at others it will be the Security Agent or a responsible executive who 
has been designated by the Contracting Officer as the proper official 

to contact. After explaining his mission and obtaining permission, 
the inspector should proceed with his survey, 

c. Full time should be allowed to mate a complete survey. Insofar 
as possible, conditions will be determined by actual observation and 
questioning of individuals will be limited to information which cannot 
bo determined by physical inspection. All work and locations of 
interest to the District at a facility should be examined, togethor 
with surrounding buildings or other areas which may affect the security 
of District work. 



) 
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d. Upon completion of a survey, those recommendations of a mainten- 
ance nature or which require no considerable outlay of money should be 
discussed with a responsible executive, and efforts should be made to 
reach an agreement that they will be carried out. Where such an agree- 
ment is reached, the recommendations will be listed in the report 
followed by a statement in parenthesis "(will be done)." 

_e. Unsatisfactory conditions requiring a major change, or improve- 
ments requiring a considerable expenditure, may be discussed with 
management. At that time it should be clearly pointed out thr.t ?.ny 
recommend"- tions to be made covering such corditions will be submitted 
in writing by, the Area Engineer. 

7. Safeguarding Military Information 

It is recomized that the ratings of importance on the ?1ED Facility 
List do not indicate the importance of a facility from the standpoint of the 
classified information which may be contained therein. As the project 
progresses, the security of information at certain installations may become 
more important than continuity of production. The responsible Branch In- 
telligence Officers should schedule visits to insure proper safeguarding of 
such information, regardless of the assigned rating of importance. 

8. Reports (See Standard Report Form Attached) 

a. All security surveys except visits for a special or limited 
purpose •, will be reported on the form provided by the District In- 
telligence Office. Where certain sections of the form do not apply 
at a location, these sections should, be marked DFA on the cover page 
and the pages containing these items should be deleted from the report. 

Id. Each original survey must be fully reported. In addition to 
rating the items affecting security, special hazards and unsatisfactory 
conditions (including items rated "Poor" or "Fair") should be fully 
explained under Comments in the proper section of the report. Surveys 
made subsequent to the origiral visit should also be reported on the 
regular form but comments may be limited to important conditions affect- 
ing security, recent changes, and the status of previous recommendations. 

_c. Reports should be promptly written and submitted so that no more 
than seven days shall elapse between the date of survey and the date 
on which the report is forwarded to the responsible Area Engineer. 

9. Ratings (See Attached letter, subject, "District Policy Regarding 
Plant Security," dated 17 June 1944). 

a_. Fhile the relative importance of r. facility should be given 
prime consideration in making major recommendations, it should not in- 
fluence the ratings. Th^sc should be based upon a comparison of con- 
) ditions at a facility with those in the best facilities of similar size 



and occupancy. 
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b. The composite ratings are not intended to represent a mathe- 
matical summary of all rating's in the section. One or two outstanding 
d*-f icier cies can so adversely reflect upon security of the project as 
to warrant a low "as a whol^ M rnting, even though most factors may be 
favorable . 

£. All ratings below "Good" should be fully explained. 

10. Recommendations 

The primary value of a survey lies in the r cc ommend :• ti ons upon which 
corrective measures nan be based. Frequently, however, a competent ins Doctor 
reporting on t\ wr 11 -managed facility will have no recommendations since he 
will have secured coraoli2.r.ce with minor suggestions during the survey. Such 
suggestion will be listed in the report as provided in pert; graph 6 d. 

Minor recommendations to which the facility has rot readily agreed 
and major recommendations requiring en expenditure of funds will be listed 
in the report after giving due consideration to the items listed below: 

a. Recammerdatiors will be made »nly ■' ftar a thorough study of all 
factors involved. The comments under the w rtinert section will include 

■ supporting dcta and reasons justifying each r.- commendation so that there 
can be. n>.,- question as to why it was made, "''here an expenditure of funds 
is necessary, a statement of the estimated cost will follow the recom- 
mendation. 

b. WbTo the correction of unsatisfactory conditions may recuire 
a considerable expenditure, us' of critical materials, delrys, or 
changes in production methods, the recommendations will be fully 
discussed with the Area En^nefr or his authorized re preventative; 
prior to including them in the report. If direct contact with the 
Area Erginecr is not feasible, the matter should be ta 1 :en up through 
the Branch Intelligence Officer Irving liaison with the Area Engineer. 
(Ary recommendation included in the report with which the Area Engineer 
or his representative did rot fully concur, should be clearly indicated.) 

_c. If an unsatisfactory condition is reported, the correction of 
which could not be justified because of excessive cost, near completion 
of T'ED work or other extenuating circums taxes, no recommendation will 
be made. The facts should, howevf. r, b; reported under Comments with 
cost data and pertinent information to show why no action has been 
advised . 

_d. After listing '11 recommendations, a statement similar to the 
following v-i 11 b' made » 

"The above recommendations '"hen carried out will correct 
all of the unsatisfactory corditions noted in this report 
except for those deficiencies for which corrective action 
is not recommended because of excessive cost or other 
exter.ua tin g circumstance s . " 



1 1 . F ine 1 Ac tier 

a. Aftor review v y the loci "oprovinjr officer, coni~s of the 
report 'ill h< forward d to the Ar r 3r.rir.rcr or other responsible 
officer, -be letter of transmi ttel vi 1 1 indicate +-.o the Ar..-. F,nr..irecr 
any unusual conditions outlined in the. report -which should he cllrd 
to his attention c.rd should \lso su .est tbr. ebion to he tal-cn by his 
office. 

J5. The Area T ngir;c er vill institute such action .as he dcass 
necessary +-o correct def iciercie-s either by thv adoption of the r-vcom- 
rnerd.etions included in the report or oth r eeuelly effective methods. 
Ore copy of the report vill he forwarded by th r Ar - c. "rrir.ee r or other 
responsible officer to the District Engineer, Attention: District In- 
telli g( nee Officer, tor/ther "dth appropriate -ommerts as to j.ction 
taken. 

12. R-latior.s "'ith oth^r Inspection Services 



''.:.ry of the facilities *.t ™hich ? *TD nairtairs en interest r.rc 
alroedy bcirr inspected bv Service Co'np.rrd r eor osertr ti vr s as roll t.s com- 
petent fire r\z>r> safety engineers. Full 'Ivor- tare should be taken of the 
experience of thoee mcr ?nd eopi.. s of th- ir reports should be secured vhen- 
evcr possible. Fvery effort must be rr.eo to avoid conflict ir ith ar.d dunli- 
catior of Vee work of other " <r ar Department irspe ctors. Close lieison should 
b- maintained " ith the Service Corwnds * Any problems ^onr-Trinr irspection 
.jurisdiction should b" ref-rrod to th r District Intelligence Officer 
imm.-di " tc ly. 

1 3 . Cone 1 usi on 

The- degree- of security provided ?.t District facilities xill depend 
to a large extent on thr security surv- ys made by the Ir to Hi r/Tcc end 
Security Division. Inspectors have the duty of assisting Area Engineers in 
crrvir.p out their responsibility for th ,• nr<.v-.r tior of interruption or 
delay in the completion of their i-ork. The inspector n>ust be ir formed, he 
must be observing, he must bo tactful end courteous "•rd ebovc all, he must 
be euided by C0?3>OM SEFSE A'"D ^OOD JUD r ' ' -i" T . 

,.- '-if'' 

,r . ^. PAP S0T T, 3, X 
Lt. Col., Corps of Engineers, 
District Intellir.enco Officer. 
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1. GENERAL COMMENTS 

The enemy Intelligence and others hostile to the interests of our 
country are constantly seeking information concerning our forces, our equip- 
ment, and our plans. Security is our means of blocking the attempts of these 
groups to gain their desired information. 

To assure adequate Security, a definite system is necessary. The 
purpose of such a system is not only to save vital information from falling 
into the hands of possible enemies of our country, but also to develop such 
habits of care in handling it all times, that apathy and negligence are avert- 
ed and that persons unauthorized to have access to classified matters do not 
get it through our carelessness. fetters of vital importance to the govern- 
ment must be protected at all times whether at war or at peace. 

Consequently, it is of the utmost importance that great caution be 
exercised in the handling and in the dissemination of all information - Written 
or oral - relative to this Project at any time. 

Accordingly, the following regulations based On the rules and intent 
of Army Regulations 380t5, entitled Safeguarding Military Information with such 
amendments deemed applicable to the Manhattan District's project prosecuted 
mainly by civilian personnel shall govern operations pertaining to classified 
information. Rigorous enforcement of the policies contained herein will insure 
the continuing maintenance of the proper degree of secrecy which is so vital to ; 
the successful attainment of the desired objective * 



2. DEFINITIONS 

To facilitate an understanding of the contents of this Section, the 
following terms are defined :- 

a. Classified Information. All information concerning documents, 
devices, and material relative to this Project, designated as TOP SECRET^ 
Secret, Confidential, or Restricted, as well as the items themselves, 

b. Document. The term "document" includes printed, mimeographed, 
typea r , photostated^ and written matter of all kinds; maps, photomaps, 
drawings, notes, and blueprints, or photostatic copies thereof; photo- 
graphs and photographic negatives; engineering data, correspondence and 
plans; and all similar matter,, 

c. Engineering Data. The term "engineering data" comprises 
drawings, blueprints, photostats, photographs, designs, mathematical 
calculations, formulae, processes* and similar items that can be reduced 
to documentary form. 




d* Materiel* The term "materiel" comprises all physical and 
matofTal equipment* devices, and supplies, both complete and in proc- 
ess of development and construction, including models that show features 
in whole or in part^ machines, apparatus, fixtures, and all components 
or accessories thereof, 

e. TOP SECRET. Certain Secret documents, information, and 
materTel, the security aspect of which is paramount, and whose un- 
authorized disclosure would cause exceptionally grave danger to the 
nation, shall be classified TOP SECRET. (For examples soe Confident 
tial District Circular Letter MI 44-13 dated 6 May 1944, subject - 
SMI: TOP SECRET, M.E.D.) 

f, Secret Matter. Information or features contained therein, 
the dTsclosure of which might endanger national security, cause serious 
injury to the interest or prestige of the nation or any governmental 
activity, or would be of great advantage to a foreign nation, is classic 
fied Secret. The following ^ro examples of items which shall be 
classified Secret :- 

(1) Documents relating to technical design, distinctive 
methods, or special processes; of containing specific reference 
to materials peculiar to the work of this District or their use. 

(2) Documents containing names, formulae, symbols- melting 
points, densities, or similar technical data which . -vuu'j.J cevcal 
to the technician the nature of a unique pro cess,- the basic 
materials, products peculiar to tho Pro je ct „ "or~~s"imi lar vital in- 
formation. 

(3) Documents relating to personnel, organization.., progress, 
funds, power and material requirements, or similar pertinent in- 
formation which indicates the actual size or scope of the entire 
Project or an especially critical portion thereof, or show tho 
exact relationship between the various agencies engaged on the 
general project. 

(4) Maps, photographs, or similar documents, definitely show- 
ing vital parts of technical features of this Project. 

(5) Articlos of distinctive materiel, including supplies, 
equipment, models, or apparatus, together with their special com- 
ponents or accessories. 

(6) Documents showing tho meaning of a code, name, or symbol. 

go Confidential Matter. Information or features contained therein, 
the dTsclosure of which although not endangering the national security, 
might be prejudicial to the interest or prestige of tho United States, 
a governmental activity, or an individual, or be of advantage to a 
foreign nation, is classified Confidential. Confidential shall include 
items of the following nature t-r 

.rIstricted 
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(1) Documents relating to technical design, distinctive 
methods, special processes, mat eric. Is, peculiar to the work of 
this District, etc., provided codo names and symbols are used 
exclusively. 

(2) Documents relating to site selection, power and matorial 
requirements, allotments of money, personnel, organization, prog- 
ress, a nd similar pertinent information which reveal the size or 
scope of a separate phase of the Project, provided such phase is 
not considered sufficiently important to warrant classification 
of such information as Secret. 

(3) Drawings, photographs, or similar documents pertaining 
to but not definitely showing unique portions or parts of tech- 
nical features of this Project, 

(4) Articles of materiel similar to those described under 
Secret Matter, but of less critical nature, 

(5 ) Documents showing the meaning of code name or symbol 
used to refer to Confidential information, 

(6) Documents relating to special investigations, alearance, 
or assignment of personnel who will have knowledge of, or access 
to, classified information wherein adverse information is re- 
flected. 

h. Restricted Matter. Information or features contained there- 
in which is for official use only, or when disclosure should bo limited 
for reasons of administrative privacy, or denied the general public, 
is classified Restricted. Tho following are examples of items which 
shall be classified as Restricted, 

(1) Documents relating to the design and construction of 
non-technical buildings or utilities. 

(2) Documents concerning relatively unimportant administra- 
tive and personnel matters or other Project information which 
must not bo disclosed to the general public. 

(3) Drawings, photographs, or similar documents showing 
sites prior to construction with no additions or titles indi-r 
eating relationship to tho Project, 

(4) Documents relating to technical design, distinctive 
methods, special processes, materials exclusively peculiar to 
the work of this District, or similar matters, provided codo 
names and symbols are used exclusively, and provided that suc- 
cessful interpretations of these documents by unauthorized 
persons would not bo indicative of the scope or status of any 
phase of the Pr'ojoct, ' 
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(5) Documents referring to shipments, disposition, etc., 
of small amounts of coraion or of coded special materials* 

(6) Documents referring to specifications when the require- 
ments specified do not indicate the material or its use, or whoro 
such requirements are coded* 

(7) Personnel clearance investigations whore no adverse in- 
formation is developed. 

Restricted information shall not be disclosed to persons other 
than Project employees. Such information may be givon to any 
person known to bo engaged on this Project or employed by con- 
tractors or sub-contractors on work related to the Project. 

i. Registered Matter. Only such documents - whether Restricted, 
ConfTdential, or Secret - to insure exceptional administrative conr 
trol will, in addition to the classification, be Registered. (Hotoi 
this does not mean Registered Mail.) Each copy of the document will 
be numbered; strict accounting reflecting custody, transfer, and loca- 
tion of each copy will be maintained. 



• RESPONSIBILITY 

a. Genoral. The safeguarding of classified information is the 
responsibility of all military personnel and civilian employees of 
the War Department, and of THE LA1M.G31ENT AHD EMPLOYEES OP ALL 
C01IM3RCTAL FIRMS engaged on this work. The officer or civilian 
in charge of each organization sp engaged is responsible that all 
military personnel and civilian employees are familiar with these 
regulations. Contractors are responsible that all classified work 
allotted to sub-contractors or agents, are informed of these regu- 
lations. 

b. Right to Possess Classified Information. Two cardinal 
ruTcs govern the right to possess classified inforaation:- 

(1) The person must bo authorized to have the information 
(i.e. known to require the inf ormdtion in connection y/ith 
official duties and in performance of his work.) 

(2) If the person is authorized to have the information, 
then he is entitled to only so much aa is noeessary for him to 
execute his function. Thus, no person in the military service, 
person employed by the War Department or employed by contractors 
engaged on this Project is entitled to classified information 
solely by virtue of his commission or official position . 

In order to minimize risk of compromise, employees of the Project 
shall be organized into small working groups or teams so far as 
possible, each working on its own phase of tho job and not being 
perrnittod to inspect or discuss the work being done by others. 
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It is not expected that thii procedure vdll at all times be 
Y feasible i however j the general principle of limiting an 

individual's knowledge qt the project at the mini mum neces- 
sary for the proper performance of his duties shall be strictly 
followed throughout. 

c. Loss or Subjection to Compromise. Any individual connected 
with~this Project in any way whatsoever who may have knowledge of 
the loss or subjection to compromise of a classified document or 
article of material shall promptly report that fact to the responsi- 
ble custodian, who shall, in turn, report such information, to his 
superiors for transmittal to the Intelligence Officer servicing the 
installation, involved. 

' 4. PREPARATION" 

/ a. General. Clerical and technical work on classified matters 
shalT be performed only by persons cleared in accordance with MED 
Intelligence Bulletin Ifo. 4., Selection and Clearance of Personnel, 
dated 22 October 1943. 

b. Reproduction. 

(1) 7/here necessary to reproduce classified documents 
through the use of an organization's general facilities or those 
of a previ ou sly cleared outside concern, the tracings, stencils, 
originals, negatives, etc., shall be accompanied during the 
entire period these documents are. away from the restricted areas 
by a properly qualified person, who shall supervise the repro- 
duction and shall be responsible for returning all original items, 
reproductions, imperfect prints, etc. to the Project. 

(2) Top Secret. See Confidential District Circular Letter 
Iff 44-13, dated 6 May 1944, subject - Sills TOP SECRET, MED. 

(3) Secret. 77111 be reproduced by permission of origi- 
nating office except in cases of emergency where circumstances 
will not permit time for such request. In these cases notice 
will be given to the originator as soon as possible. (See also 
par. 8 b. Accounting, Secret). 

(4) Confidential and Restricted. If reproduced, copies 
will have some classification and care as the original. 

(5) Registered. Reproduction forbidden except by authority 
of office of origin. 

(6) The making of abstracts, notes, photographs, sketches, 
or other copy of District documents, models, or work by any 
personnel employed on the Project, especially by scientific or 
consultant personnel for personal files or records, is strictly 
prohibited. 
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5. CLASSIFICATION 

a, General. (See par. 4 supra - Preparation.) 

b, By 7/hom. 

(1) TOP S3CEET (See Confidential District Circular 
Letter MT 44-13) 

(2) Secret. By any oojaaissioned offioer, by the head of 
an organization performing MED work, and a limited number of 
others designated by him whose responsibility it will bo to 
insure that all material boar3 th© proper classification and 
receives the proper eare. 

(3) Confidential, Same as for Secret. 

(4) Restricted. Any Project worker. 

c. Marking, The classification of a document shall be indi- 
cated* prefero.bly by stamped impression of letters (red if possible)' 
not less than one-quarter inch in height. Stencils and similar 
items may bo marked with th9 typewriter provided capit&ls_ are used 
and tho classification is un derscored in such a manner that it will 
be as conspicious as possibTe. The classification on tracings- and 
other items to be reproduced shall be similarly underscored, Dxcept 
as noted below, each separate page or sheet of a document will be 
marked at the top and bottom. 

(1) Classified books and pamphlets, the pages of which are 
pe rmanently and securely fastened together, shall be markod on 
the 'cover*7~'title~"pago f and first page. Three staples, or the 
equivalent, provided the pages are of such quality as to offer 
adequate resistwice to tearing, shall be considered permanent 
and secure fastening. 1 

(2) Classified photographic negatives, drawings, or trac- 
ings shall carry a legend of the proper classification in such 
position that it will be reproduced on all copies made there- 
from or clearly marked at top and on the back with the proper 
classification. 

(3) Contracts for the manufacture of classified material 
shall be plainly and conspicuously marked, not typed, with 
the proper classification on the first page . 

(4) Qlnssified maps end photomaps shall be appropriately 
marked under the scale. 

d. Additional Marking t Classified documents furnished or 
aoeo£!sibl<3 to persons other than those of tho ailitflry or naval 
services !\nd thoir civilian employees will, in addition to being 
markod, Top Secret, Gocrot, Confidential or Restricted, boar tho 



Security Informatics^ 



following notation (preferably by rubber stamp) which will be 
placed in a conspicuous place on the document. 

"This document contains inf oraation affecting the national 
defense of the United States within the meaning of the Espionage 
Act, 50 U.S.C., 31 and '62, as amended. Its transmission or the 
revelation of its contents in any manner to an unauthorized person 
is prohibited by law." 

6. THSSSrilTATIOH. 



a. .;hon 'Jivon to Authorized Persons "Jot Subject to Military 
Law.*"- Such persons shall be ap.de thoroughly acquainted with all 
pertinent regulations and specifically instructed that transmission 
of classified information to any unauthorized individual is strictly 
prohibited by law. 8 go also additional Marking , paragraph 5 - d 
supra. 

b. Oral Discussion - Either public or private discussion of 
classified information with or in the- presence of unauthorized per- 
sons is str ictly f orbidden , 31110© employees must necessarily talk 
with probTem3 re 'fated to the work in the performance of their duties, 
it is advisable to is vent fictitious terms or code names, which aro 
not descriptive, for reference to secret or confidential matters 
which it is nocoosary to discuss. The invention of such language 

is left to th-a individual organization so that the terms used will 
not be uniform throughout ail phases of the general project. 

c. Negotiations and Consultations with Outsiders - In the event 
it become 3 necessary or advisable to discuss classified project in- 
formation with consultants, experts, manufacturers, or other persons 
not directly connected with the project and not properly cleared, 
authority shall be secured from the District Intelligence Office or 
the Intelligence Officer serving the contractor. It is necessary 
that the contractors obtain tho written approval of the District 
Engineer or his authorized representative prior to entering negoti- 
ations involving classified information with prospective sub-con- 
tractors . 

Requests for such approval shall bo directed to the Intelligence 
Officer serving tho prime contractors and shall be submitted in 
acoordanco with District Circular Letter IT 43-3, dated 23 Ivjarch 
1943, subject - Company Clearance. After authority has boon received 
from the District Engineer or his authorized representative and prior 
•to the dissemination of any classified information, notice in accord 
with par. 5 d, Additional Harking, will bo made. 

d. Cancellation or Change of Classification. 

(1) It is the obligation of all authorities to keep classi- 
fied matter constantly under review and to downgrade it as soon 
as conditions permit. 
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(2) By 7,/hom, 



(a) TOP S2CRET. (Soc Confidential District Circular 
Letter ME 44*3) 

(b) Secret. By any commissioned officer of the M3D 
who will thereupon notify all other recipients of copies of 
the change* 

By civilian personnel authorized to classify 
documents Secret. 

(e) Confidential and Restricted* 

By any commissioned officer of the MED or by 
authorized civilian personnel who will notify parties con* 
cerned. 

(3) In any of the above cases whenever any change in classi 
fication is desired, (whether by civilian or military personnel) 
suck change will not be mado without prior consultation with 
appropriate Bnanch Intelligence Office. 

(4) Method. By ruling out the classification stamp at top 
of first page and affixing the statement, "Classification *an*» 

celled or changed to , by authority of the District 

Engineer, by (name and grade of officer or other person making 
the change, and the date thereof.) 

Cancellation or change of classification of materiel 
may be accomplished by letter of instruction to all offices and 
personnel concerned. 

e. Publication of Articles. The publication by civilians of 
any "information whatsoever relative to this Project is strictly for- 
bidden unless the prior approval of the District Engineer has been 
obtained. Articles proposed for publication shall be submitted in 
their entirety to the office of the District Enginoer direct or 
through the Branch Intelligence Office servicing the contractor, for 
review and approval, 

f. Supplies, Reports and Sales. Code names, or unrelated 
symbols should always be used rather than tell*talo names and formulao 

Photographs. Pursuant to Foderal Law with the Aot of Con<- 
gross approved June 25, 1942 (Public Law No. 627), only designated 
authorized personnel will be permitted to make photographs (includ- 
ing Aerial photographs (, sketches, maps, or other representations 
within, or in the vicinity of restricted areas. Employees and 
visitors in absence of adoquate regulations shall be required to 
leave cameras with the guard at the gate_rhan entering restricted 
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areas. Photographs of classified features of the Project shall bo 
taken only bj' authorized personnel when such record is necessary 
in the conduct of the vrork. Such photographs, when taken, shall 
not be developed or printed in outside commercial establishments, 
nor retained in tiny form in the personal possession of any Project 
employee. 

h. Requests for Information. Requests other than those men-' 
tionecT in par. 6 c for classified information from private indivi- 
duals or firms no-£ directly connected -with this Project shall be 
immediately referred to the responsible officer or to the Branch 
Intelligence Officer servicing the Area. Reply to the request of 
any unauthorized individual or firm is strictly prohibited, prior 
to obtaining the approval of the district Engineer. Such replies 
shall feign lock of interest, knowledge of, or connection with 
classified matters when tho organization concerned has not previous- 
ly been engaged on suoh work. .A draft of the suggested reply shall 
be submitted for approval of the District Engineer, or to the In- 
telligence Officer servicing tho Area. Extreme caro and discretion 
must be exercised in replying to requests involving only unclassified 
matters. Each and every fact offered in such a reply regardless of 
its seeming triviality, must bo carefully scrutinized to insure that 
nothing of Importance is revealed. It must bo remembered that the 
produots peculiar to this Project; the size, scope, and status of 
the Project; and the relationship between the various agencies in- 
volved must remain strictly Secret. 

7. TR ANSMISSION 

a. General. 

(1) Handling of Classified Material, The greatest degroe 
of security cm be obtained only by strictly limiting those 
handling or having knowledge of classified -matters to the least 
practicable number consistent ivith efficient prosecution of the 
work. 

(2) Cover Sheet - A cover sheet shall be attached to each 
Top Secret and Secret document immediately upon receipt, or in 
the case of the writer's retained copy, immediately after prepar- 
ation. In addition to covering the text of the document from 
general view, it will indicate those persons who have seen it* • 
since all persons shall be required to sic-n the sheet when the 
document has been read by them. 

(3) Custodian - Responsible custodians shall be designated 
to care for all files containing information to which several 
project employees must have access in the porformrno.o of their 
work. These individuals shall personally issue and return all 
documents, and those employees authorized, to receive such' docu- 
ments shall not be given actual access to tho files or safes, or 
permitted to enter storage vaults. 

RESTRICTED 
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b. Top Secret Documents •» See special instructions in 
District Circular Letter (f,I 44-13) and supplements thereto. 

c. Secret documents. 

(1) Intra Office - Transmitted by authorized racssenrcr, 
addressed to the person authorized to roceivo the document 
which %'ill have a protective cover sheet there on. A receipt 
is required . containing no classified information nor anything 
indicating the classified nature of the document to which it 
applies. It will be signed by receiver and returned as soon 
as possible to sender. 

(2) Between Places or Offices Separated by Time and 
Distance Longer Than Paragraph (1) Above. 

(a) Form - Transmitted in ".n inner and outer cover 
with typewritten matter protected from direct contact with 
inner cover. The inner envelope shall be sealed with wax 
protected by scotch "tape and shall be addressed in tho 
usual manner and marked "Secret" so that the classification 
will be seen immediately when tho outer envelope is removed* 
The outer envelope shall be carefully sealed and addressed 
in the erdinarv manner and shall beor no indication of the 
classified nature of its c on tents . 

(b) Means - Tfithin the United States, between author- 
ized personnel either personally or by an especially trusts 
worthy person who has been properly cleared. Otherwise, 
transmittal shall be accomplished by U,S f Registered Mail 
enclosed in an inner f nd outer cover as stated above, inner, 
envelope will be sealed 'with wax, protected by scotch tape, 
transmitted by Air. Liail only when in the opinion' of 

tho sender, the conditions require it. 

(c) Caution - 7ilhcn it is necessary to transport 
classified material personally or by messenger away from 
an office, an inventory reflecting appropriate identifi- 
cation • of the classified papers taken will be made, and a 
copy of the inventory, properly classified, will bo re- 
tained in the office of the responsible officer or other 
person transporting the documents, until the documents are 
accounted for. . 

Thus, in tho event such classified documents are lost, 
immediate notice of exactly what information has been com- 
promised will be made to tho District Intelligence Office 
or to the Intelligence Officer serving the Area. 

(d) Receipts - For Documents j 'Jill be prepared in 
triplicate; the original to be signed personally by the 
recipient and returned to the sender; the duplicate will 
be retained by the recipient,, and the triplicate will be 
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held in lender's suspense file* Copies will be inclosed 
with the dodumerits and will reflect the datei Serial or 
file number and the number of inclosures or indorsements 
in space provided. 

Sample copy of receipt form is attached to Distriot 
Circular Letter (Corresp. 44-8), 19 April 1944. 

(e) Receipts - For Registered Mail: The use of 
Post Office Department Return Receipt (Form No. 3811) 
attached to the outer cover of Secret and Confidential 
matter sent by registered mail in addition to classified 
document receipts is unnecessary except in transmission 
of Secret and Confidential matter to and from United 
States installations in Canada and in those cases in which 
the time element or other special circumstances are such 
as to make it desirable that information of the arrival of 
the document or other matter at its destination should 
reach the addressor at the earliest possible moment. 

d. Confidential Documents. 

(1) Intra Office - Covered by a protective sheet, ad-?- 
dressed to person authorized to receive the document, delivered 
by a "cleared" messenger. Receipt is op tional!, with sender . 

(2) Between Plac es or O ffices Separated b y Time and 
Distance Longer Than Paragraph""!! -~ (lT Si" ; raV 

(a) Form ) Same as for Secret documents ex- 

) cept that when in the opinion of 

(b ) Means ) the transmitting officer no serious 

consequences will be entailed by 
their lcss 7 suoh documents (except 
Registered) may be transmitted by 
ordinary rna.u.1., Receipts are not 
required unless ser.der considers 
matter of special importance. 

Transported by Air Hail only when in the opinion of 
the sender the conditions require it. 

(c ) Receipt Receipt forms are not required unless 
sender considers matter of special importance, in such oase 
receipt formg are same as those used for Secret documents. 

e. Restricted Documents. 

Transmittal mav^b.e. ^PCOmBii^^d. by authorized messenger 
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or by ordinary mail; The i»efceipt form is not required and double 
envelopes .-.-.re unnq denary, i ^Uch. documents may bo opened by any 
project employee designated! By the addressor. 

f. Caution. 

'Then transmitted to authorized civilians other than those 
of military or naval services, classified documents in addition to 
the classification will bear the notation listed supra (see para~ 
graph.-- on Marking, 5-dj. 

g. Registered Documents, 

Same as for secret. If custody remains with tho person 
sending the document, a tomporary receipt will bo enclosed for 
signature and returned by tho receiving officer, If custody is to 
be transferred to tho roc Giving officer 71D Form Ho. 34 will bo 
enclosed. 

h. Transmittal Lotters. 

A letter of trr-nsmittal or cover letter will bo classified 
no lower than the highest classification carried by any of the in- 
closuros. It should bo nntod that in some cases a letter may be 
deserving of a higher classification than any of its inclosures. 



8. AC COUNT IMG 

a. TOP SECRET (See District Circular Letter 1,11 44-13 raid 
supplements thereto,) 

b. Secret. A strict system of accounting for all secret 
m-aterTal originated or received sh-11 be established. Only tho 
minimum number of oopies required will be made. 

(1) Numbering of separate copies. Each separate copy of 
a Secret document shall bear a notation in the upper right-hand 

corner of the first page indicating the number of pages or 
sheets of which the document consists, the series designation 
for that particular group of copies, and the number of that 
copy within tho group. The series designation shall be by 
capital letter beginning with tho letter "A". For example, 
when throe copies of an original document consisting of five 
pages are produced, tho first copy is marked as follows; 

This document consists of 5 pages. 
No. 1 of 3 ftopic», ieiries' A , 



Tho second copy will be "No. 2 of 3 copies. Series A"; and tho 
third, "Wo. 3 of 3 copies, Serie3 "A", In computing the 
number of copies, the ribbon copy sh^ll be considered as one 
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one copyj i » o i ono ribbon and two iarbon capies shall be 
I counted as three copies i I?i after originaj. preparation* 

additional copies of i document are roquired, subsequent 
aerie? shall bo designated ,l B", ,, C h , ''d'*! oto* 

(2) File Record. The originator or writer shal}. 
record on his retained file copy of each Secret document tho 
complete distribution of each series. In tho event tho re- 
cipient of a copy of such document requires additional copies, 
he sh^ll request them from that originator. 

(3) Verification of Receipt. 

(a.) Receipt Pile. To verify the receipt of Secret 
documents by addressees, signed receipts as indicated in 
paragraph 7c (2) (d), shall be required and filed upon 
return. When transmitting a Secret document the tripli- 
cate copy of "tho receipt form shall be retained in an 
abeyant file to insure return of signed copy by the 
addressee. Upon receipt by the addressee, he shall sign 
and return to tho sender the original receipt form and 
file the duplicate copy. Thy original rocoipt form shall 
be permanently filed by tho sender upon return and the 
triplicate copy may be remove 4 from tho abeyant file and 
destroyed. In this manner, through the medium of re- 
ceipts, an accurate chock is possible at any time to 
determine whether or not Secret documents have been 
safoly delivered to tho address eos» 

(b) In large organizations where a central mailing 
and receiving section is established for handling classi- 
fied material, a. record book shall be maintained to indi- 
cate for each Secret document, tho date, copy number, 
serial letter, names of sender and addressee, reference 
or filo number, postal registry number, and date of re- 
ceipt or mailing. When the signed receipt for outgoing 
mail is returned, the date of receipt by the addressee 
shall be noted in the book to complete the record. VThen 
such a record book is maintained centrally, the rocoipt 
files required above shall bo maintained by th/s writers 
or originators of the documents. 

c. Confidential. ".Then in the opinion of the sender - i 
basoofon tho importance of the information contained in tho 
document - it is necessary to number each "separate copy, the 
procedure outlined for Secret documents will bo followed. 

d. Restricted. No accounting roquired, unless document 
is registered. If registered, rocoipt (7/D Form No. 34) will 
be inclosed. 

e. Registered. ",7D Form No. 34 (semi-rannual or Transfer 
Report of Registered Documents or Devices ) will be used as 
receipt, made in triplicate, disposed of as follows;- 

Original - to office of origin. 
Duplicate - retained by transferring office. 
Triplicate - retained by receiving office. 
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9. STORAGE 

a. General* 

(1) Rules. Classified information received by or transmitted 
within the Project shall not bo handled unsoalod by the regular 
administrative employcoss. Secret or Confidential material shall 
never bo left on desks or locked in desks. 7/hen not actually in 
use or under the personal care of the individual responsible for 
its safekeeping, Secret or Confidential material shall always be 
returned to the safes or lock files provided for its storage, 
Classified documents shall not be taken away from the offices for 
any reason without the express permission, in each case, of the 
person responsible for their custody. 

(2) Charge Slips. 7/hon Secret or Confidential documents are 
removed from the files for issuance to authorized employees, the 
custodian sir 11 prepare n memorandum chrrge slip containing a des- 
cription of the documents, the name of employee to whom issued, and 
the date. At the close of business each day, the eustodio* shall 
check the charge slips to determine whether or not all documents 
have been returned. In the event any document is not returned, 

the custodian shrll eheok immediately to insure that prior authority 
was obtained fop- retention of the document. 

(3) Appointment and Function of Duty Officer. The officer in 
charge of each Section, or in the caso of civilians the responsible 
authority for each Section, shall designate each day a "Duty Officer' 1 
who shall be charged with tho responsibility of checking at the ' 
close of each day's business all safes r nd files in his Section to 
see that classified information is properly secured. He will 
ce»tify to same on a Duty Sheet. 

b. TOP S3CR3T * Will be stored in a three-combination safe to 
which" only persons entitled to receive tho information and designated 
confidential secretaries will have access. (See District Circular 
Letter 44-13)) t 

c. Secret and Confidential Documents - 'Till be stored in the 
most""socuro files available, preferably a three-way combination safe. 
The following vrill bo prominently displ^yod on the inside of overy 
safe or combination filo:- 



- names, addresses md to le phono numbers of persons to be ad- 
vised if the repository is found opun after hours. 

- names, addresses and telephone numbers of persons knowing 
the combination. 



- date on which the combination was last changed. 

If a key repository must bo used, keys therefor will be 
possessed only by the responsible executive and his designated assis- 

•RESTRICTED 
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Each safe combination shr.il be regularly changed at l^ast 
twice each year rnd immediately Upon reasonable suspicion tWt 
it hss became known to unauthorized persons or when an authoriz- 
ed employe© possessing the combination loaves the Project* 
Cabinet fllo locks shall bo imodiatoiy changed upon loss of a 
key. 

d» Restricted Documents - Will be stored in such a manner 
as to"""insure a reasonable degree of security. 

, e. Registered Documents - T7ill be stored in equivalent of 
a three combination safe, if such is not available, will be kept 
under constant nrined guard. 

f. Upon completion of ".11 work under a contract performed 
by a~"private organization, all Secret or Confidential documents 
and material furnished to or originated by, such organization 
sha.ll bo returned to the contracting official or other -authorized 
Government representative pursuant to provisions of District Cir- 
cular Letter (MI 44-12) dated 20 April 1944, subject - Trans r 
mission of Classified Drawings, Prints, Designs, Material, etc., 
Upon the Completion or Termination of a Contract. 



10. DESTRUCTION 

a. TO? S3CR3T. Sec Confidential District Circular Letter 
(j£l""44-15 ) 6 I."ry 1944 and supplements. 

b. Secret, Confidential and Registered Documents t shall be 
shredded and burned by the custodian in the presence of r. disinter- 
ested officer or turned over to the Classified Files Section to 
destroy. 

In case of civilians, destruction will be in the presence 
of a disinterested person. 

Certificate of Destruction will bo signed by the witnessing 
civilian or officer and sent to the officer or chief directing the 
destruction* 

c. Restricted Documents - will be torn to shrods or burned or 
otherwise destroyed by nn authorized employee s-o as to render then 
useless. 

d. Disposal of '/Taste* Classified waste, including all work 
sho'ets, drafts, carbra paper, stenographic notes, imperfect copies, 
stencils, etc., shall be torn into small pieces ^nd safeguarded until 
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burned under the supervision ol* a trusted employeo who has been 
properly cleared to handle clarified information* Under no cir- 
cumstances shall cleaning people or other service employees be given 
access to restricted areas until proper disposition has been made of 
waste materials. If it is desirable to retain any of the above 
items, they shall be given the same classification and safeguarded in 
the same manner as the material produced from them* 

e. Destruction of Classified Materiel. T/hen the responsible 
officer or civilian official directs the destruction of classified 
material, a report embodying the following will be forwarded to tho 
District Engineer, attention of the District Intelligence Officer;- 

(1) Brief description of classified material destroyed, in 
sufficient detail to properly classify and identify same, 

(2) Location at which the destruction occurred, 

(3) Estimated value of the classified material destroyed, 

(4) Extent of salvage, 

(5) Name of person directing that the material be destroyed 
to prevent disclosure of classified information, 

(6) Other requirements of par. 60, AR 380-5 (15 March 1944,) 
are also applicable, 

11. SECRECY DECLARATIONS AM) EXIT INTERNETS, 

■ .» i 1 1 " ' . r 

a. At time of employment an educational talk should be had 
with "each new employee on the necessity for Security. The talk 
should be followed by the employee accomplishing a Secrecy Declara- 
tion Form pursuant to provisions of District Circular Letter MI 44-7, 
dated 15 October 1943, subject - Declaration of Secrecy, 

b. At time of termination - an exit interview should be given 
to alT personnel relieved, from assignment to the Manhattan Engineer 
District in accordance with District Circular Letter MI 45-6, dated 
24 July 1944, subject - Exit Interviews, 
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vr AR DEPART! TENT 
United States Engineer Office 
Manhattan District 
Oak Ridge, Tenn. 

15 September 1943 

INTELLIGENCE BULT STIIJ NO. 3 



Subject: Security Educational Program 
To: All Area Engineers, Li. L.J. Attention: Intelligence Officers 



1. General: 

A. Llission of the Program 

1. The manifold types of violations and derelictions in 
saf eguarding classified military information evidence the need for a 
security educational program. The mission of such a program is to so 
educate all personnel concerned that they nay become instinctively 
alert-minded and security-wise to the end that not only will all 
classified documents and other papers be handled and safeguarded in 
accordance with provisions of AR 380-5 and supplementary matter per- 
taining thereto but, also, that loose talk vail be eliminated, and 
words and actions will disclose no information of value to the enemy 
or to those not properly authorized to receive it. Accordingly, the 
following program is submitted for adoption and adaptation as circum- 
stances permit. 
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II. Details: 

A. Security Agent 

1. Upon this person depends the supervision and execu- 
tion of the bulk of the educational program presented. 

2. Consequently, the selection of such agent wherever 
possible should be made with care . Not only should he have time 
enough at his disposal, but, also, he should be tactful, a promoter, 
possessing ability to sell himself and his work to all concerned. 
Further, he should have personal address, some flair for public 
speaking, possessed of imagination and some ability to dramatize. 

B. Method: 

1. This security educational agent should schedule 
activities so that he can assemble as large a group as possible 
of pertinent personnel - i.e. supervisors or others in charge of 
sections where classified work and documents are handled - for the 
first of periodic talks on the subject of "security 11 . These are tne 



personnel -who will execute the Security Agent ' s prolan in the lbwer 
echelons. The Security Agent might open, his tal.'c by exolaining the 
average American's proneness for satisfying, his furiosity by acquiring 
information, his tendency- to disseminate it. -in his unguarded conversa- 
tion or . in his incautious , "written communication. or to ive it with-' 
out questioning the recipient's right to have it. . 

• 2, The security educational Agent should explain that the 

object of enemy intelligence . is to collect ' information which will re- 
veal., or from which car be deduced-- our proposed military activity. 
Then, he. should' explain how espionage works ,- that is, that it con- 
sists mainly cf acquiring bits of information from this, that, and 
other sources which may be apparently unrelated. From these varied, 
scattered sources, it is all compiled by specialists to formulate a 
complete picture, thus giving the enemy sufficient notice of our 
activities which may result in the failure of our mission and destruc- 
tion of our force. -He should stress that although information may be 
conveyed to one who- is not authorized but .yet apparently reliable, the 
informant has lost control of his information; he has set it in 
motion, and he cannot be sure that the recipient will not in some way 
disclose it to ahother whose carelessness will cau$e it to fall into 
the. hands of the -' enemy. 

3. Further, he should explain that if. the individual can 
keep from disclosing his information, that makes one less available 
source contributing to the . -picture the enemy seeks , to reproduce, and 
that the completion of their picture reflecting our military activi- 
ties or defense work may be so .delayed that it is of no use to him 
when it Is' completed , because our mission will have been achieved. 
Indeed, it ".may- be that the suppression of one bit of 'information that 
a person .unwittingly passed on coj^y .prove to 'be the very piece that 
makes .the jig-saw picture intelligible to the enemy.' In -short, then, 
military or project information will be shared .with no -unauthorized 
person. ' .' " , ' : -. 

4. The question arises as to what categories of military 
or project information should not be discussed. The answer is 
simple. All military or project information should. not be, discussed 
with or written to '•person's not authorized to receive it. 

* 

; 5'. To be effective,: -however, the word -"ALL" should be 
particularized. Particulars will vary at various installations; 
accordingly, they may be drawn from the work being performed there. 
However, some of the following- may be pertinent illustrations of what 
should to left out : of'. conversation outside of technical' areas or in 
/the. presence of unauthorized persons, or : should be omitted in 
personal . letters. - .. . 

Any allusion to the ■ -mission of the project. 
Any reference to. the general problems, being 
worked on. 

Any technical, data covering (a.) -and (b). 



(c) 



(d) Reference to any materials being processed, 

procured, or present anywhere'- on ihe 
Reservation. . 

(e) The types of- equipment within the .restricted . 

areas j or the manner of operation. 

(f) The affiliation of ' the project with any other 

war project. 

(g) Reference to the professions or former connec- 

tior.s of persons working in any technical or, 
restricted areas* . 

(h) Discussion of the functions of co-workers . in' 

other restricted areas of- the project. 

(i) The name of the contractor under whom, the 

project is being operated, 
(j) The size or ■ scope of the project, 
(k) The mention of any . sensitive points ,' e , g. , 

the centers for communications, the power and 
water supply," and o^her utilities, including 
the fire protection system, or the extent 
thereof. 

(1) Circulation of newspaper articles that may dis- 
cuss technical work or any of the above listed 
items, performed on the project. 

(m) Circulation of any rumors covering above listed 
subjects. . ' " 

(n) Any photographs- showing restricted areas or any 
items listed supra. 

6, The purpose of elaborating on the topics hereinabove 
mentioned will be to illustrate how loose talk concerning any of 
these topios may result in loss or damage by hostile agents' or may 
incite further search and inquiry by persons hostile to our interests 
Further, the above list of topics will serve to alert personnel to- 
wards any questions directed to them by strangers; for, if an enemy 
agent cannot acquire information by listening to loose talk, he must 
interrogate and the persistent interrogator will be reported and can 
be dealt with. 



III r Suggestions For Presenting the Talk: 

.1. In presenting his. talk to supervisory or to operation 
al personnel,, the security educational Agent should bear several 
points in mind. He may have to overcome the prej.ucies or apathy 
probably existing among his audience that security is extremely dull; 
ho will have to avoid technical jargon,- e.g., "security of informa- 
tion", "of material 1 ', "of the project"; for it' may mean nothing to 
his. liteners. He must show that security is not" merely negative, it 
is a positive weapon to blind- the enemy, to keep, him guessing, 
possibly to dilute his strength by spreading his forces to cover all 
contingencies. He must avoid a succession of "Don'ts" or a repetition 
of the necessity to "Keep your mouth shut", else he will soon put his 
audience to sleep. He should open on a light note, should sandwich < 
heavy bits between more attractive material, such as spicey stories, 
personal reminiscences or examples of violations of security already 
noted in the particular installation involved. 



'2. He should emphasize that security is not a matter for 
specialists, ..35a.t5h.er .it. directly concerns -a very' individual; he should' 
stress that. ever ys.one is personally re sponsible Tor security and that a 
. lapse on his, part may. well provide the eoiemy with what- he wants to • 
•Know. Emphasize, to -administrative or '-others persons, in "'supervisory 
capacity, the importance of exemplifying se our it y- conscdo usne ss , for 
the attitude of the workers will be conditioned ■ by that of their 
superiors. It is well.-- tp remember- that personal example is eloquent. 

3. Further, having presented his message on the need for 
no loose talk, or the necessity for safeguarding: military and project 
information,, the Security -Agent, to stimulate ' active interest on the' 
part of ail concerned, may. frsk his audience for their suggestions ! oh 
how • such a program may be ;be;s.t effectuated'. • 

. .4, Some sort. .of. ''"Suggestion Box" or Contest may be _ ••' 
devised to receive suggestions which may be the subject of informative 
cartoons or posters or which may be the basis of a better security 
>■ observance -program. . ;,' • • • •'■'.•'- : \ 

i\ . .. -5, . • •••The • •importance of giving a clear informative talk . 
-. covering 'the above .'-'sub-ject matter -cannot be over-emphasized. Person- 
nel see many memoranda covering many sub jects . In many cases they 
develop a habit of merely glancing through the contents. The number 
of varied •memoranda militates against their complete absorption in 
the : absence of 'incessant supervision. Giving a talk, therefore , . is a 
different approach, will .serve to impress "the content and the ends to 
be achieved. Further, at the conclusion 'of the talk .'when suggestions 
are .asked for better effectuating 'the Security program", there should 
be an immediate participation therein. Suggestions for Security made 
by personnel are more apt to be observed than any rules which may be 
imposed. : ' •• 

' ' . 6. AH these devices'' keep the- sub ject . of Security be.f ore 

the minds '.of personnel/and will enliv-en interests 

. .1 ■ ■ ' ' ■ - ■• ■•■ • ■ . , 

IV, Other ' Media '' '! ' 

A. General: ■'•■'',' 

■ 1 . i..' ' Having' explained 'the importance''' of' security to the 
work being done on 'the ''Installation-,., the'-- security •••educational;- Agent' 
may then 'employ other, media further to vivify and 'to f ix in- the mind 
of- his audience the. need for security-- concerning the work 'being- -done. 

- B. Particulars; • •: . ■■ ' '" 

.1. -As soon. as- practicable after his talk, arrangements - 
should, be made for the audience to attend .a showing of -War Department 
training films on safeguarding' military information and related sub- 
jects. A list of available training films and a brief .do script ion-.'-of 
their contents is reflected in the appendix (Exhibit A). If in a 
project, films may be shown in the Project Theatre as an extra to the 
current shows. 



' 3 : - Thereafter , there, should be an appropriate follow-up 
based on AR 380-5 circulated to ail personnel handling ' or ' having < 
access to classified papers. A composite' diagram pertaining to opera- 
tions concerning classified material has been prepared and is submit- 
ted in the appendix 'hereto (Exhibit B) * Copies of this diagram 
should be circulated to all personnel concerned-,/ and care- should be 
taken to see that all have read it and understand it. An o'ccasional 
checkup by the Security Agent is advisable to note compliance there- 
with.- • . _ ' ■' 

3. Also-, 'helpful in thi-s regard is : a manual- 'for personnel 
handling or having access to: secret, confidential and restricted docu- 
ments, published by the office' of the Adjutant General, War Department, 
1 June 1943, a copy of which is also appended hereto (Exhibit C)« 
Some revisions have been made to suit Manhattan Engineer- District's 
subject matter. 

4. Further, War Department Training .Circular #99, (1942), 
contains an informative talk on the motives that impel loose talk and 
reasons for the necessity of eliminating it. Designed primarily as a 
basis, for- Security- talks to soldiers, this circular, nevertheless has 
matter applicable to civilians. ' 

5. Valuable for its explanation of how seemingly unrela- 
ted bits of information may be -collected and fitted together "b^y the 
enemy to reflect an intelligent pidbure of our war activities is a ' 
readable pamphlet entitled; A PERSONAL MESSAT-S TO THE MOTHERS, .WIVES, 
FATHERS, BROTHERS t SISTERS AND FRIENDS OF SERVICE' MEN'from GENERAL 
MARSHALL AND ADMIRAL KING. 

6. In order to remind pertinent personnel to check that " 
safes, files and other repositories have been locked at closing time, 
a fan shaped' card about six inches' long may be inserted -in the handles 
of safe cabinEts, lock-files etc. when they have been opened and' re- 
moved after being locked for the night (Exhibit D), 

7. Further small card notices (3" x- 4 ,r )f bearing the 
inscription "IS YOUR SAFE LOCKED*?" may be circulated and judiciously 
posted (Exhibit E) . 

8;- POSTERS designed, for individual as well "a : s for mass 
appeal should.be generously distributed- throughout the buildings. and . 
other places where workers congregate throughout the area. These 
should include notice of the 'Federal • Sabotage Act , the Espionage Act, 
and subjects on the theme of no loose talk, _ Appended hereto is a 
title list of other Posters available from the A'.G,'0. procurable 
through Service .Commands Hqs.., (Exhibit F). Attempts are being made 
to secure pertinent posters from. other sources such as the Office of 
War Information and Army Service Forces. These will be distributed . 
upon receipt. They should be rotated frequently to keep'' them from 
becoming steile.. 



9. A large billboard or a Targe -.bulletin .board readily 
visible and located at entries or exits to the post may be, erected, 
reflecting, in substance, the following caution: 

'" : "!'7hat you see here,- '. - ■■ 

7 • What you do h'ere , . . 

1 • V/hat you hear here,. 

•' When 5'ou leave here,. 

' ■■ *' ,; - Let it stay- here.. " r ; 

10. Cautionary notices on the theme of "no loose talk", 
or "zip your lip", or "don't discuss your work", maybe printed on 
hand bills or somewhere . on" other public notices ordinarily circulated. 

11. Use' of music with cautionary slogans as a theme may 
be used, such as, 

(1) Jingles in juke boxes, or . 
' • (2) Tunes -broadcast on the public 

'addre-ss . system. 

12. : TELEPHONE -BOOTHS .•- Post attractive posters therein re- 
minding to omit reference In conversation to. military matters or other 
suggested "topics concerning the project.. 

13. TELEGRAPH - Install a voluntary form of censorship, 
i.e., "Leave out references to military matters or to the project". 

14. 'MATCH FOLDERS, STATIONERY, etc., and other matter 
having general circulation. These may be utilized to carry some 
catchy line or cautionary notice. ; 

15. Any other means which may be peculiar to an installa- 
tion and which serve to educate personnel to become .security-conscious 
may be utilized. • r 



V. Areas Surrounding Installations 

A. Having thoroughly covered the project installation, the 
security educational program may be carried into nearby communities, 
towns and cities. The approach in these outside cpntacts surrounding 
a project or other important installation, should. be .made through the 
Service Command in .order to disassociate the vproject as the sponsor 
of specif ic requests, and thus check curiosity : on .-the part of : those 
.whose services are enlisted. \ • 



»» £ — 



' 1.- ...The cooperation of such organizations may be 
solicited: ; ■ : . . ; „ ; . .. ; ,, 

a. Chamber of Cofnaercer responsible persons 
therein may be interviewed and their co- 
operation secured to circulate and post 
posters, cartoons and other educational 
notices in. business houses, public 
gathering places'- and public conveyances, 
.'• etc.. 

: .'b. ''Newspapers in neighboring communities may 

be ' furnished lead stories, cartoons, etc., • 
. all on the theme of ; 'zip your lip - don't 
discuss military or defense matters., the 
enemy wants to know what you know." 

• c. Local radio, st-ations may ' broadcast appro- 
priate spot announcements', etc., "here's 
a message from' — (the commanding 
general of the service command) ,. we are 
; • at war , keep military or other- defense 

? information out of your conversation;" 

or "we' are at war, don't discuss defense, 
• ' . industries or other military matters with 

■ • . ' anyone .. :t They may- also put on .local 

dramatizations bh the effects of leakages- 
of information. The Office of I7ar Inf oriia"- ' w 
'.'• •• tion has done considerable work in # this 
respect ; appropriate items maybe- suggested 
to this office for 'transmission ■ to that .-. 
Agency.. 

- '" " ''•' - d. The services- of regional ' of f ices of t^a 

American Legion, the D.A.R. , the U.S. (>..-,, 
etc". , may possibly be enlisted in dissemina- 
ting a security educational program appropri- 
ate to their areas.. 

B,. Summary: , • 

l Y ■" An' enterprising' 3e'curity educational Agent will, 

capitalize on his knowledge, of ' the installation,, its- environs and the 
constituency to develop, other pertinent suggestions. The aim is 
clear: it is to vivify 'the .need -for being security-wise arid to build 
the habit of alertness by constant repetition, using a. variety of 
appeal. Ingenuity is valuable. As alertness increases, the work of 
the enemy agent is made progressively difficult; he must then come 
out in the open; he must interrogate persistently; must try to ob- 
serve; consequently, all those who are apparently unauthorized to 
seek information will be reported. 
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VI i Precautions 




A. Concurrent with the instructive talk and the publicity 
follow-up, various precautionary measures may be instituted. These 
maybe summed up as follows! 

1. Check the efficiency of the nlah frequently and main- 
tain recurrent inspections td assure compliance* 

2. Maintain a list of contacts which will report 
criticisms of the educational talk or other phases of the program, so 
that appropriate remedial action can be guided accordingly. 

3. Undertake a survey especially in sections of the 
installation handling or having- access to classified papers on the 
status of security in connection therewith. Appended hereto is a 
sample list of questions which may be 
security in such places (Exhibit G) . 



used to test the adequacy of 



4. If outside sources seek to purchase products produced 
under contract with the Manhattan Engineer District or destined for 
this District, see that all inquiries from such outside sources with- 
out revealing the present activities of the company will be forwarded 
to the District Engineer., Attention of the District Intelligence 
Officer. 



5-. Devote special attention to the Security Educational 
Program as it affects youn;; personnel. There are a number of young 
college and graduate students engaged in classified work which in- 
volves traveling and visiting experimental laboratories. Upon employ- 
ment the3>- will be exposed to the various phases of the Security Pro- 
gram. Prior to departure from a home station, care should be taken 
to see that they have reviewed pertinent sections of literature on the 
subject (AR 3e0-5, VJD Training Circular 99, 1942. A Personal Message 
from General Marshall and Admiral King, etc.), have been again alerted 
to inquiries from unauthorized personnel and cautioned against dis- 
cussing any matter pertaining to their work in public places or con- 
veyances-. 

6, Maintain an inventory of Security Violations and the 
action taken with respect thereto. Similarly, for any violations of 
Censorship. A list of rumors concerning the project or the work of : 
contractors fgr the project is valuable. All these serve as a guide 
in laying plans for future security educational measures. 



For the District Engineer: 




H. K. CALVERT 
Captain, Corps of Engineers, 
District Intelligence Officer. 
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MMHATTAlf DISTRICT HISTORY 
BOOK I — OEJTEBAL 
VQhXm 14 - IMTiLUCtSCE k SECCRITY 
APFEKDIX 

«18CELLAWE0T?f> • FOtMS, MANUALS, 'ETC. 



Bo. 



1. i*or«onaol ftoowity Qutatlonnalro, 

8. Personal History fitatoasnt for Saployoos ©a iatioml 

Esfonss Contracts. 
8. Declarations of Seereoy, forms A, B, and C. 

4. Tisiter Foralt. Manhattan Btof laser Elstrlot. 

6. Proteoti^e Seeurity Maaaal, dated 1 foBrmu»y IMS* 

6. 1© Pamphlet to. 52-1, *Ple»t Froteotlea for Manufacturers" , 

dated 1 Vay IMS. 

7. Security torvoy Report, Manhattan Engineer District, 
ft. Arnty Be gelations Io« SBO-S # Safeguarding Military 

Xaforaatlen, dated 16 Maren 1044. 



UNITED STATES OF AMERICA* * * * FERSONNEL'"SECUFJTi QUESTIONNAIRE 



.a. 

□ 

3 

□ 

C 

□ 

D 

□ 

E 

□ 

F 

□ 

G 

□ 

H 

□ 

X 

□ 



(U. 3. Goverrxaent Bureau requesting) 
(Agency or company employing) 



(Address) 



(Date) 



(A'id-er,s) 





(Da not use this space) 


(Description of duties of employee) 


(Laut name) (First name) (Middle name) 


(Alias) 




(rrejent address) (Street) (City) 


„ (State) 


(Dito) 


(Last ijiwicja address) (Street) (City) 


(State) 








(Service Command number) 


(Flace of birth) (Date) 


(Social Security No.) 


R.n s. □ 


'(.Citizenship) (If li^turaliaej, give place, date, and number of certificate) 


(Alien registration number) 





(Sex) (Color) (Height) (Weight) 

10. Relatives: (List following members of far.iily, even though deceased.) 



(Color cf hair) 



(Color of eyes) (Marital status) 



Relation 


j 

N.mib in Full 


Address 


Couktby 
Where Bonn 


CITIZENSHIP 


Father: 
Mother: 
Spouse: 
Children: 










Parents- 
in-law : 

Brothers 
and 

sisters: 











3 
3 
8 

if 
** 

o 
S 

« 



11. Education: High School or College. (Name last attended only.) 
School Address Date: From 

12. Military Service: Date: From to 

13. Employment: (Account for all time from 1935 to date.) Show present position first. 



to. 



Country . 



Name or EurLOYF.a 



□ 

2 

□ 

3 

□ 
□ 

5 

□ 
U 

'7 

□ 

8 

□ 



Street Address 



City and Etatb 



DATS 



From — To— 



14. Membership in organizations: (List all organizations of which you are or have been a member sine; 1G30.) 



Nams 


Characters 


AT-31-SS3 


Years Member 











IS. Foreign countries visited since 1930: (If foreign born show date and port of first entry here: 






Fofeion Countries Visited Since 1930 


Left (U. 3. A.) 


Returned (U. S. A.) 


En .'.sons fob Visit 



u 

□ 

□ 

F 

□ 

G 

□ 

H 

□ 

I 

□ 



(Place of birth) 



(Social Security No.) 



R.n s. □ 



'(.Citizenship) (If naturalise i, c;iY£: place, date, and number c*. certincatii) (Alien registration number) [ 



(Sex) (Color) (Height) (Woisht) 

10. Relatives: (List following members of fz.zr.ly, even though deceased.) 



(Color cf hair) 



(Color of eye3) (Marital status) 



Relation 



Father: 
Mother: 
Spouse: 
Children: 



Parents- 
in-law: 

Brothers 
and 

sisters : 



N/.ME iN FULL 



AD0RE33 



Country 
V/HE3E Born 



CITIZEN3HIP 



5 

o 

a 
o 

a 



11. Education: High School or College. (Name last attended only.) 

School - — Address Date: From 

12. Military Service: Date: From to 

13. Employment : (Account for all time from 1935 to date.) Show present position first. 



to. 



Country . 



Name of Employes 



□ 

2 

□ 

3 

□ 
□ 

■5 

□ 

u 

7 

□ 

S 

n 

9 

□ 

10 

□ 

c 

J 

MDW 

□ 
□ 

c. c. 

□ 

Br. 

n 



Street Address 



City and Stats 



Dats 



From — To— 



14. Membership in organizations : (List all organizations of which you are or have been a member since- 1330.) 



Name 


Chahactes 


AEDE3S3 


Years Member 











15. Foreign countries visited since 1930: (If foreign born show date and port of first entry here: _■) 



FoHEiaN Countries Visited Since 1930 


Left (U. 3. A.) 


Returned (U. S. A.) 


Reasons ros Visit 











13. KefereMC3: (Give names of three responsible citizeiis, not relatives or employers, who have known you the past 10 years.) 



Name 


Residence Address 


Occupation 









Ybaes ICnov/'>; 



17. 



(Signature and title of approving authority) 
W. n., p. M. a . O.-I. JO. Form Wo. 58 (.Approved September 25, 1942) 



18. 



(Usual signature or mark of employee) 



UNITED STATES OF AMERICA * * * PERSONNEL SECURITY QUESTIONNAIRE ^ 



□ 

B 

□ 

C 

□ 

D 

□ 

E 

□ 

F 

□ 

G 

□ 

H 

□ 

I 

□ 



1. 

2. 
3. 

4. 
5. 
6. . 
7. . 
8. 



(U. S. Government Bureau requesting) 
(Agency or company employing) 



(Address) 



(Oate) 



(Address) 



(Description of duties of employee) 
(Last name) (First name) (Middle name) 

(Present address)" (Street) ~" " "(City)" " 

(Last previous address) (Street) (City) 

(Place of birth) "(Date)"" " 



(Alias) 
(State) 
. (State) 
(Social Security No.) 

'(.Citizenship) (If naturalized, give place, date, and number of certificate) (Alien registration number) 



(J)o not use this space) 
(Daw) 

(Service Command numbe;) 

R.n s. □ 



(Sex) (Color) (Height) (Weight) 

10. Relatives: (List following members of family, even though deceased.) 



(Color of hair) 



(Color of eyes) (Marital status) 



Relation 


Name in Full 


Address 


Country 
Whrke Boiin 


Citizenship 


Father: 
Mother: 
Spouse: 
Children: 










Parents- 
in-law: 

Brothers 
and 

sisters : 











S 



11. Education: High School or College. (Name last attended only.) 
School Address 



Date: From to 



12. Military Service: Date: From to 

13. Employment : (Account for all time from 1935 to date.) Show present position first. 



Country . 



Name of Employer 



□ 
□ 

3 

□ 

4 

□ 

5 

□ 

u 

7 

□ 

8 

□ 



Street Address 



City and State 



Date 



From — To— 



14. Membership in organizations: (List all organizations of which you are or have been a member since 1930.) 



Name 


Character 


Address 


Yearm Mbmbeh 


1 








15. Foreign countries visited since 1930: (If foreign born show date and port of first entry here: 







Foreign Countries Visited Since 1980 


Left (U. S. A.) 


Returned (U. S. A.) 


Kea?.cns fob Visit 



u 

□ 

a 

G 

□ 
□ 
□ 



a 



3 
3 
S 
6 



1 

□ 

2 

□ 
□ 

4 

□ 

5 

□ 

7 

□ 

8 

□ 
□ 

10 

□ 

J 

MDW 

□ 
□ 

c. c. 

□ 

Br. 

□ 



V-trtace ox Dirtn; 



toocitu oecurity x\o.; 



'(.Citizenship) (If naturalized, give place, date* and number of certificate) 



(Sex) (Color) (Height) (Weight) 

10. Relatives: (List following members of family, even though deceased.) 



(Alien registration number) 

(Color of hair) 



(Color of eyes) 



(Marital status) 



Relation 


Name jn Full 


Address 


Country 
Where Born 


Citizenship 


Father: 
Mother: 
Spouse: 
Children: 










Parents- 
in-law : 

Brothers 
and 

sisters: 











11. Education: High School or College. (Name last attended only.) 
School Address 



— Date: From 



to 



12. Military Service: Date: From to 

13. Employment : (Account for all time from 1935 to date.) Show present position first. 



Country . 



Name op Employer 



Street Address 



City and State 



DaT3 



From — To — • 



14. Membership in organizations: (List all organizations of which you are or have been a member since 1930.) 



Naiib 


Character 


ADDRESS 


Yisars Member 











15. Foreign countries visited since 1930: (If foreign born show date and port of first entry here: 



Foreign Countries Visited Since 1930 


Left (U. S. A.) 


Returned (U. S. A.) 


Reasons rou Visit 











16. References: (Give names of three responsible citizens, not relatives or employers, who have known you the past 10 years.) 



Name 


Residence Address 


Occupation 


Yeaks Knov.'.-i 





















(jisnature and title of approving authority) 
W. J)., P. M. Q. O.-I. D. Form No. 58 (Approved September 25, 1942) 



18—31313-3 



(Usual signature or mark of eins.loycc) 

Bureau or ins Budge* Na. •<< -RCX - 



UNiTED STATES OF AMERICA PERSONNEL SECURITY QUESTIONNAIRE 



□ 

3 

□ 

C 

□ 
□ 
□ 

P 

□ 

G 

□ 

H 

□ 
□ 



i l, 
2. 

3. 
4. 



(U. S. Government Bureau requesting) 
(Agency or company employing) 



(Address) 



(Kate) 



(Address) 



9. 
10. 



(Description of duties of employee) 


(Do not use this space) 


(I..">:t r.ame) (First name) (Middle name) (Alias) 
Wsemsx address)" (Street) " " (City) (State) 

(L-.^; jjreticus address) (Street) (City) (State) 


(Data) 


(Service Command number) 

R.n s. □ 


(i'iace of birth) (Date) (Social Security Ko.) 


'(.Citizenship) (If naturalized, five place, dute, and number of certificate) (Alien registration number) 



(Sex) (Color) (Height) (Weight) 

Relatives: (List following members of family, even though deceased.) 



( Color of hair) 



(Color of eyes) (Marital status) 



RELATION 


Name in Full 


ALSKE3S 


Country 
Where Born 


Citizenship 


Father: 
Mother: 
Spouse: 
Children: 










Parents- 
in-law: 

Brothers- 

Gild 

sisters : 











11. Education: High School or College. (Name last attended only.) 

School Address 

.12. Military Service: Date: From to 

13. Employment : (Account for all time from 1935 to date.) Show present position first. 



Date: From to . 



Country . 



Nasis of Employes 



□ 

2 

□ 

3 

□ 

4 

□ 

■ 1 

□ 
U 

7 

□ 

3 

□ 



Street Address 



City and States 



Date! 



From — To— 



14. Membership in organizations: (List all organizations of which you are or have been a member since 1930.) 



Najib 


Characteb 


ADD!'£S8 


Years Mmiber 











, _____ ^ — — — — — __ 

15. Foreign countries visited since 1930: (If foreign born show date and port of first entry here: 






-) 


Fcreicn Countries Visited Sinch 1930 


Left (U. 3. A.) 


Returned (U. S. A.) 


,'i?.-»ajon3 fob Visit 



□ 

p 

□ 
□ 

□ 
□ 



'(.Citizenship) y-at iiuli/.( d, givz place, duto, and number «-*f certificate) (Allen rcgiat.rat.ion number) 



(Sex) (Color) (Hsiaht) (Weisht) (Color of hair) (Color of eyes) (Marital status) 

10. Relatives: (List folk-win g ambers of family, tven though deceased.) 



"ELATIOK 


N.» me in Full 


A^SRESS 


Country 
Where Born 


Citizenship 


Father : 
Mother: 
Spouse: 
Children: 










Parents- 
in-law: 

Brothers- 
arid 

sisters : 











11. Education: High School or College. (Name last attended only.) 

School Address Date: From 

12. Military Service: Date: From to 

13. Employment: (Account for all time from 1935 to date.) Show present position first. 



to 



Country . 



Naus op Employes 



□ 

2 

□ 

3 

□ 

4 

□ 

5 

□ 
U 

7 

□ 

3 

□ 

9 

□ 

10 

P 

J 

MDW 

□ 
□ 

c. c. 

□ 



Street Address 



City and State 



Dath 



From — To — 



14. Membership in organizations: (List all organizations of which you are or have been a member since 1930.) 



Namb 


Character 


Address 


Years Member 











15. Foreign countries visitod since 1930: (If foreign born show date and port of first entry here: .-) 



Foreign Countries Visited Sinct 1930 


Left (U. 3. A.) 


Retubned (U. S. A.) 


22A30NS fob Visit 











1'5. References: (Give names of three responsible citizens, not relatives or employers, who have known you the past 10 years.) 



Nahb 


Residence Address 


Occupation 


Years Known 










1.7, 




18. 







(il'.znature and title of approving authority) 
W. »., I\ SI. a. C.-I. D. Form No. 38 (Approved September 25, 1942) 



16—31313-2 



( Urual signature or mark of employee) 



Bureau or ins Budget No. 49-K038-42 
Approval expires Dec 31, 1941 



UNITED STATES OF AMERICA * * * PERSONNEL SECURITY QUESTIONNAIRE 



(U. 3. Government Bureau requesting) 



(Address) 



(Date) 



(Agency or company employing) 



(Address) 



□ 

n ^ 
c 

□ 
□ 

E 

□ 

F 

□ 

G 

□ 

H 

□ 

I 

□ 



JO 

13 



3 
S 



a 



□ 

2 

□ 
□ 

i 

□ 
□ 

u 

7 

□ 

3 

□ 





(Do not use this space) 


(Description of duties of employee) 


tiidst iianKj (rirst namej (Middle name} (Anas/ 


(Present address) (Street) (City) (State) 
(Last previous address) (Street) (City) (State) 


(Bate) 


(Service Command number) 

r.q s. □ 


(Place of birth) (Date) (Social Security No.) 


'(Citizenship) (If naturalized, ijive place, date, and number of certificate) (Alien registration number) 



(Sex) (Color) (Height) (Weight) 

10. Relatives: (List following members of family, even though deceased,) 



(Color of hair) i 



(Color of eyes) (Marital status) 



Relation 


Name in Full 


Address 


Country 
Where Born 


Citizenship 


Father: 
Mother: 
Spouse: 
Children: 










Parents- 
in-law : 

Brothers 
and 

sisters: 











11. Education: High School or College. (Name last attended only.) 
School Address Date: From 

12. Military Service: Date: From to 



to. 



Country . 



13. Employment : (Account for all time from 1935 to date.) Show present position first. 



Name op Employer 



Street Address 



City and Stats 



DATS 



From — To — 



11. Membership in organizations: (List all organizations of which yoa are or have been a member since 1930.) 



NAilES 


Character 


Address 


Years Member 











15. Foreign countries visited since 1930: (If foreign born show date and port of first entry here: 




-) 


Foreign Countries Visited Since 1930 Left (U. S. A.) Iretubned (U. S. A.)| 


Reasons for Visit 





□ 



I 



□ 

a 

□ 
□ 



m 

3 



9 - -- ^ ..... 

(Sex) (Color) (Height) (Weight) 

10. Relatives: (List following members of family, even though deceased.) 



(Color of h^ir) r 



(Color ot eyes) (Marital status) 



Relation 



Father: 
Mothers 
Spouse: 
Children: 



Parents- 
in-law : 

Brothers 
and 

sisters : 



Name in Full 



Address 



Country 
Where Born 



Citizenship 



11. Education: High School or College. (Name last attended only.) 
School Address 



Date: From 



to 



12. Military Service: Date: From to 

13. Employment : (Account for all time from 1935 to date.) Show present position first. 



Country .... 



s 
o 

a 



Name of Employee 



j. 

□ 

2 

□ 

3 

□ 

4 

□ 

5 

□ 

u 

7 

□ 

S 

□ 

9 

□ 

10 

□ 

woe 

J 

MDW 

□ 
□ 

c. c. 

□ 
□ 



Street Address 



City and State 



Date 



From— 



14. Membership in organizations: (List all organizations of which you are or have been a member since 1930.) 



Name 


Character 


Address 


Years Member 











15. Foreign countries visited since 1930: (If foreign born show date and port of first entry here: _ _..._) 



Foreign Countries Visited Since 19S0 


Left (U. S. A.) 


Retubned (U. S. A.) 


Reasons for Visit 











15. References: (Give names of three responsible citizens, not relatives or employers, who have known you the past 10 years.) 



Name 


Residence Address 


Occupation 


Years Known 










17. 






18. ... 









(Signature and title of approving authority) 
W. r>., i?. M. O. O.-I. D. J?orm No. 68 (Approved September 25, 1942) 



(Usual signature or mark of employee) 



Bureau of the Budget No. 19-8036-4; 
Approval expires Deo. 31, 1944 
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Personal History Statement 
for 

Employees on National Defense Contracts 

(Every question must be answered. If the answer is "no" or 
"none," so state. If exact answer is not known, answer according 
to your best knowledge and belief) 



Office of Employment- 



DATE- 



(-Name of Off ice ) 



(Room, building) 

Your position, giving duties (be specific )- 



(Street, city, state) 



(Telephone No.) 



I have (will have) (have not) (will not have) " access to confidential matters in this position. 

i. Identification 



Mam. 

Male* Singi- 
Female Divi. 



(Last name) 



(First name) 



(Middle name) 



(Alias) 



(Knee) 

c. Height- 



Wear glasses. 



(Nationality) (Maiden surname, if a married woman) 

-Weight. . Color of eyes Color of hair- 



-Complexion- 



(Yes or No) 

Scars or distinguishing marks on face or hands- 
d. State any known physical defects or diseases 



2. Birth and Nationality 



(Month, day, year of birth) 



(Place of birth — city and state) 



(County seat of county in which you were born (if born in the United States) 

c. If foreign born, give the following information: 
Date of arrival in the United States. 



(Month) 



(Day) 



(Year) 



Name of ship and port of entry- 
Alien Registration Number 



Naturalization papers obtained: 

Declaration of Intention (First papers). 



(Date, name and address of court, and 



name of person to whom declaration was issued) 

Certificate of Naturalization (final papers). 



( Number, date, name and address of court, and name 



of person tc whom certificate was issued) 

If above papers were not issued to you, the above named holder is_ 



3. Addresses 

a. Present residence address- 



(Numbe: ] 



(R. F. D. or Street) 



(Relationship) 



(City or town) 



(State) (Telephone) 

b. Previous residence addresses in the last 10 years: 

R. F. D. or Street 



Number 



Date (From) 



City or Town 



State 



Date 

From: 



To: 



•Strike oat words not applicable 



C2. 



c. State your whereabouts and activities daring the period 1914 — 1918, inclusive: 



Legal voting residence: 



(Number) (R. F. D. or Street) (City or Town) (State) (Telephone) 



(County) (Congressional District) 

Family Data 
a. Father 



(Name) 


(Present address — Street— City — State) 




(Occupation daring major part of life) 


(Born: Date— City— State) 




(Nationality) 


(If naturalized, when and where) 




Deceased? Tf yes, 






(Yea or No) 


(Date and place of death) 




Mother 






Name) 


(Present address — Street — City — State) 




(Occupation during major part of life) 


(Born : Date — City— State) 




(Nationality) 


(If naturalized, when and where) 




Deceased? . Tf yes, 






(Yes or No) 

Present Spouse 


(Date and place of death) 




(Date of marriage) 


(City) (State) 




(Name) 


(If wife, give maiden name) (Address) 




(If employed, give name and addreu of employer) 


(Born : Date — City — State) 


(Nationality) 




(If naturalized, when and where) 






Previous Spouse 






(Name) 


(Date of Divorce or Decease) 




(Date of Birth) 


(Place of birth) 




(Present Occupation) 


(Employer) 





e. Children 

Name Born: Date— City— State 



f. Brothers and Sisters 

Employed Located at 

Name Born: Date— City— State by City— SUte 



g. List dependents (Other than Spouse and Children above) 

^•w Address A«s Relationship 



h. Do you have any relatives (to and including first cousins) who are not citizens of the United States, or who reside 
within the jurisdiction of any foreign government? 

(Yea or No) 

If yes. 

Name Relationship As* Nationality Residence 



5. Education 



Common School 1234567 8* 
Grade Schools Attended: 

Nam* Location Data* (la rears only) 



High School 12 3 4* 
High Schools attended: 

Nam* Location Data* (In years only) 



Graduated ? Date of graduation High School from which graduated 

(Yea or No) 

c. Business School 1 2 3 4* 

Business Colleges attended: ' 

Name Location Date* (in year* only) 



d. College 1 2 3 4* Give here the details of your college education: 

Dates of Attend- Semester 

once (Month and Year) Honrs Credit Major Degree and Date 

Name and Location of Collate From To Received Subject Conferred 



e. Graduate or Professional School 1 2 3 4* 

Dat*s of Attend- Semester Decree and Data 

ance (Month and Year) Honrs Credit Major Conferred 

Name and Location of College From To Receired Subject 



•Draw circle around number indicating; years completed. 



f. List names of any scholastic, honorary, or professional fraternities or societies of which you are a member: 



g. List the foreign languages which you know. 

Do yon apeak Do you write Do yon tranalate Hew did yea lata 

Lanc-afe it fluently? it welir it accurately? thia ability r 



6. a. State what foreign countries you have visited or lived in since 1933. 

Nam* of country Viaited Lived In Dates Giro reaaon why yea were ia foretgB c— S ta y 

I 



b. Were you ever in the United States Army, Navy, Marine Corp, Coast Guard or National Guard ?_ 



(Taa or No) 

If yes, which one? . 

If yes, give organization, dates of service, and name of Commanding Officer: 



c. What (is, was) * the highest rank held ?_ 



d. Have you ever been in the civil or armed services of any foreign government?. 



(Yea or No) 

If yes, give particulars 



e. List all clubs, societies, trade unions, associations, religious affiliations or any type of organization with which 
you have been connected in any way whatever. (Give addresses, nature of organization, and indicate whether 
you are now connected with such organization.) 



7. Personal 

a. Are you entirely dependent on your salary? If not, what other sources of income have you! 

(Yea or No) 



'Strike out word* not applicable. 



b. Credit References. (List three) 



Bank accounts are maintained at the following Oncluie Building & Loan, Postal Savings, etc.) 
Name of Instltntioa City SUU 



d. Social Security Number 

e. Have yon ever been arrested, or summoned into court as a defendant or indicted, or convicted, or fined, or 
imprisoned, or placed on probation, or has any case against you been filed, or have you ever been ordered to deposit 

collateral for alleged breach or violation of law or police regulation or ordinance whatsoever, with the exception 
of traffic violation? 



(Yes or No) 



If yes, describe: 
1. Civil 

Nature of proceeding 



City 



SUU 



Criminal 

Choree 



Date 



City 



3Ut< 



Law enforcement 
agency involved 



Penalty 
Imposed 



f. Have you ever been fingerprinted? . Tf yes, give details: 

,Yes or No) 



Date 



City and °*ite 



Name of agency taking fingerprints 



Reason 



8. Employment 



Experience: In the following spaces, give a complete record of all employment you have had during the past 
10 years, including Government employment and miltary service, and accounting for all periods of unemployment. 
Begin with your present or last position and work back. 



Dates of Employ- 
ment (Me. and Yr.) 



Name, complete address, nature of 
business of employer, name of 
supervisor. (If unemployed give 
own address at that time) 



Lowest, highest and 
last salary per an- 
num in each posi- 
tion 



Name of position, description of 
duties, reason for tearing. (If em- 
ployed by Government, state last 
efficiency rating) 



Prom 
1 


Name 












To 


Address 












From 


Name 


























To 


Address 












From 

a 


Name 












To 


Address 












From 
4 


Name 












To 


Address 












7 rom 


Name 



























To 



Address 



b. Do you hold ft Civil Service Status? If no, what. 

(Yes or No) 



9. Character References (other than relatives or employers) 



List Five. 

Fall Naau Pall Addreu Occupation 



I CERTIFY that the foregoing answers are cprrect to the best of my knowledge and belief. (Any 
false statement is sufficient cause for rejection of application or dismissal after appointment.) Further- 
more, I will not divulge nor disclose any secret or confidential information that I may acquire by reason 
of my employment unless authorized by proper authority. 



Date. 



(Name as usually written) 



Declaration of Secrecy "A" 
Designed for Execution by all Physicists, Chemists, 
and other Employees of Similar Professional or 
Scientific Caliber 



In consideration of the vital interest which the United States of 
America has in the successful and expeditious completion of the work 
being carried on here at : 

I hereby state, without mental reservation, that I bear true faith 
and allegiance exclusively to the United States of America, that I have 
in the past and will in the future secure to the Government of the Un- 
ited States of America the sole benefit of any developments here made, 
to the exclusion of any other oountry, company, party, organization, or 
person, whomsoever. Upon the truth of this statement I stake my personal 
and scientific reputation* 

Recognizing the importance of safeguarding all matters pertaining to 
this and to related work, I state that no printed matter, drawings, memo- 
randa, notes, pieces of equipment, or any other records or materials of 
any kind whatsoever have been or will be taken or utilized by me for other 
than official purposes - and then only in accordance with the established 

rules, from the _^___ <>i , or from any office, shop, or 

laboratory connected or associated therewith. 

I further state that any and all knowledge of the work or activity 

of the or whereabouts of any allied work 

Which has been or will be acquired by me, has been and will be considered 
as classified information and has not been or will not. be used for dis- 
cussion, correspondence, communication or reference with any person or 
persons not authorized to receive such information. 

That I understand should I either intentionally, or through gross 
negligence, permit any unauthorized person to obtain classified informa- 
tion regarding this project I will have then violated the Provisions of 
the National Espionage .Act and will be subject to punishment thereunder 
by imprisonment for not more than ten years, or fined not more than 
$10,000. 



Witness Signature upon Entry on Duty 



Date Signature upon Separation from 

Employment . 

Witness 



mum 



Declaration of Seorecy "B" 
Designed for Execution by all TSmployees Having Access 
to Classified Information other than Scientific Personnel 



I hereby state, without any mental reservation whatsoever, that I 
bear true faith and allegiance exclusively to the United States of 
America and that I have in the past and will in the future secure to the 
Government of the United States of Amorica the sole benefit of any in- 
formation I have to the exclusion of nil other countries. 

That I havq not, or will not in the future, take or utilize any 
printed matter, drawings, memoranda, notes, pieces of equipment or any 

other records, or materials of any kind whatsoever, from 

other than for official purposes and then only in ac- 
cordance with the established ruled of • 



That any and all knowledge of tho work or activity of 

, cr whereabouts of any. of its -installations or allied 

projects which has boon, or will bo acquired by me, will be considered 
as Classified Information and his not boon or will not bo used for dis- 
cussion, correspondence, or communication with any person or parsons 
not authorized to receive suoh information. 

That I understand should I either intentionally, or through gross 
negligence, permit any unauthorized person to obtain Classified Informa- 
tion regarding this project I will have then violated the Provisions of 
the National Espionage Act and will bo subject to punishment thereunder 
by imprisonment for not more than ken years, cr fined not moro than 
£ 10, 000. 



Witness Signature upon Entry on Duty 



Date Signature upon Separation from 

Employment . 



Witn 



ess 



bote 



DECLARATION "C" 

(Designed for all employees not having access to classified information.) 

I, , do solemnly swears 

That I understand if I am entrusted with any document, blue 
print, plan, map, or information relating to the National Defense and 
should I, either intentionally or through gross negligence, permit an 
unauthorized person to obtain such, I will then have violated the pro- 
visions of the National Espionage Act and will be subject to punishment 
thereunder by imprisonment of not more than ten years or fined not more 
than $10,000; further, 

I understand should I deliberately injure, interfere, or ob- 
struct the National Defense of the United States by injuring or destroy- 
ing National Defense material, property, or utility, I will have then 
violated the Federal Sabotage Act and will be subject to punishment 
thereunder by imprisonment for not mora than ten years or fined not 
more than $10,000; further, 

That I will not take or use any printed matter, drawings, 
memoranda, specifications, maps, pieces of equipment or other recrods 
of materials of any kind, whatsoever, fro m , other 

than for official purposes and then only in accordance with established 
rules of . 



Witness Signature 



Date 



□ Citizen ""^O-aH F 1 1) E X T I A L 



I 1 Alien ■' r " " 

(check one) VISITOR PERMIT 

MANHATTAN ENGINEER DISTRICT 

(see reverse side for instructions) 



Visitor- 



Representing- 



Unit to be visited. 



Person to he contacted- 
Purpose of visit 



(state limitations) 



Date and duration of visit- 
Means of Identification 



(signature of visitor) 

"I certify that the required clearance forms have been submitted to the Manhattan 
Engineer District by the visitor named above and that no restrictions have been placed 
on his employment." 



(signature of supervisor) 



Approved by_ 



(Area Engineer or other officer responsible for the 
unit from which the request is initiated) 



Permit issued by_ 



(Area Engineer or other officer responsible for the unit to be visited) 

"This document contains information affecting the National Defense of the United 
States within the meaning of the Espionage Act 50 U.S. C, 31 and 32. Its transmission 
or the revelation of its contents in any manner to an unauthorized person is prohibited 
by law." 



(Submit in triplicate) 
(1) 

BESTIAL - 



04. 
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RESTRICTED 



FOREWORD 



- The purpose of this manual is to provide a 

statement of District policy regarding Protective Security 
procedures,, establish basic' rules, and present an outline 
of basic reouir-eraerits' for tHe guidance of contractors and 
Area, offices 'of the Manhattan District, and others eng.ag3d 
on "th'i*s project/ in establishing an adequate security program. 

• ■ • This manual has been prepared by the rro- 

fective Secy.ir.ity Section of the Manhattan District based on 
.conditions existing in -January, 19^3 Hapidly. changing con- 
ditions nag, require modification of th-ese instructions and 
procedure's at "unpredictable times -in the near or distant 
future. • ■ 1 ■ 



Nothing in -these instructions- shall be con- 
strued -to detract from the authority of an authorized 

' 'representative of this office, if such representative is, or 
should -be, .assigned to any. of the organizations -receiving 

, this .manual to .assume , control of the Protective Security 
program.. Such representative may effect such amendments 
to these instructions, as he-.-may deem necessary to properly 
discharge his responsibilities in this regard. 
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SECTION I - INTRODUCTION 

1-01. Purgose.-- "Successful completion of the project at 
the earliest practicable -date is ' our basic mission, and accomplishment of 
this .will be assured by zealous : 'diligence / coordinated teamwork, and plan- 
ned security through careful forethought. The objective of Protective Se- 
curity is to establish and maintain the securit}' of classified project in- 
formation and to prevent interruption and ' delay in" the work as a result of 
espionage, sabotage, and inherent hazards such as fire and accident. 

1-02, Responsibility for Security . - The commanding: officer 
or civilian in charge of each organization, engaged on. this project is re- 
sponsible for adequately maintaining the security of ; his establishment. Each 
private individual, firm, corporation, or institution engaged on this project 
has sortsin rosponsibiliti^r rnXh rpppect. to the sficu^ity- ,of the project 
which are expressed by the following quotation from Army Regulations 3£0«*5, 
as amended September 28, 1942: 

"54a. A private individual, firm, or corporation which 
enters into a contract, to engage in technical work for the... War Depart- 
ment becomes responsible in matters within his or its control ; for the 
safeguarding of all secret, confidential, or restricted matters that 
may be disclosed -or - that .may be developed dji':conn;ecti^^thefewith, A 
clause to this . effect will be included in such a contract/ but ..its 
omission .f/ili hot release the- Contractor from his responsibilities 
under the Espionage 'Act; and other pertinent laws. ' ■ ' <-:■!■■:, 

"•54-b, Contractors are responsible that all classified ; . 
projects allotted to subcontractors or agents are fully protected by 
a similar agreement." 

1-03. Definition of Security Responsibilities . - The 
safeguarding of a classified project in a broad sense takes cognizance 
of all factors, internal and external , -which are potentially capable of 
adversely effecting the national interests or the accomplishment of the 
stated objective, and involves the ' following security elements: 

Selection and Clearance of Personnel. 

Visitor Control. - : - ; ; 

Safeguarding Classified Information, 

Plant ^Protection, : 

« 

Plant Safety. 

1-04, Appointment of Security Agent . - To properly implement 
such a program and effectively fulfill the obligations and responsibilities 
of each organization with respect to the security of the project, it is re- 
quired that a capable executive, who will be referred to hereafter as the 
Security Agent, be designated to assume full charge of the installation and 
maintenance of the security system. Since each organization or establish- 
ment is in a sense unique and differs in many respects from all other con- 
cerns, even from those in similar fields of activity, the first and most 
important problem of the Security Agent is the development of a seturity pro- 
gram for his organization within the framework of the follov^ing outlined, 
procedures and principles, 

-1- 




Security XawS*U£ELu» -^SECTION II - SELECTION aUD CLEhRaNCE OF PERSONNEL 

2-01. General . - Since classified information may be dis- 
~ closed to none but loyal and. trustworthy persons, some selective systei 
must be adopted, which will,., within limits of ' reasonable accuracy, assu: 
the employment or assignment to classified duties of none but, persons 
of demonstrated loyalty and trustworthiness and the rejection or elim- 
ination from the project of those who are even potentially disloyal, 
"disaffected, pr subversive] ' or- who lack the maturity ..of character and 
discretion necessary to. assure the integrity of classified information 
disclosed to them. Therefore,' contractors performing- work under the 
jurisdiction of the Manhattan District are required to comply with. " 
•the procedure outlined in this section for the selection and clearance- 
of all employees assigned to this project*. 

.. whose loyalty "I^di S^ l^ed 
on this project in positions involving knowledge *6f, or access to, 
classified project information. The. consideration of aliens for em- 
ployment, regardless of their nationality, is definitely discouraged, 
" and under no circumstances- shall an alien be employed in any posi- 
tion whicla necessitates his .■ having,. Knowledge- of, or access to, classi- 
fied information, without- -the prior approval in writing of the -Secre- 
tary of War and the District Engineer.' United States citizenship 
should oe included as a basic requirement for' all persons prior to 
showing them- any consideration as prospective employees, and all per- 
sons presenting- themselves, as citizens shall be required to produce 
conclusive evidence in one of the forms listed -in ;parag*aph. 2-04.- 

+ .' " " " - ... . ^-°3 ; Employment of Align*.. ( a ) Unusual Qualifica- 
tion^ approval; not be-; -granted- -for- the: employment of aliens 
regardless of natiooality, in positions ' inwivlnl ■ classified matters 

citizens. Prior to requesting approval for tiie employment of anv 

of^uSfiri T" 10 ?- theref ° re SHvallibTlity 

oi a qualified U S. citizen for the position to be filled If the 

' ^ fF^^ -11 
a request for the- approval of ' such employment SlonsilrSf ^ ^ 

approval for th^LpTofiPo? fn^fh? 8 !^ 8417 to request 
Appendix - Part a) shall be accomoSh^ -fl Questionnaire (see 

. to the District Engineer attp^?^ S ^ ?- extUplicate » and forwarded 
This form shall" be LeoSanio i ^ r ° tecfclve Sec »rity Officer. 

... and a letter outlinx^X^ data card 

.why it is essential tf Spi 0 y subh 2w° "S*"^ Sh ° Wing Particularly 
,. United States. Provided the necessS f than ' a citizen of. the 

initely established, the Sar DenIS^ + -.f 011 employmenfc is 
. Pedited consideration in Ls^on T ^ SpeCiaL and ex-" 

. employment of nationals ofthTun? <STF ^ appr ° Val of ^ 
Republics, and any --otter a]2ns ^ ^ and f riendly American 
. witAin - the • following c^orS 1 ^ Q W enem 7 aliens , who come • 
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Aliens who have servod in the -.rmed forces of the United 
States and hav3 been honorably discharged. . 

Aliens who have, or who have, had, members of their immediate 
family in the United States military service. 

'Aliens who have resided in the United States continuously 
' ' since 1916 without having returned to the country of origin 
within the last ten years. 

Aliens who have married persons who, at the time of marriage, 
were citizens of the United States, provided such alien's have 
resided in the United States continuously since 192)4 without 
having returned to the country of origin within the last ten 
years, • 

Aliens who have declared their intention to oecome citizens 
of the United' States and who had filed petitions for naturalization 
before December 7, 19iil. 

In interviewing a prospective alien employee, it is advisable to offer no 
definite encouragement regarding the possibility of his employment. A definite 
of fur of employment in a position involving classified matters should b© made 
only upon receipt of the written approval of Secretary of Tar and the District, 
Engineer. 

2-OU, ' Acceptable Evidence of Citizenship .- (a) Primary. - Preferably, 
proof of United States citizenship shall be established by presentation of 
one of the following documents: . . 

Certified copy of public record, showing date and place 
of birth. 

Certified copy of baptismal or other church record. made 
at the time of birth, or shortly after, showing date and 
place of birth. 

Naturalization certificate. - . " '. 

Honorable discharge certificate from the- Armed Forces of the • ; 
United States provided it does.- not bear, notation of alien " ' ,. 
status at time of discharge, • 

In cases where either of the first two documents mentioned above ar'o presented, 
a certified * or photostatic copy .of such document shall be retained in the 
employer's files. Pertinent information regarding naturalization or honorable 
discharge certifie d, when such documents are presented, must be incorporated 
with the individual's personnel record in the. form of a statement signed by 
a designated representative of the employer's Personnel Department. Such . 
statement shall clearly indicate that this representative has personally 
examined such document and shall include identification of the document pre- 
sented, exact name of individual as it appears on the document, certificate 
number, effective ctate, court or place of -issuance, dates of service, and 
similar pertinent information, 
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(b)' Secondary. - Individuals who aro unable to present any one 
of the documents listed in subparagraph (a) above, shall be reqiired to file 
with his employer a statement to that effect together with correspondence 
received in reply to inquiries therefor clearly indicating that a bona fide 
attempt has been made to secure? those documents normally available in similar 
cases. A. Declaration' of' Citizenship (see Appendix - Part A) signed by the 
applicant- to the effect that ho is a citizen of the United States shall then 
be acceptable for filing provided he can produce secondary evidence in one of 
the following forms: 

U. S. State Department Passport. 

A certified statement of two responsible citizens older 
than the subject who have knowledge of his citizenship 
• and can certify as to his place of birth. 

Similar secondary evidence which is customarily accepted 
as proof of citizenship. 

•A. copy of the above secondary supporting evidence shall be retained with the 
signed Declaration .of Citizenship in the employer's files in all cases where 
the reproduction -of . such document may be readily accomplished. If a copy 
cannot be obtained, a statement signed by a designated Personnel representa- 
tive to the effect that he has personally examined such document and listing 
all pertinent-' information shall then be filed. . ' 

2-05 ♦ Selection .- (a) General. - All persons to be assigned 
positions on this project involving classified matters shall be subject to 
careful and conscientious original selection -by the employing organization. 
The responsibility of the organization in this respect is extremely important 
to the security of the project since the information available locally and 
through the medium of personal, interview is, in a vast majority of cases, 
more accurate and -personal then information available from a formal investiga- 
tion, and is a. necessary supplement to the routine loyalty investigation which 
will be arranged by this office. The submission of requests for clearance of 
personnel will in all cases be considered as an affirmation on the part of 
the employer that, after careful selection and interview , no question exists 
concerning-, the applicant's loyalty and integrity. 

(b) Special Cases .- Personnel executives are cautioned to 
exercise extreme care and thoroughly consider all available information prior 
to. accepting for employment applicants in the following classes: 

Individuals of .Oriental extraction. 

Individuals who emigrated from enemy countries subsequent 
to January 1, 1933. 

Individuals who have visited an enemy country twice since 
. January 1, 1933 or once since January 1, 1933. 
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Individuals born in -in enemy country who have 
an enemy country since January 1, 1933. 

' lS3ivTo!u"ai3\'A'hTr-hf | ve received, education in, vicrc em- 
ployed in, or -who have resided for more than Six weeks 
• in Germany or.. Italy isu'os.equent • to January 1, 1933. • • 

Individuals who have emigrated front an enemy-occupied 
country subsequent to January 1, .193S. ' 

Individuals entering the United States subsequent to 
. ' • .■ , January 1, 1919 who. have a parent, sister, brother, 

child or spouse in an enemy di* enemy-occupied country. 

Individuals with a criminal record disclosing indica- 
. tions of possible danger to the xvar effort. • 

Individuals who have served in the army of ■ a. country 
now at. war with the United States. 

: Individual?, who entered the -United .States aft^r the 
■ last war .-from an enemy, or erieny-occupied country, and 
who have become naturalized citizens-of ; the United 
'"•' " ■ States, since January 1, 1933- / 

■Individuals having membership in organizations known 
. to bo enemy sponsored or otherwise subversive or 
committed .to violent. overthrow of the Government, of 
the United States,; or to adherence to theint-erests 
of any ■ foreign power to the exclusion of the- interests 
of the United States. 

Such applicants will require special investigation and employers shall dis- 
close no -vital classified information to such individuals, if accepted for 
employment, ' prior to. receipt . of written notification of clearance from this 
office.; The employer 'will be. held fully responsible for such persons assigned ' 
to classified duties until formal clearance i3'''granted. (See paragraph 2-08.) 

2.06. Forma 1 CT "aranc e . - (a) For ifhom Required .- Prospective 
employe 33 to whom classified" information 'is to be disclosed or who, in the 
perf drmance . of their duties, arc to have access to classified information 
(including janitors-, guards and. watchmen who on occasion may have access 
during non-working hours - to offices or other locations where classified 
material is being stored, or . where classified work is performed) .shall be 
formally cleared. ..Generally, this, group is comprised of ..executives, super- 
visors, engineers-, technicians-, -draftsmen:, secretaries, foreman, 'auditors, 
file clerks, messengers j etc. Prior to.- assignment to classif ied-work, each ; 
individual- shall be properly instructed 'in accordance -with sub-paragraph 
U-01 (k). Persons not. directly engaged on the project to whom classified 
information must be disclosed, during the course of necessary consultations 
and for similar purposes either .shall be cleared in the' same manner as though 
actually employed, or authority .aha 11 be obtained from this ox f ice prior to 
such disclosure (see sub-paragraph V01(f )(3)i). lSmploy^es of other divisions 
of your organization or those of outside agencies will require no clearance 
provided their services are utilized without the- disclosure :bf any classified' 
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(b) Procadure - (1) Parsonnol Security Questionnaire, . Form 
NNI-lUQ - Formal clearance will be issued by this' office after Form NNI-1U0, 
Personnel Security Questionnaire, completely executed and properly indorsed 
by the employer,.- has been submitted and investigated. This form will be 
completed in qiiintuplicate, in strict accordance with the instructions 
issued by this office. These instructions are included in the Appendix - 
Part B, and'v/ill normally be furnished with the initial supply of Forms 
NNI-lijO, or may be obtained upon request from the District Protective 
Security Officer. All questions will be completely and truthfully answered, 
except that no vital information will be included .on this form. Details 
regarding the position which the applicant will occupy and dthar revealing 
information' shall be shown on the data card only. (See sub-paragraph 3 below). 
If delay in submission of this form would be occasioned thereby, photograph and 
notarization may .be omitted, provided signature is witnessed by two respon- 
sible persons with the'ir names and complete addr.^s typed below their signa- 
tures. The employer's indorsement of Form NNI-lhO will be construed by this 
office as certifying that , the individual's loyalty and integrity are vouched 
for by the employing organization. 

(2) Fingerprint Card - 0 n e National Defense Program 
fingerprint chart. shall be completed and forwarded to this office for each 
person engaged oh the -work, regardless of whether or not he has been previously 
fingerprinted. Instructions are available form the District, Protective 
Security Officer describing the necessary equipment and the proper method of 
taking satisfactory fingerprints. Descriptive data regarding 'the individual 
fingerprinted and all other information required shall be typewritten or 
printed accurately and legibly in accordance with the instructions issued by 
this office and included in. the Apj^ndix - Part B. 

(.3) Data Card - For each jmploy^e jngaged on the work 
in a position involving classified matters, a' data card shall be completed 
and forwarded to the District Protective Security Officer. This card shall 
include complete details of the work to be performed by the individual and 
the amount "of classified information ha will have knowledge of or access to 
during the course of his assignment. The card shall, be marked with the 
appropriate .classification stamp. These cards together with instructions 
for their completion are .available from this office, and are illustrated in 
the Appendix. 

t • . .(!*) .Espionage Act Certificate. - Each employee to be 

assigned to classified 'duties shall be required to read 'and 'sign the Espionage 
Act Certificate prior, to such' assignment. This signed and witnessed certificate 
shall be retained in the employer's file available at any time fcr inspection 
by representatives of. thi3 office. This certificate form is illustrated in 
the Appendix - Part A and may be reproduced as required. 

(5) Letter of Transmittal . - Form.. NNI-lUO (£ copies), 
fingerprint chart, and data card shall be forwarded- without delay to the 
District Engineer, attention of the Protective Security Officer. The letter 
•f transmittal requesting clearance shall state the employer' 3 name, name of 
contracting agency (such as Manhattan. District) , and the location to which 
the applicant will be assigned if your organization has several Separate 
branches. It shall also state that acceptable evidence of citizenship has 
been furnished in accordance with paragraph 2-OU and an Espionage Act certifi- 
cate has been executed; both of which are on file and available for inspection 
at any time. 
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. 2-07 » informal Clearance . - (a) For '."horn Required . - Prospective - • 

employees to whom no classified information will, be disclosed and who will not 
have 'access'- to restricted areas whore classified mat'Jrial is stored or classi- 
fied work performed shall be informally cleared in accordance with this para- - 
graph. The average plant worker who performs his .work outside of restricted 
areas and in a routine manner with - no knowledge of its classified nature is 
an example of this class of employee. 

(b) Procedure . - Employees of this class shall be carefully 
selected and must offer, and fi^e with the - employer, conclusive proof of 
United States citizenship in' accordance with paragraph 2-0lu They shall be 
required to complete a,. standard 'type personnel history statement in lieu 
of Form NNI-II4.O and shall be fingerprinted in accordance with subparagraph 
2-06 (b) (2). The standard form of personnel application used by most em- 
ployment offices is usually acceptable as a personal history statement. 
Personal history statements will be retained in the employer's files avail- 
able for inspection by representatives of this office. This type of- employee . •. ; 
will be considered satisfactorily cleared when these requirements have been 
met and the fingerprint c» - »*H has been transmitted to this office. 

2-08. Notification of Clearance . -. Prior to receipt of written 
notification of clearance,, the employer may assign a United States citizen 
to the xyork provided the amount .of. .classified information disclosed to such 
person is reduced to the.: -absolute minimum. Entire responsibility for such 
employee shall rest with the- employer until this office has given written 
approval Upon completion - '.-of • investigation of each person to be assigned 
classified ; duties, r the District Protective Security Officer will notify the 
employing ageacy of the subject's clearance. It must ee remembered that 
clearance may not be granted, and - therefore persons used on classified work ' 
prior to receipt of approval 'must necessarily be giveh the least practicable • 
amount of classified information. Even, after clearance has been granted, 
further investigation may produce discrediting information which will require 
withdrawal of such clearance and removal of the employee from classified work. 
Employees who cannot be cleared or for whom clearance is later withdrawn' shall 
not be informed of the reason for their removal from the work. . 
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, q«iim Uf Iuf u iuiatl e n - SECTION III - VISITOR CONTROL 

.. 3-01. Purpose. - A potential source of unauthorized dissemination 
. -of classified information concerning the project 'is the admission of visitors 
to restricted areas and the discussion with them of classified project in- 
formation. An important duty of the Security Agent is to insure proper- com- 
pliance with the Visitor Control System as outlined herein. This system is 
designed to accomplish the fallowing objectives: 

To insure strict limitation of visits to those 
which contribute to the advancement of the work. 

To insure that all visitors are properly "cleared" 

by Army for access- to classified information. • - 

To insure that the unit to be visited is fully 
advised as to the information which may be dis- 
closed to the visitor. 

3-02. CI as se a o f. V is it org . - (a) Casual Visitors . - Persons to 
whom the disclosure* of classified information is not authorized, such as sales- 
men, agents, and other casual visitors having no official connection with the 
project, including consultants; specialists, etc., whose services can be 
utilized, without disclosure of classified information or admission to re- 
stricted areas wheije classified work is being performed, shall never be ad- 
mitted to the work, nor shall the work be discussed with such persons. They 
may, however, at the discretion of the person in charge of the organization, be 
received in outer offices only. Formal authorization for such visits will not 
be required, and such visits need not be included in the regular weekly re- 
port required by paragraph 7-03. 

(b) V isitors Given In forma tion or Acce ss. - Those persons to whom 
classified information must be disclosed or who must be admitted to restricted 
areas where classified work is being performed, according to type of clear- 
ance required, are divided into the following three classes: 

Class I. IT. S. citizens not representing a foreign government or a 
foreign-controlled firm. 

C^iss II. Foreign Nationals (friendly or enemy) employed by the 
U. S. Government or a U. S. controlled firm. 

Class III. Foreign Nationals (friendly or enemy) other than those listed 
in Class II, and U. S. citizens representing a foreign govern- 
ment or a foreign-controlled firm. 

3-03. Op erat ion. - (a) Cla ss.. I. V isit ors. - (l) Ini t iation _o_f _R_ e quest 
fpX_Visit. - The requests for visits by U. S. citizens not representing a 
_ foreign government or a foreign-controlled firm may be initiated only by 
the officers listed in (2) below, by a member of the Executive Committee, by 
one of the two alternates who may be designated for each member of the Exec- 
utive Committee, or by the visitor's superior. Forms V-l and V-2 shall be 
used for the request and distributed for approval as noted on the form. 

(2) Approval of Re quest . - Essentiality of the visit will be 
determined and approval granted by 3rig, Gen. L. R. Groves, Col. J. C. Marshall, 
Col. K. D. Nichols, Lt. Col. Robert C. Blair, or the Area Engineer assigned 
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to tho project where the request is initiated, Requests for visits originated 
by organizations to which an Area Engineer is not , assigned, shall be submitted on 
Forms V-l and V-2 directly, to the District Engineer, 'Attention: Protective 
Security Officer. - • • . 

(3) Distrib ution of Forms . - The approving -officer- will ad- 
vise the unit to be visited of the approved visit by forwarding the original 
copy of the "Authorization for Visit", Form V-2, to the person to be visited. 
The original Form V-l will 'bo retained by the approving officer for his file. 
The duplicate copy of Form V-2 will be transmitted to the visitor by the ap- 
proving officer for presentation by the visitor to the person visited.. The 
approving officer will. destroy the duplicate cjopy of Form V-l, and forward the 
triplicate copy of Forms V-l and V-2 to the District "Engineer, .Attention: 
Protective Security Officer. ■ 

(4-) V isitors C redentials . - The following credentials shall 
be required of all Class I visitors (except those individuals designated in . 
paragraph 3-04 as being free to visit. at will) for admittance to any 1 branch of 
the general project: ' 

Form V-2 accompanied by .the identifying credentials noted on the 
form such as: officer's identification f older, • official identic 
fication card issued by the organization represented by tho 
visitor, driver's license, membership cards, or similar creden- 
tials which commonly serve as means of positive identification. 

(b) Class ,11 Visitors . - The procedure outlined for Class 'I 
visitors shall apply for Class II. visitors, foreign nationals (friendly or 
enemy) employed, by the U. S. Government or a-U. S. controlled firm, with the . 
following exceptions:. 

Forms V-3 and V-.4 shall be used in place of 
Forms V-l and V-2 respectively. 

' ; Approval .of this class of visitor may be granted 

only by Brig. Gen. L, R. Groves, after clearance 
• from the Assistant Chief of Staff, G-2. 

Because of the nature of approval required, Class II visits should be anticipated 
sufficiently in advance for clearance -to bo obtained from higher authority. 
Requests for such visits shall be transmitted by the initiator to the Bistrict 
Engineer, Attention: Protective Security Officer. 

( c ) Class II I Visit.org. - The procedure outlined for Class I. or 
Class II, visitors will no t apply to Class III visitors. Visitors of this class 
will comply with AR 3$0-5 as revised September 23, 1942, paragraph 59b, which 
provides that Class III visitors will be admitted to Government projects en- 
gaged on classified work only on written authority of the Assistant Chief of 
Staff, G-2, War Department General Staff and the District Engineer. Such vis- 
itors will be unusual, and -i n each case special application should be made to 
the District Protective Security Officer. 
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N-g*a *ini,ty Tii »i i inline ta a q - ny i - Individuals Free to Visit at Y.'ill . - Brig. Gen. L. R. 
Groves/ Col. J. C. Marshall, - Lt . Col. K. D. Nichols, Lt, Col. Robert C. Blair, 
Area Engineers within their respective areas, Executive Coranlttee. Members 
(See letter dated December 36, 1942, Subject: Control of Visits), and the 
Executive Committee Technical Aide shall be free to visit at will those units 
where contact has" been established. These individuals shall be required t© 
present official identification cards, for admittance. If one of the above 
listed .persons desires to visit a unit where he is not known, he shall use 
the' visitor system as described herein for his initial visit. 

' .3-05 » Extended Visits . - In cases where the duties of a key 
person on one project require that he keep in close touch with another pro- 
ject through frequent visits, extended visiting privileges for frequent or 
repeated visits covering a period not to exceed three months may be granted 
by ^he use of the visitor system. V.Tieri granting an authorization of this 
type by -means of Forms V-2 or V-4, the approving officer shall indicate under 
"Remarks"' on the reverse side of the authorization below his signature, the ' 
date upon which the authorization becon.es void, The procedure to be followed 
will be that outlined in paragraph. 3-03 for Class I or Class II visitors. The 
expiration date will be checked at the time of .each visit by those concerned 
in order" that, proper steps may be taken to renew, if necessary, the extended 
' visiting privileges prior to the date of expiration. 

' 3-06, Unauthorized Visit s. - Exceptional cases mav occur 

when a visitor arrives without an approved authorization for visit. If that 
unit is under the supervision of an Area Engineer to whom the individual and 
his connection with- the project are known, the Area Engineer may: 

Secure by telephone, ratification of the necessary 
and desirability of the visit from the person wh« 
would normally submit requests for the visitor con- 
c ern'ed . 

Approve, at his discretion, an authorization for the 
visit. If such a' procedure is followed, the Area 
Engineer shall imir.ediately forward a special memoran- 
. dum report of the visit to the District Protective 
Security. Officer. 

If" the project is not under the supervision of an Area Engineer, the individual 
in charge of the project may secure, by telephone, ratification of the desira- 
bility of. the visit from the person who would normally submit requests for the 
visitor concerned, together' with approval for the visit, by telephone, from the 
nearest person designated in paragraph 3-03 (a) (2). In the event the above , 
procedure' is followed, the individual In charge of the project shall immedia- . 
tely' forward a special memorandum report of' the visit to the District Protective 
Security Officer. • ' ' 

3-07, CI as s if ic at ion of F orm s , - All visitor forms shall be 
classified by the individual initiating' the request. The applicable classi- 
fication will normally be "confidential," though exceptional instances may 
warrant the classification "secret". Tho classification shall bo stamped in the 
space provided for that notation on the visitor form. 
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".• . 3-OG. Rojiorts and 'R et urns ; •' - All units shall submit , to ' -the 

District. Protective Security Officer, a weekly report of visitors, as .required, 
ift 'paragraph. 7-03 r.- Thjs visitor's copies of Form V-2 or V-/+, which are sur- 
ra- '.de'red by- the visitor at the tine of -the visit, shall be submitted with 
this weekly report. Visits by individuals waking use .of extended visiting 
privilego.s as outlined in paragraph 3-C5, shall also bo entered on the weekly 
report. For: is authorising. extended visits shall be forwarded to tho District 
' Protective Security.. Officer by the visitors themselves, on . the .date of expira- 
tion. 
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)^§ i: ^^XQTEl^:CTiON IV - SAFEGUARDING CLASSIFIED INFORMATION 
*- curitY laf orma"tri<ii^ 

ae U- 01. General . - (a) Basic Regulations . - All classified in- 

formation, documents, and materiel relative to this project shall be safeguarded 
in strict accordance with the following provisions which are based directly upon 
Army Regulations No. 380-5, entitled "Safeguarding Military Inf ormation 5 " as 
amended September 28, 19A2, with such revisions having been made as were deemed 
necessary to transform the basic regulations so that they are more directly ap- 
plicable to a classified project prosecuted mainly, if not entirely, by civilian 
personnel. 

(b) P urpose . - The purpose of safeguarding classified infor- 
mation is to protect vital information from falling into the hands of possible 
enemies of our country. Facts which in themselves seem quite trivial may even- 
tually furnish vital details when pieced together with seemingly insignificant 
information from numerous sources; and, for this reason, it is of utmost impor- 
tance that great discretion be exercised in the dissemination of all information 
relative to this project. Rigorous enforcement of the policies contained herein 
and strict compliance with all existing regulations on the subject will insure 
maintenance of the proper degree of secrecy which is so vital to the successful 
attainment of the desired objective. 

(c) Definitions . - To facilitate an understanding of the con- 
tents of this section, the following terms are defined: 

Cl assified Information . - Classified information in- 
cludes all information concerning documents, devices, and 
materiel relative to this project, designated as SECRET, 
CONFIDENTIAL, or RESTRICTED, as well as the items themselves. 
All other project information, documents, and materiel are 
regarded as unclassified. 

Document . - The term "document" includes printed, 
mimeographed, typed, photostated, and written matter of 
all kinds, maps, photomaps, and aerial photographs and mo- 
^ saics; drawings, sketches, notes, and blueprints, or photo- 
' static copies thereof; photographs and photographic nega- 

tives; engineering data; correspondence and plans; and all 
similar matter. 

Engineeri ng Data.- The term "engineering data" com- 
prises drawings, blueprints, photostats, photographs, de- 
signs, mathematical calculations, formulae, processes, and 
similar items that can be reduced to documentary form. 

Materiel . - The term "materiel" comprises all physi- 
cal and material equipment, devices, and supplies required 
for completion of this project, both complete and in process 
of development and construction, including models that show 
features in whole or in part, machines, apparatus, fixtures, 
and all components or accessories thereof. 

(d) Rcsponsibilit?/ . - The safeguarding of classified infor- 
mation is the responsibility of all military personnel and civilian employees 
of the War Department, and of the management and employees of all commercial 
firms engaged on this work. The commanding officer or civilian in charge of 
each organization so engaged is responsible that all military personnel and 
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civilian employees arc familiar with the pertinent provisions of this section. 

(e) Right to Possess Classified Information . - No person in 

' the military service or employed by the War Department, nor any individual con- 
nected with or employed by a commercial firm engaged on this project is entitled 
to' classified information solely by virtue of his commission or official posi- 
tion,,. Such information shall be entrusted only to those who need it in the per- 
formance- of their official duties and to insure adequate planning, proper coor- 
dination, and efficient prosecution of the work. Employees of the project shall 
be organized into small working groups or teams so far as possible, each working 

: on its own phase of the job and not. being permitted to inspect or discuss the 
work being done by others. It is not expected that this procedure will at all 
times- be feasible; however,, the general principle of limiting an individual's 

' knowledge of the ; project to the minimum necessary for the proper performance of 
his duties shall be strictly followed throughout. . • 

(f) Dissemination of Classified Information . - (1) Instruc- 
tion ; - When classified information. is disseminated under the provisions of this 
section to persons not subject to military law, they shall be informed that it 
affects the 'national defense of -the- United States within the meaning of the 
Espionage Act. Such persons shall be thoroughly acquainted with all pertinent 
regulations and specifically instructed that transmission of classified infor- 
mation to any unauthorized individual is strictly prohibited by law with severe 

'penalties for such violations. 

(2) Oral Discussion , - Either public or private dis- 
cussion of classified information with or in the presence of unauthorized per- 
sons is strictly forbidden. Since employees must, necessarily talk about prob- 
lems related to the"* work in the perf ormance of their duties, it is advisable 

to invent fictitious terms or code names, which are not descriptive, for secret 
• or confidential matters which it is necessary to discuss. The invention of 
such language is left to the individual organization so that the terms used will 
not be uniform throughout all phases of the general project. 

(3) Negoti a tions and Consultations with Outsiders . - 
•In the event it becomes necessary or advisable to discuss classified project 
■information with consultants, experts, manufacturers,, or other persons not 

directly connected with the project and' not properly cleared, authority shall 
be secured from this office prior to : such disclosures. Prime contractors are 
required to obtain the written approval of the District Engineer prior to enter- 
ing negotiations with prospective subcontractors. Requests for such approval 
shall include the complete names and . addresses of all individuals to be con- 
tacted together ' xvith a' statement containing the name and address of the company 
represented, type of business, years* engaged on such business, approximate 
length of- each individual's service with the company, his citizenship, and all 
other pertinent- information -known'-- concerning both the company and the individ- 
uals . . : 

(4) Contract Information . - All information concern- 
ing contractual relationships between the various organizations engaged on this 
project including subcontractors and suppliers shall be restricted to the least 
practicable mimber of project personnel to vihom the information is absolutely 
necessary for the proper performance of their duties. Dissemination to outside 
individuals of such information, including the names of firms engaged on the 
workj -is ;; strictly forbidden. Project personnel in possession of such informa- 
tion will be held responsible for it's safeguarding in accordance with this 
policy.' 

(5) Publication of Articles . - The publication by 
civilians of any information whatsoever relative to this project is strictly • 
forbidden unless the prior approval of • the District Engineer has been obtained. 
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^•^^jt^iclcs 1 'pro* osod f or ■' publication shall, be submitted in their entirety to 
this office for review end approval. For the regulations relative to the 
publication of articles by. military personnel, see AR 330-5 , sub-paragraph 4.(b) . 

(6) Supplie s . R eport s , oalcs . - Another' source of 
' : . ' wrongful 'diss cminrt ion of pertinent' information concerning the work is the 
..marking of : raw' materials, supplies, 'and products. 'Code- names and symbols 
should always be used, rather' than true names' rnd formulae. Wherever pos- 
sible > inventories "and reports made to others should hide the fret that 
unusual quantities of " materials , etc , , indicative of the purpose of 'a, 
'contract , are. being handled, Private sales of the products, if "made., in the 
past prior to commencement, of the work qn this contract , may continue to be 
made.- .If -products- produced under this contract a re new to the company or 
. differ .lif specification from those previously produced, private sales sfci.ll 
not 'be made, and all inquiries -fro?.' other sources seeking to purchase such 
products shall be answered . negatively, and non-committally without revealing 
the present activities of the company. Inquiries and sales shall be reported 
-■• ■ in accordance with sub-paragraph 7-02 (b) . 

(g) Loss o r Subjection to Compromise . - Any individual con- 
nectcd with this project in any './ay vhatsoever who may have knowledge of the 
loss or subjection to compromise of a classified document of article of 
material shall promptly report that fact to. the responsible custodian, who 
shall, in turn, report such information to his immediate superior- for trans- 
mittal to- the District Engineer. Upon receipt of. such information, the 
District Engineer rill review the- circumstances and make decision rs to the 
action to he taken in each case of this nature. 

(h) Requests for Information., - Fenuests for classif ied 

, information from private individuals or firms not directly connected with 
■■•""' this project , shall be . immediately referred t.o the District Engineer. Reply 

to the request- of any unauthorized -individual or firm is strictly prohibited, 
,\ prior to obtaining the approval of the District Engineer, Such replies shall 
feign lack of ' interest , knowledge of,, or connection with classified matters 
- . 'when the organization concerned has- not previously been engaged on such work, 

A 'draft of the suggested reply shall be submitted for approval of the District 
Engineer. Extreme care and discretion must be exercised . in making reply to 
a request involving only unclassified matters. Each and every fact offered 
in such a reply regardless of its seeping triviality, must be carefully 
scrutinized to insure that nothing of importance is revealed. It must be 
remembered that the end products; the size, scope, ,-nd status of the project; 
and the relationship between the -various agencies involved must remain 
strictly secret. The War Department ' s interest in the various phases of the 
project must be kept strictly confidential wherever this is possible, 

(i) Telephone, Te l egraph and Teletype . - Classified informa- 
tion must never be discussed over the telephone except in cases of extreme 
emergency, and then only when code names, symbols, or other- means are 

used to garble the conversation in such manner that it is intelligible to 
the other person only because of his experience on the work or due to his 
understanding the prearranged code -nrir.es and symbols employed. The telegraph 
and teletype shall be used with even greater caution,. and practically no 
classified information can be sent in the clear by either- means. In emergen- 
cies when any of the above means of communication must be utilized, extreme 
care shall' bo. exercised in the choice of references, code names, and symbols. 
The Security A.pent shall be responsible .for the proper instruction of all 
project personnel in this regard, and shall check for compliance at every 
opportunity. 'This is an extremely important ratter and strict compliance 
of all concerned, is demanded. 
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( j) Phot6granhs . - In accordance with the Act. of Congress 
approved June 25, 1942 ( Public Lav; No. 627), only designated authorized per- 
sonnel will be permitted to make photographs (including aerial photdgraphs) , 
sketches, maps, or other representations within, or in the vicinity of, re- 
stricted areas. Employees and visitors shall be required to leave cameras 
with the guard at the gate when entering restricted areas.. Photographs of 
classified features of the project shall be taken only by authorized personnel 
when such record is necessary in the conduct of the work. ' Such photogrphs, 
v/hen taken, shall not. be developed or printed in- outside commercial establish- 
ments, nor retained in any form in the personal possession of any project 
employee. " ' 

(k) Secrecy Instruct io n and Discipline . - The Security 
Agent of each independent agency or office shall be responsible for appro- 
priate instruction of the project personnel and. for the. proper enforcement of 
the procedures and policies contained in this section. He shall make frequent 
inspections to insure strict compliance with all . regulations relative to the 
"safeguarding of classified information, Prior, to assignment., proper instruc- 
tion' must be given to all personnel having access to classified information 
with particular emphasis being given the penalties prescribed by. the,. Espionage 
Act for violation thereof. It must be indelibly impressed upon all, that 
thoughtless or talkative persons, those. who' seek; to impress others with their 
importance by showing the amount of • information they. possess, and those who 
feel they must tell family and friends all- they know, may become a menace to 
this project, and this country as well. Each individual connected with this 
project shall be warned that even the most insignificant facts relative to 
his work must never be revealed to strangers. It is the duty of. each employee 
to caution his fellow workers when they are overheard discussing project in- 
formation in public places, and, if they fail to heed the warning, such per- 
sons should be reported immediately to the Security Agent. Any person whose 
actions or conversations are such as to arouse suspicion should be reported. 

4-02. Classification ^ - (a) Purpose and Method of Notifi- 
cation . - Military information is of verying degrees of value to foreign 
governments and therefore requires the exercise of varying degrees of precau- 
tion, for its safety. For the purpose' of providing the necessary variations 
in safeguarding the several types of critical information, the classifications 
SECRET, CONFIDENTIAL, and RESTRICTED have been established. (See paragraphs 
4-03, 4-Q4 ; and 4-05.) The method of notifying all concerned of the parti- 
cular classification^ of a classified document;,- article of materiel, or similar 
item shall be by conspicuously marking such item, -when practicable, in accord- 
ance with the instructions contained in paragraph 4-07. If such marking is 
impracticable, £-U concerned shall be specifically notified in writing of 
the classification of such item. 

(b) Who May Clas sify. - The number of persons permitted 
to classify documents and other matter originated by an organization shall be 
strictly limited 'to the head of the organization raid a limited number of 
others designated by him, "whose 'responsibility it will be to insure that all 
material bears the proper classification. This requirement is necessary to 
insure uniform classification, in accordance with the definitions. 

(c) O ne Clas sificati on Only, - - A document or article of 
materiel shall be assigned not more than one of the three classifications, 
but if more than' one is : 'assigned through error, the-, more- restrictive classi- 
fication shall apply. .. 

(d) Overclqgsificatipn. - Documents or articles of materiel 
requiring- classification shall bo ' assigned the least restrictive classifica- 
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safeguarding 'of "the information or materiel 
concerned. Ovcrclassification shall- bo 'avoided since it .causes unnecessary 
delay in "transmission and handling, and depreciates the importance 'of classi- 
fied information .in the minds of handling personnel. 

(o) , Cancellation o r Ch ai lgo of Classificati on. - The author- 
ity making the original classification, or higher authority, may cancel or 
chajige' the classification of a document by writing, or stamping over the ori- 
ginal '-mark at the,. top of the first page, "Classification cancelled by authority 
of (s ignature and date) " or "Classification changed to . ■ ■ '.'. by au- 
thority of (s ignature and date) . " The- classification of materiel may be can- 
celled - : or 'changed by the srjnc authorities by appropriate letters of instruc- 
tion. . ■ .. . . '- . 

... U?03. Secret Matter .' - Documents and articles of" materiel 
shall be classified,, and, if practicable, marked SECRET when disclosure of the 
■information or features contained therein might endanger national security, 
cause serious injury to the interest or prestige of the nation or any govern- 
mental activity, or 'would be of great advantage, to a foreign nation. The 
following 'are examples of items which shall be. classified as SECRET: • 

Documents relating to technical design, distinctive 
methods, or special processes; or containing ■ specif ic 
reference to the end products or their use. 

Documents containing names, formulae-, ■ symbols , melting , 
points, densities/ or- similar technical data, which would 
. reveal to the technician the nature of a unique process,, 
the basic materials, end products, or similar vital in- 
formation. 

Documents relating to personnel, organization, progress, 
funds, poTTer; and material requirements , or similar per- ' 
tiheht' information, which indicates, the actual size, . 
scope > or status of the entire project or an especially 
critical portion thereof, or shows .the- -exact relation- 
ship between the various agencies engaged on- the general 
project. ■ . . .','•" - • ' 

Maps, photographs, or similar documents; definitely show- 
ing vital parts of technical features- -of this project. 

Articles of: distinctive materiel including supplies , 
equipment, models, or apparatus,' together with their 
special, components -or accessories; "<'■■ 

Documents showing the' meaning, of a code name or symbol 
used to refer to secret information, ' 

Minutes of ■ meetings "wherein vital information was dis- . 

cussed. • '■ ' ''." '■ 

Information- 'and items such as tho above shall receive protection, of the high- 
est degree to' insure absolute secrecy and security. The nature, . contents, 
or whereabouts of documents or articles of materiel within 'this classifica- 
tion shall be made known -only .to the least number of persons consistent with 
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■satisfactory prosecution of the work. The inviolability of secret informa- 
tion is the duty and responsibility of all persons having knowledge thereof, 
no matter how obtained. 

Confidential Matter . - Documents and articles of 
materiel shall be classified and, if practicable, marked CONFIDENTIAL when 
disclosure of the information contained therein, although not endangering the 
national security, might be prejudicial' to the interest or prestige of the 
United States, a governmental activity, or an individual, or be of advantage 
to a foreign nation. In. gener'al this classification shall be used for all 
documents and items relating to this project, which, in themselves, do not 
disclose- sufficient detail to- warrant the classification SECRET, and shall 
include items of the following nature: 
a >;,.-.■ - . ■ *' . - • ■ ■ ■■• • - ' ■. ■ ■■ 

Documents • relating' to technical design, distinctive? 
methods, special processes, end products, or 'similar '• ' 
secret matters, provided code names and misleading sym- 
■ . ' .. bols are used exclusively/.. 

Documents relating to site selection, power' 'and material 
requirements, allotments of money > personnel, organiza- 
<■ tion, progress, and similar pertinent information which 
reveal the size, scope, or status : of a separate phase 
of the project provided such phase id not considered 
• ; sufficiently important- to warrant classification of such 

.information as SECRET. 

, • ■ Drawings, photographs^ or similar documents pertaining 

• to but not definitely showing unique portions or parts' '' 
; of technical features' of this project. 1 • . 

Articles' of materiel similar to those described in pafa- 
... • graph 4--03 above, but of 'less critical nature..' 

■ • • • Documents showing the meaning of a- code name or symbol 

- . .> used to refer to confidential information.' 

.. Docume'nts relating to the investigation,'- clearance', or ; 

, assignment of personnel 'who will have knowledge of/' or 

access to, classified, information. ' • ■ ■ ; " 

Confidential, information and itema shall be carefully protected by all con- 
cerned .to; insure their •security, from unauthorized persons. Information of ' 
'this classification shall .be mad available only to those persons whose duties 
require, that .they have such knowledge and to such other persons of especial 
trust who must be informed.. ■""' '. ' ...' ' 

. . A-05. Restricted Matter .. - Documents and articles of ma- 
teriel shall be classified, and, if practicable, marked RESTRICTED; when the' 
information. Contained therein • is for official use only, or when' disclosure" 
should be ; limited for reasons of administrative privacy, or denied the general 
public,. Thjs-. following- are examples of items which shall be classified as 
RESTRICTED: 
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Documents relating to the dosign and construction of non- 
technical buildings or utilities. 

Documents concerning relatively unimportant administra- 
tive and personnel matters or' other project information 
which' must not be disclosed to the general public. 

Drawings, photographs, or similar documents showing sites 
prior to construction with no additions or titles indicat- 
ing relationship to the project. 

Articles" of' materiel intended for official use only. 

Restricted information shall not be disclosed to persons other than projeet 
employees. Such information may be given to any person known to be engaged on 
this project, 

■ 4-^06, Preparation , «* (a) General . - Clerical and technical 
work on classified matters "shall be performed only by persons cleared in ac- 
cordance with paragraph 2-06. Technicians and others preparing documents, 
especially correspondence, shall be thoroughly familiar with the rules of clas- 
sification and the use of code names and symbols, and shall be required to 
exercise sufficient care in preparation so that each "document may be given the 
lowest possible classification. Special attention and study shall be devoted 
to the various means of avoiding the more restrictive classifications, such 
as the avoidance of names of products, direct references, summaries of the 
information, etc., which in themselves require classif ice,tion of the document 
in which they appear. The additional time required in preparation to insure 
the lowest possible classification consistent with proper clarity will be jus- 
tified by the resultant ease with. which the document may be transmitted, 
handled, and stored. Employees shall be encouraged to develop and utilize 
methods of writing which will result in the greatest practicable number of 
unclassified documents. The number of secret documents originated should re- 
main decidedly in the minority in .comparison with the numbers of those of 
lower classification or unclassified, Through the use of code names and sym- 
bols, less restrictive classifications will result for all projeot correspon- 
dence and the .necessity for secret memoranda and similar communications within 
a separate organization should be eliminated almost entirely. To minimize the 
danger of compromise from, persons no longer connected with the work, code 
names shall be changed occasionally, ■ 

(b-) Reproduction . - In the event it is necessary to repro- 
duce classified documents through the use of the organization's general facili- 
ties or those of an outside concern, the tracings^ stencils, originals, nega- 
tives, etc., shall be accompanied during the entire period these documents are 
away from the restricted areas by a properly qualified employee. This trusted 
employee shall supervise the reproduction and shall be responsible for return- 
ing all original items, reproductions, imperfect prints, etc., to the project. 

(a) Responsibility . Clerical and technical personnel 
shall be responsible for the security of all reference documents, preliminary 
drafts, and other incidental information. Immediately upon completion of a 
-classified document, they shall make proper disposition of such items used 
during the course of preparation and' dispose of all waste materials- in accor- 
dance with subparagraph (d) below. 

Jd) Disposal of Waste , t Classified waste, including all 
work sheets,'' d#a^ts| Icarobn: paper, stenographic notes, imperfect copies, sten- 
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UJ.J.S, eucv, snaj.x De torn into small pieces "and safeguarded' OTtri*15^ft!^' , U?tQW'" v 
the supervision of a trusted . employee who has been properly cleared to handle 
classified information. Under- no circumstances shall cleaning people or 
other service employees be given "access to restricted areas until proper dis- 
position" has been made' of waste materials. If it is desirable- to retain any 
of the above items, they shall be given .the same* .s-lcs's'if ication and safeguarded 
in the same manner as the material produced from them. • ' 

4.-07. Marking . - (a) Classification . - .The classification 
of a document shall be indicated preferably by stamped impression of letters 
not less than one-quarter inch in height.. Generally rod ink- shall be used sx ; - 
cept when more corispicurius- results can be qbtained by using ink of another 
color.. Stencils and' similar items may be marked with the typ-owriter provided 
capitals are used and the classification is underscored in such a manner that 
it will be as conspicuous as possible. The classification on tracings and 
other items to be reproduced; shall be similarly underscored. Except as noted 
below, each separate- page or sheet of a document will be marked at the top and 
bottom . The marking at the top shall be so placed that it will not be hidden 
from view when the pages aro -clipped or stapled together, . 

' ' ' Classified books 'and pamphlets, the pages of which are 

permanently and securely fastened together, shall be 
marked on the cover, title page, and first page. Three . 
staples, or the equivalent, provided the pages are of 
such quality as to offer adequate; resistance to tearing, • 
shall- be".. considered permanent and secure fastening,. 

•i :• Classified; photographic negatives, /'drawings, : or tracings- 
■- ' shall carry a .legend of the proper '".classification in ; . 

such position that it will be reproduced on all copies .: \ 
. made therefrom. Photographs made from negatives not so 
. inscribed shall'bc marked, at the top and on the back, with 
- . . ', ■ ' the proper 'classification.- .-: • .-'■'.. 

Contracts for the manufacture, .of classified material 
shall, bo. plainly' and conspicuously marked, not' typed, •; 
. —with- -the; proper classification on the first page. 

Classified maps and photmaps shall be appropriately marked 
under the scale, 

■ .. , ' (b) Additional Marking '.',.-, Classified documents furnished 
or accessible to persons' "oth££. than' military personnel and civilian employees 
of - the Government shall, in addition to' being marked -SECRET, CONFIDENTIAL, or 
RESTRICTED, "b'ear. the following , notation' (preferably by rubber stamp-) which 
will, be placed in a. conspicuous location on the -first page only: 

This document* contains information affecting the national 
• defense of the United States within the meaning of the 
Espionage^ Act, -50 U.S. C, 31 and 32,. as amended. Its 
transmission or the revelation of 'its contents in any 
manner to an unauthorized- person is prohibited by law. 

4--08. Accounting. - - (a) General . - A strict system of 
accounting, for all classified material,- eatcept RESTRICTED matter, originated 
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and security -of 4Jsfo'r^tio.h^ it ! is - 'advisable: ;to. prxparc''' ; only the' minimum .. 
Huimbcf. of -.copies of SECRET; and ; CO'HFH>EKIIAL' document^' absolutely -required-. 
The Security A- f uijit shall' niatkc frequent -inspections to insure that separate - 
copies' of all SECK T and CC'NjFiDEM 1 IALfc]ocuijicnts,.are properly numbered, and 
the distribution records arc aGcura.tely -maintained, ' 

(b) Numbc ring ' bf ■ Separate Copies . - Ru:h separate copy of a 
'SEGpaTor: CONFIDENTIAL dqcument shall bear a notation in the upper right-hand 
corner of the f irs.t . page-' i^ic£ieci£>ng_ the number of pages or sheets of which 
'th£ document consists / the ''Scries de'signatidh' f o'r-.that particular group of 
copies, and the -number of that copy. within the group." . Tho series designation 
shall be . by , capital letter' beginning v.'ith the.lc.ttcr^ "A" 'For example ,. three 
copies of an original' document- Consisting of 'five, pages are produced, the 
first copy is marked as follows: -■ . .. . , ,' 

' ' ' ' This document .consists of 5' pages, 
■ •■ ... ■; - . No, 1 of 3 copies, SerieiTA. '•' 

The ' second copy will be -"No. 2^ of '3 copies, -Series A"; and- the third,,- "No, 3 
of 3 copies , Scries ,( A". In computing the number of copies, the ribbon copy 
shall be considered as one copy,' i. c., one ribbon end two carbon copies 
shall be .counted -as thrfcc-' ; cbpiq$i,. If $ after original preparation, additional 
copies- of a document ai*c' fecuircd, subsequent ' series' - shall be designated "B" , 

"C", '?D" ; etc. . J/; L'-":;. .;- - ., 

- (c) File' Record and Reproduction by Others . - The originator 

or writer shall .' re cord \on- his retained filc\'eopy of ; gach SECRET or CONFIDENTIAL 
document the complete distribution of each scries. In the- event the recipient 
of a copy of such- document -requires additional, copies , he shall request them 
•from the originator. Except iri cases of emergency:,- reproduction of such 
document^ -by .thc,'rp.c'ip'£ent "is- strictly prohibited.' In an emergency, prior 
authority of the originator shall be obtained by phone . or otherwise. If there 
is no objection to reproduction > hc : shell, authorize; a definite number of copies 
and designate the series letter to be used... Immediately upon completion, the 
recipient shall furnish the originator a complete record by number of the 
distribution, made by. him-. 

(d). Verification of Receipt .. (i) Receipt File . - To verify 
the receipt of SECRET and CONFIDENTIAL- . .---cvBents by addresses, signed receipts 
.shall be required and filed upon return. The suggested form of receipt is 
illustrated in the Appendix - Part: A. : 7/hen transmitting a SECRET or CONFIDEN- 
TIAL document the triplicate copy of, the receipt form shall be retained in an 
abeyant file to insure return of signed copy by the addressee . Upon receipt by 
the addressee, he shall' sign and return, tor- tho sender the original receipt 
• fbrmi.and file the duplicate 'copy. Tho of Igfeai'- rr cbipt form shall be perman- 
ently filed by the sender upon return and the. triplicate copy may -be- removed 
from tho abeyant file and- destroyed.' -In- this manner,, through the medium of 
receipts, an accurate check is possible at any time to determine whether or 
not SECRET and CONFIDENTIAL docura. nts have been srfely delivered to the ' 
addressees. To proyide a means of rapid check and, complete this record, the 
postal registry number shall be noted upon the. retained triplicate copy of 
the', receipt form by the sender and upon, the originrl and duplicate by the 
recipient,' - ' ■ 

(2) Record Book w - In large organ i2atxons where a central 
mailing and receiving section is established for handling classified material, 
a record/book shall- bo maintained;, to.indicatc for . each SECRET and CONFIDENTIAL 
document, the date, copy number, scriaric'ttef,. names of -sender and addressee, 
reference or file number, postal registry number, and date -of receipt or mailing. 
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When the signed receipt for outgoing mail is returned, the date of receipt by 
the addre&scc shall be noted in the book to complete the record. When such a 
record book is maintained centrally, the receipt files required abevo shall be 
maintained by the writers or originators of the documents. 

(e) Investigation and Assignment of Personnel . - Matters relat- 
ing to the investigation, clef ranee, and cssignmcnt of personnel are normally 
classified CONFIDENTIAL, but need not be accounted for as required by the rbove 
sub-para grcphs. Such documents.- should be forwarded in double envelopes with 
the inner envelope bearing the classification mark, but postal registration is 
generally considered unnocosst ry. Receipt fcrms may, or my not, be used as 
desired by the sender. Personnel Security Questionnaires, although they con- 
tain no revealing .information and bear nc mark, of classification, shall be - 
• handled .in this , manner , 

/,-09.. T^nsjpJL_c£ion. -.(a) Secret Documents . - Preferably SECRET 
documents shall be transmitted .between authorized personnel either personally 
or by en espe cially trustworthy personal assistant who has been properly cleared 
for such. work. When this is; impracticable , transmittal shall be accomplished . 
by United States registered mail . When forwarded by registered mail the docu- 
ment shall be. inclosed in .an inner and outer cover. ' Receipt forms shall bo 
prepared in triplicate and the original, and duplicate inclosed with the docu- 
ment (see sub-paragraph 4-08 (d)) . The receipt form shall contain no classi- 
fied information nor anything indicating the classified nature of. the document 
to y;hich it applies. Tho document shall be folded within the receipt forms to 
prevent direct contact between the typewritten matter of the document ;nd the 
inner cover. The inner envelope or sealed cover shall be addressed in the 
usual manner and marked SECRET so that the, classification v/ill be seen immediate! 
when. the outer envelope is removed. • The outer envelope shall be sealed and 
addressed" in the ordinary manner' and shall berr no indication of the classified 
n ature of the conte nts.. . Upon. receipt and prior to opening the envelopes, the 
addressee shall personally. inspect the seals, and wrappers for evidence of 
tampering. If such evidence is apparent, the facts' shall be reported immediately 
to the issuing .authority, who shall initiate, an investigation without delay. 
The original co-y of the receipt form shall be signed, dated, postal registry 
number noted thereon, and returned by ordinary mail. to the sender. A cover, 
sheet shall be placed on the document in accordance with sub-paragraph 4.-10(d)). 

(b) Confidential Document s. - Transmittal may be accomplished 
by formally cleared messenger or registered mail. Preparation for transmittal 
and action upon r-eceipt shall be as prescribed' for SECRET documents except that 
inspection and opening, may be accomplished by any' properly cleared individual 
whom the addressee may authorize. The attachment of a cover sheet is not re- 
quired.,. 

(c) Restricted Documents . - Transmittal may be accomplished by 
authorized messenger or ordinary mail. The receipt form is not required and 
double envelopes are unnecessary. Such documents may be opened by aiyproject 
employee designated by the addressee. • 

4--10. Handli ng of Classified Material .' .- (a) General . - Classi- 
fied, matter pertaining to the project shall be' handled only by the individuals 
to whom addressed, the writers, those employees who must be given such informa- 
tion for the proper performance of their duties, and specially trustworthy 
and selected clerical personnel designated to prepare, transmit, receive, file, 
and account for such material. Attention is directed, to the fact that Army 
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solely by* virtue of his status or position. .It is the accepted practice to 
provide employees' with exerpts frora or verbal instructions based on the 
original classified document and containing only that amount of information 
necessary for the efficient performance of their work. The greatest degree 
of security can be .. obtained only by strictly limiting those having know- 
ledge, of classified Wtters'~t6 the", least practicable number consistent 'with, 
efficient prosecution of the work, , 

(b) Rules . - Classified information, received by or transmitted 
within' the project shall not be handled unsealed by the reguler administrative 
employees. At the close of business and at other times when an employee is 
away from his place of work, desk, or drafting table, the classified material 
in his possession shall be returned to the custodian of . the files from whom 

it was obtained, and all other material upon which he is- working shall' be 1 
placed in his desk or carefully covered. Classified material shall' never be 
left on desks or locked in desks. When not actually in use or under the per- 
sonal care of the individual responsible for its safekeeping, classified 
material shall always be returned to the safes or lock files provided for its 
storage. Classified documents shall not be taken away . fr;era the offices for 
any reason without the express permission, in each case, of the person respon7 
sible. for their custody. Custodians shall be required to use to fullest ad- 
vantage the charge slips and cover sheets described in the following rubpara- 
graphs. 

(c) Charge Slips . - When classified documents are .removed from 
the files for issuance to authorized employees, the custodian shall prepare 

a memorandum • charge slip containing a description of the document, the 'name 
of employee to whom issued, and the date. At the close of business each day, 
the eustodiah shell check the charge slips to determine whether or, not all 
documents have been returned. In the event any document is not returned, the 
custodian shall check immediately to insure that prior authority was obtained 
for retention of the document.. •■ 

. (d). Cover Sheet . - A cover' sheet shell be attached to each 
SECRET document immediately upon receipt, or in the case, of '"the writer's re- 
tained copyj immediately after preparation; The suggested form of.' cover 
sheet' is illustrated in the Appendix - Part A. In addition. 'tp covering the 
text' of the document frora general view, it will indicate those, persons who 
have seen it, since all persons shell be required to sign, the sheet' when 
the document has been ;.-read by them. Upon completion , : ;pf circulation ' iand ' - 
return to the files,. this sheet also serves- as' a record for the custodian 
•.to indicate those persons : authorized to. see the document should, it be re- 
quested at some lr.ter date. 

4.-11. Storage . - (a) Equipment . - All SECRET matter shell be 
habitually locked, when not in actual use, in a three-combination safe or 
.cabinet file," the -combination for which is known only to the executive respon- 
sible for the custody .of ; the. material, and, if necessary to., an especially 
trustworthy assistant who is responsible for the accounting and issuance of 
the materiel to authorized persons designated by the executive. All CON- 
FIDENTIAL matter, shall likewise be stored in three- combination safes or files 
whenever possible; otherwise in key-locked .files., the keys for which are . 
possessed only by. the responsible .executive and his designated, assistant. 
All RESTRICTED material shall be stored in 'such a manner as, to ..insitre a rea- 
sonable degree of security.. Storage of RESTRICTED material., in ordinary 
cabinet files v/i thin .the. restricted area will be sufficient. , . Combination 
safes and lock files shall be of substantial construction* .. Each.' safe com- 
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upon reasonable suspicion that it has beqorae known to Unauthorized persons or 
when on authorized employee possessing the combination leaves the project. 
Cabinet file locks shell be immediately changed upon loss of a key, 

(b) Custodian . - A responsible custodian shall be designated to 
care for all files containing information to which several project employees 
must have access in the performance of their work. This individual shall per- 
sonally issue and return all documents, and those employees, authorized to re- 
ceive such .documents shall 'not be given .actual access to the files or safes, 
'or permitted to enter storage vaults. The custodian shall be responsible for 
the maintenance of the files in such manner that all file documents may be 
properly accounted for at all times. (See paragraph 4--10 above.) 

4-12 , Return of Documents . - The recipient of SECRET and CONFI- 
DENTIAL documents is responsible for their security until such documents are 
returned to the originator. Immediately upon serving their intended purpose, 
such documents should be returned to the issuing office. The originator shell 
sign and return the receipt form in the usual manner and make appropriate 
notation in his records relieving the individual of further responsibility. 
At any time after issuance, when deemed advisable in the interests of security, 
the District Engineer, the originator, or other competent authority may direct 
the return of all copies of city SECRET or CONFIDENTIAL document. Upon com- 
pletion, of all work under a contract performed by a private organization, all 
SECRET and CONFIDENTIAL documents and material furnished to, or . originated by, 
: such organization shall be returned to the Contracting Officer or. other e,u- 
thorized Government representative. 

, " ; • : 4-/-13. Destruction of Classified Documents . - The Contracting 

Officer, his authorized representative, or other competent Government authority 
will destroy all SECRET and CONFIDENTIAL matter other then .waste as defined 
in subparagraph 4--06 (d), in accordance with the: provisions of AR 380-5 after 
it has served its intended purpose. Private individuals or firms engaged on 
this project shall not. destroy such documents except in extreme- cases' of emer- 
gency when immediate destruction is considered the only means of preventing 
disclosure to unauthorized persons. Such individuals or firms, will be held 
responsible, for the destruction of all classified waste. Responsible cus- 
-todiahs of RESTRICTED matter shall destroy such documents and materiel by burn- 
ing when such items hr.ve served their purpose. 



o 0. p 




5-01. Gen eral. - Aft.tr qualified personnel' s.£C sleeted and 
prope rly tyained in the policie s end procedures governing classification, 
handling, storage end transmission of classified inform? tion, it is neces- 
sary that' their piece of work be se cure. The or* tically, without safeguards 
or security measures of any kind, it is imporsible, if n semblance of secrecy 
is to be preserved, to engage 'in activities related to a classified subject, 
In this light, ee ch restrictive security measure adopted, in. reality, adds 
to freedom of activity, increases efficiency, end enlarges production. In 
the larger sense, of course , the entire subject discussed in these instruc- 
tions falls under the heading of. Safer ua: ding Classified Information. Those 
topics cover-, d under that heading (Section IV) concerned chiefly those 
security measures and procedures which are primarily individual, an- that, 
for the most pert, the employees concerned are themselves responsible for 
their effective application* T" 1c r yt.» on takes up those pheses of the sub- 
ject that are related to the security of the place of work or are , by their 
nature or scope,, necessarily the' primr. ry responsibility of the management. 

5-02'.' Sc ope . - The subject of Plent Protection is chiefly ' 
concerned with, first, the prevention of espionage, sabotege , malicious mischief, 
end other subve rsive activities r and. ,, second, the elimination of 1 11 ' conditions 
which arc potential dclayinp. factors, or might re suit in interruption ~f pro- 
duction. This involves such matters as guards, fences, lights, passive pro- 
tc ction (air raid, blrck out, and evacuation), employee safety program, good 
housekeeping, pie nt leyout, visitor control, truck control, employee control', 
and identification, protection of utilities (especially power" facilities) , 
ane-lysis of vorking conditions and processes, -fnd installation of corrective 
or remedial measures to assure continuous maximum production and early comple- 
tion. ' 

5-Q3 . Design . - In view of the'- wide - differences in the organiza- 
tion, management and physic&l mekcup of individual plmts, no hard and fast or 
stereotyped systems are' advisable . Therefore , local conditions at 'the .plant 
will largely determine the security measures to be adopted. It shall be the 
responsibility of the plr-nt Security Agent to design a plant protection pro- 
gram based on. the general patterns' discussed below, which, constitutes the 
basic principles common to all -systems. The development of the security pro- 
gram based on these general principles end intelligently adapted to the exist- 
ing local conditions, rhould re si It in an effective and successful plrnt 
protection program. 

5-04. Physical C ontrol. - (a) Fj^nqing. - Guarded areas and 
facilities should be. corpletely enclosed by a "mfn-proof" fence at least 
six feet high with nbt less then three strands of be rbed wire at the top, 
preferably inclined toward the outside, and so constructed the t there will 
be no space between the bottom of the fence and the ground. Fences should 
not be located so as to cut off the escape of p- rsonc who might be caught 
between burning buildings. The number of getcs should be kept at a minimum 
and be located so as to render th; best service. Gates should be kept locked 
when not in use. Where, suitable fencing is not practicable, as along the 
front of a building, next to railroad tracks or sidewalks, heavy wire screens 
may be desire ble for first and second story windows. These screens should 
be of small mesh so that incendiaries or othe r dangerous materials cannot 
pass through. They should be so installed thet they ccn be removed or opened 
oniy from inside the building. 
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. .•■ • ■ v«/.. £^v^J=tsatJSg. - interior rioodlighting systems should 
Do suca that no trespasser can proceed to any point in ..the iplant *ropeity 
withoutr being observed , by /guards or watchmen. Floodlights preferably should 
be installed inside fences- and be so arranged as to, illuminate the entire 
area surrounding buildings. Suitable control during blackouts must be pro- 
vided. ' 

... (c) : Restricted and Vitel Area s. - Visitors shall not be 
admitted to restricted areas except with express permission as outlined under 
the Visitor Control procedure. (See Section ill) . Within re stricted areas, 
secret end especially vital processes, power plants, compressor- rooms, 
transformer vaults , experimental laboratories and rooms iri which vital 
material- is being stored generally ?/iJl be considered vital areas . Access 
to vital areas shall be allowed only to- employees . and" visitors expressly 
concerned with the. work performed therein. 

" ■ (d). Essential Tools, an d Equ ipment. - Techriiccl end" precision 

tools should be kept in restricted, v;ell screened and locked areas ? protected 
against possible fire dame go (preferably under sprinkler protection) and 
with, an attendant on duty at all times- when the plant Is operating. At other 
times , special attention should be given these areas by guards ... A. suitable 
charge -out system shouM.bc maintained and a deily check-up of tools should 
be ma.de . .". 

(c), Ship^inrj; Platfo rms a nd ' Pa r? ing A re as . - Shipping 'and 
receiving platforms should be. located- away from restricted manufacturing 
areas so tha.t it will not be necessary for outside delivery or pick-up men 
to enter these areas. This will eliminate the necessity' for escorting and 
close guarding of trucks.. Employees' cars shall be parked outside the. re- 
stricted plent areas, so that all employees will have, to enter- the plant 
through pedestrian entrances. Visitor's automobiles should .be parked outside 
of the. plant area. All persons who are' re-quired" to. enter such riant areas 
by automobile shor Id be poeativcly identified, end the contents of all 
automobiles should be carefully, checked. 

(f ) T ruck Contro l. - In plants where t nicks must enter the 
restricted areas, a truck register shall be maintained giving the following 
information J - 

Date and time of entrance. 

•: Registration number of truck. 

Name of owner. 

' • Signature of driver and helper. 

Brief description of content's of truck, 

Ta~;c of departure , 

Trucks shall be required to f ntor a specific gate, Before admission, the 
guard shall ask to sec the driver's license, and definitely ascertain that 
any person accompanying the driver is a bona fide helper. Bef ore permitting 
truck s to pass in or out , th ey shall be inspecte d to insure that no 
unauthorized or e^.amagin g ma teria ls are br ought ..i n to or shipped out of 
rc stri ct cd. areas . This shall" be accomplished by- che ck ing the materials 
noted on the bill of lading or the. delivery ticket. Where inspection 
u - 1 <-■ 11 • c - 
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supervise the- lor. ding or mix ding. Upon admission, trucks shall be escorted 
to and : from the loading- platforms by a guard or a project employee. 

(g) Hous eke eping. - Good housekeeping rill be recuired. 
Accumulations of vaste, debrir , etc. } shall be e voided. "Selvage materials , 
maintenance supplies, unused equipment, and building materials shall be' neatly 
stored in prepared locations easily accessible for .inspections. 

(h) Plant Lay out. - When planning ner plcnt facilities or . 
the expansion- of existing facilities to accomod.ate increased production re-' 
quirements of classified military contracts witr this office, f u; 1 considera- 
tion shell be given plant protection requirements to insure the most advrn- 
tageous physical conditions and consequent economy of gurrdirig, 

(i) Passive Protection . - Air raid nrecuations shall be 
developed in accordance with the suggestions of locf 1 office of Civilian 
Defense. 

5-05. Emplo yee identification /.nd Control. - (a) Badges . - 

An employee identification system shell be installed, using suitable badges, 
supplemented if advisable vith identification cards, -Thereby employees may' 
quickly recognize an outsider or an employee who is not in the area to which 
he is assigned. The most satisfactory type of badge is a combination color 
and number system (with rearer's photograph) union rill indicate the depart- 
ment to which the rearer is assigned, his payroll number and identity. The 
color scheme may be extended to indicate official status in addition to 
place of work. Badges should be of a type which it is impossible to alter. 
Subcontractor's emplo3''ces shall be subject to the same regulations as rerular 
employees end shell be identified by special badges. 

(b) Ba d ge Rules . - The folloring rcguletions should be strictly 
enforced to insure the proper functioning of the badge system: 

Badges shall be worn in a uniform place on the 
• - outside of employee • s '"clothing , and shall be worn 

at all times -.hen r mployees are on the plrnt property. 

Officials end administrative personnel shfll weer 
badges at all times when within the confines of the 
plant restricted areas. 

Employees reporting for work with out their badges 
shall be sent home for them. The exchange of badges 
shall be severely dealt with, and a suitable fine or 
other penalty shall be oxreted for lost badges, ample 
to cover the overhead incorAxrienccs . 

Employees and members of the gurrd force shall under- 
stand that there are no exceptions to these rules end 
that all persons, irrespective of rank, without proper 
identification shall be reported. 

All employees shell be held responsible for the enforce- 
ment of ■ •these., rules '• Pull - cooperation is demanded. 

■ (c) Id ont if i ca t ion . - Empl03T.es should be positively identi- 
fied when entering the plant, preferably by one or more elert rurrds stationed 
at employees entrances who shall check identifier tion crrd or badge. This 
can be a^omt^^hcd_]qest by arranging the entrrnce gat^" .in such a ray that ' 




enployces nust enter in one or nore single lines, each or'whicfT ;.Tri"T37T w ~"""^ • 
checked by "ur rd or other responsible erployee. Ehployees should be assigned 
to r. particular entrrncc and always enter or leave the riant at that point, 

(d) Abs ences . - A drily check of absentees is desirable during 
war emergency. Any erployee absent fror. work without a legitimate excuse 
should be looked, upon with suspicion. Continued absences on the part of an 
erployee should be ccuse for investigation to ascertain the reason' therefor, 
Enployees leaving the plant before termination of - their shift shall obtain 

a pass from their supervisor. This pass shall be teken up by, the guard at 
the gate who shall note the- tine of departure thereon. 

(e) Movement . - The movement of employees between departments 
shall be restricted (see parr graph 4.-01 (e)). It shall be a rule of the organi- 
zation, understood, by -all employees, that employees found in areas other than 
those to vhich they are resigned, rill be subject to. disciplinary action. 

The enforcement of departmental employee restrictions depend upon careful checks 
and vigilcnce on the .'part of supervisors end department heads working' in co- 
operation with the guards. .. .Rest rooms, lunch rooms , end other such facilities 
should be located so that employees •..'ill not pass through restricted areas 
to reach them. Employees' clothing, lunchbexes, etc., shouid be kept out of 
vital areas or offices in which secret work is being performed., 

5-06 Guard Syste m, (n.) General . - A twenty-four hour, seven-day 
week guard system, which shall be under the command of the plant Security 
Agent shall be established and maintained to protect all areas where classified 
work is being performed. The guards shall function when on duty as civilian 
assistants to the Military Police. ' It is desirable that the guards also be 
deputized by Ideal' police departments so that they may rarke arrests, if neces- 
sary, in the vicinity of restricted areas, 

(b) ' Organization . - Under the Security Agent,, there shall 

be a Chief of Guards in charge of the entire -gurrd organization, and a Senior 
Guard in charge of each shift.' Sufficient personnel shall be assigned to pro- 
vide at least hourly -coverage, during .'nights- and idle days and to... control all 
entrances to restricted areas where classif ied 'work' is being perf orned; ' 
Additional guards- shall be assigned to protect especially important or vital 
units. within the restricted areas. A reserve of from 1 to 3 men, depending • 
upon the size of the guard force, shall be on duty each .shift to assist guards 
on post in case of alarm,- Only men who are alert, intelligent, trustworthy 
and in good physical condition shall be selected for employment as. guards. 
Attention is invited to the requirement that '-'guards - are .formally cleared as 
prescribed in paragraph 2-06. The Chief Guard shall be responsible for keep- 
ing the Security Agent fully informed as to the activities of. the Guard Force. 

(c) '-' Trainin g. -. A comprehensive set of rules, which shall be 
•* . known as Guard Orders, governing the operation of ' -the guard force end detail- 
ing the duties of the guards 5 shall be prepared.- A .copy- shall be furnished 
each member of the guard and frequent checks shall be made by the Chief Guard 
and Senior Guards- to insure- -that each nan is at all times thoroughly familiar 
with the Guard Orders and any Special Orders, which, may,., from, time to time, be 
issued. Special instructions shall bt prepared to govern the operation of 
the guard force in the event of air raid alarm, and the training of the guard 
shall include instruction, in the performance- : bf --spccirl-' duties during air 
raid alarms. -The guard shall be so disciplined and trained that in the event 
of alarm certain guards - depending upon the location of the . incident - answer 
the alarm while the. majority of the men remain at their posts and redouble, 
their watchfulness. The Guard Force cannot be considered properly trained 
unless they arc thoroughly familiar with the following:. 




Ji'ntirc -plant croc, especially restricted.. rnd vital 
areas. , 

All common' forms of espionage rnd sr.botr.go (Sec. 
.. paragraph 5-07), . 

Location of especially hazardous units, pro-cesses 
and materials. 

Location and use of all available fire protection 
equipment } including sprinkler' control valves, 

• • . Location .and use of all fire alarm facilities, call 
boxes, etc., and guard communication system. 

' Conditions that may cause fire . _ 

" Location rnd operation of a 11- important sterra and 
gas valves and all main electric switches. 

' "First-aid methods and. -location of first-aid equip- 

ment for use m case of accidents..' 

" Action to be taken m an emergency that can be reason- 

ably foreseen and action -to be taken in cases not 
covered 'by instructions, , 

(d) Duties . - The guard shall, be- responsible for the protec- 
tion of the offices, laboratories ,- plant and. other facilities connected with 
the project.' Guards should never be required to perform v.'ork in the plant 
which night interfere with' -their duties in maintaining plant protection. Their 
duties shall include the following. : . 

Make regular patrols, of a.ll restricted areas, giving 
. ' special attention to areas which are vital or would 

likely be of "articular interest or vulnerable to 
espionage o.r sa-botr.ge agents. 

Be cspr cially -watchful for foreign objects which might 
be used for sahotage purposes. ... 

'" Intpect fences, locked gates', doors, etc.,. being on the 

ale rt . to. discover conditions -. which might facilitate 
entr r.ce to restricted areas. , 

•' - Be . especially watchful to discover fires or potential 

fire and other hazards, and inspect fire -fighting 
apparatus for evidence of tampering or disturbances. 

■ Patrol and inspect exteriors as well as interiors of 
" ■ buildings ' - 
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Check the credent ir is of all persons entering 
. ■ or leaving- the, re stricted areas, and admit no 
one v:ithout proper credentials of authorization 
from the Security Ap.ont. (See; sub-paragraph 5-05 
(d)). Under no condition shall intoxicated persons 
be permitted on the premises. 

Inspect all lunch boxes, packages, bundles, etc., 
• carried by persons entering or ler.ving restricted 
areas. All cr.merr.s carried by' persons entering 
restricted areas shr.ll be left with the guard outside 
the restricted areas , and returned to the owner at the 
time he leaves. 

Inspect all aavtomobilcs , trucks- fend railroad cr.rs at 
point of cntrrnce to insure -that no unauthorized or 
damrging materials r.rc brought in or shipped out. 

• Control- the- interdepartmental movement of employees 
; • and require? all persons within restricted zones to 

wear identification hedges. 

Escort visitors, trucks, etc., with in restricted 
zones except when accompanied by and : under the super-'. 
, vision of. a project employee. 

■Report rll unusuxl. incidents to Senior Guard of Chief 
Guard v:ho shell enter c report of same in the Guard 
Book, . . ' 

'(c) Gur.rd Book . - Tho Chief Guard end Senior Guards shall . 
maintain a written record of all guard activities. In this record, known 
as the Gur.rd Book, will appear rll unusual incidents or occurrences noted 
during each tour of duty; all orders and instructions received, by the 
guards, giving name of person .issuing same .(which shall bo only thc^ Security 
Agent, the executive in charge of the project or their designated alternates) ; 
and names of guards on duty, showing time of posting and relief . The Gur.rd 
Book shall be maintained more or. less in the form of a diary which, will 
present a narrative report of each shift. It shall be kept up to date at all 
tines and available, for, inspection by representatives of this office, . 

(f.) Communication System, - A. communication system for the 
use of the guards shall be installed.. It should ; provide for the positive 
identification of the guard calling in,, permit the summoning of single . . 
guards or all guards simultaneously, and definitely indicate the location . 
from v;hich. the call was made. Guards will be required to report' on a regular 
basis, and. in. the event /of failure of a guard to report immcdia.tcly, investiga- 
tion shall be made by the Senior Gur.rd in charge of the shift. 

5-07, Esrionage and Sabotage . - (a) Espionage . ' - The Security 
Agent must anticipate and block all opportunities for the practice of espionage 
within his plant.. The ingenuity of foreign agents or enemy sympathisers 
must be met with a superior ingenuity on tho part of plant management in 
locking the doors to inf orar tion ■ of value to the enemy. Some of tho 'more 
common methods of espionage agents are the following: 



Purchasing information from employees. 



Theft 6r ixirohr.se of stolen plans , prptrs , nid other 
documents. 

Copying documents. 

Photographing of the finished" product. 

Theft of finished product; pa-rticulrrly snr.ll --a.rts cr 
samples . 

Questioning employees, either openly or under pretext. 

Personr.l observation of production operations, test 
runs , shipment of finished product or confidential 
papers, '- 

Espionage .rings disguised as commercial concerns, 
scientific organizations, business men's groups, 
professional advisor services, etc. 

: (b) Sabotage. - The successful enemy agent with the mission of 
sabotage must produce largo rnd spectacular results of rhich his employer is 
sure to hear. The sabotage . objc ctivc of greatest iraportrnce. to plant manage- 
ment- is the interruption of production rhich delays or denies to the military 
forces supplies needed for the successful conduct of the var. The possibili- 
ties of major scale sabotage attempts- must be foreseen by the plant Security 
Agent and action taken to prevent their successful accomplishment » Attempts 
at minor, small-scale acts of sabotage can be expected from enemy sympathisers 
which cm, and must be, anticiprted rnd prevented ■ also. The major scale 
saboteur is certain to seek .the conditions under "ft ich one act of sabotage 
may result in a more far reaching cffc,ct on the production of this country 
than all the little petty annoyances of sabotage combined. He must be gratified 
to find large volumes of precious critical material gathered together at ft 
single point, vfocre one major accident, or- combination of conditions can strike 
an effective blot;. VJhero conditions require concentration of precious materials, 
protection methods must be uorkee- out such that if' the act of sabotage is not 
entirely, prevented, the extent 'of elamagc nill be positively limited. A; likely 
tool of wholesale sabotage is destruction by fire. Serious crippling of the 
production program by fire can readily occur if the- important equipment and 
critical supplies and rr.terir.Is arc stored or placed together in c. manner "here 
a single fire cm destroy them. The application of sound principles of Tire 
■protection, prevention, and fighting v/ill deprive the saboteur of ' success in 
the- use of fire as a tool- arid minimize the extent of loss and damage if not 
prevent it entirely. It is nell to remember that whatever the cause of fire, 
the most important step of all is immediate action v;ith proper eqiTipncnt vrhen 
the fire is discovered. 

(c) Prevention . - . In the prevention of espionage and sabotage, 
much can be accomplished through effective identification and control of person- 
nel; adequate physiccl protection, as by fencing; the employment of adequate 
ucll-traincd guards; and the instilling into the mmd of every employee the 
cssentirl need of constant alertness rnd the prompt reporting of suspicious 
incidents. Errolovcc- .relations and personnel control arc important factors in 




maintaining plant security. Employees r.nd former crployc cs naturally are 
fcmilir.r with the plant end its processes and have accurate inforr.ic.tion vhich, 
in the event of their disloyalty, nay emble then to reler.se vitr.l information 
or to commit sabotage at vulnerable points, Loyr.l employees, be cause of 
honorable r.nd patriotic motives -in times of emergency, uill assist in pro- 
tecting plant property and. will report' any suspicious act or occurrcnce-s 
which may be indicative of attempts at espionage or sabotage. 
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TnUfW" SECTION VI - PLANT SAFETY 



6-01. Gonerci. - Thf Plant Security Agent shall initiate 
and supervise a pl?nt sefety program with the plant safety engineer in 
accordance with the practices established .by the various nrtional safety 
committees and councils for industrial safety. ■ During war, when every 
resource at our command is being utilized to capacity, the. loss of a man- 
hour j machine -hcur, , or. proc'uction-hour from 'preventable accidental causes 5 
or through any act or ommission on our part is vrry closelv related to 
sabotage, and produces, exactly the seme net rr suits. The reduction of 
such losses to a minimum, through the medium of a well integratrd plant 
safety program is therefore r true function of Protective Security. 

'6-02. Scope - The subject of plant Safety, as referred to 
herein, is concerned with not only the personal safety of all individual 
employees, but aleo with the safety of the physical features of the plant 
itself. Safeguard. ng employees a r.ar.st the hazards of unguarded machinery, 
defective equipment, improper lighting and unsafe practices of the employees 
themselves, and the safeguarding of the physical plrnt against fire, explosion 
etc., fall within the scope of plrnt safety. 

6-03. Frogram - A detailed discussion of safety will not be 
undertaken in these instructions. Pact emphasis on Industrie 1 safety 
should assure at least a rmcTeur of safety trained people in the organiza- 
tion, and with the wealth of published data on the subject available, the 
Security Agent should be able to develop a first class acceptable safety 
program. Proper attention should be riven to the designation of fire con- 
trol areas and squads within the plrnt, rnd the instructing of erployees 
in the coirf.ct methods of combating the se/veral types of fires. Special 
attention will be given to the proper contro" 1 of new hazards introduced by 
•the nature of project activities. 
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7-01, General. - To kee - 'the; District. Engineer informed end 

assist in the coordination of the security prog: cm throughout the general 
project, the f ollovinr- :■ eports are rccuired. All re r orts' she: 11 be care- 
fully prepared and promptly mailed < t the times specified. Organizat. ons 
to which an Area Engineer has been assigned may be rccuired t'o forward all 
communications and report's relative to the rrote ctivc secrri-ty system 
through his office in order that he may be continuously rnformec": on the 
subject. The exact ^roccduie shall be estf blished by each Area 'Engineer 
concerned. • Such reports and communications, regardless' of vheth'or or riot 
they are forwarded through the Area Engineer; shall be addressed as follows : 

The District Engineer 
U, S- 4 Engineer .Office " . • 

''".'' Manhattan .District ' -."■•-' 
• . P.O.Box '4.2 - Station J ' • ■. ■ 

. !Je- T. rk, N. Y. " . : •• 
• , .Attention: Prote ctive Security Officer. 

. 7-02, Ij^nied^.te_Xej2orts . - (a) Upon Rece ipt i of .These Iristruc 
tions . - Immediately upon' receipt-, of these instruct ons, each organization 
engaged on this project shall report the complete name, ma i " ing" address , 
and telephone number of . the' executive whom ' hey have designated tc act as 
Security Agent. As .soon as po: sible^thereafter, a report shall 'be submit- 
ted listing the names s and designations of all persons who have knowledge 
of or a cocas to classified matters then engaged on the work.'- Immediate 
steps shall be taken to formally clear 'these ''individuals in accordance with' •. 
raragra- h 2-06. 

(b)- At Time of Occurrence ,or J^ceipt^pjf ^InXp'rma .tiQ-Q . - Com- 
plete details : ela tive to the f o] lov/ing shall be reported, in a confidential 
manner immediately upon occurrence or receipt of' 'information : 

Evidence of tampr rirr, subjection to compromise } or 
loss of classified documents or materiel. 

Evidence of suspected disloyalty of employees or 
other personnel directly oi indirectly connected 
with the general project. 

Evidence of attempted espionage or sabota^e.- 

Evidence of tampering or entry to restricted areas, 
safes, locked files, etc. 

Private sales of products and inquiries seeking to 
purchase. (See sub -paragraph 4.-Ol(f)(6) ). 

Name, designation, nature and amount of information 
kno^n, and reasons given for each employee leaving 
the project who had knovfledge of or access to SECFET 
information. 



Security InfurtaatioA 



Security Ii!rw«aiion to all persons leaving the project rath the intention 

of leaving the United States. Information in this 
instance shall be. furnished as far ^.n advance as pos- 
sible of the date of the proposed departure from the 
country, ' ; 

7-03. Weekl y R erort . - Each orgenization shall submit a 
weekly report of visitors to be in thc.nvil by Monc'ey of the ?;cek follow- 
ing the calendar v?cc k covered by th< rerort. This re-ort shell be prepared 
n the form illustrated in the Appendix - Part A and shell include for each 
visitor, his name } organization represented, date and time of arrival and 
departure, and persons contected. Visitor pass forms surrended by such 
visitors shall be returned to this office with this report rs required 
by paragraph 3-Ou. 

7 -04..- Mont hly R eports .- - (a) Empl oyees As signed to Cla ssified 
Duties. - Or the first of each calendar month a report shall be submitted 
listing all changes during the previous month in the assignment of persons 
engaged on classified work (except FESTRICTED) . This rerort shall be pre- 
pared in the form illustrated in the Appendix - Part A. For each individual 
newly assigned, released,* or transferred the report shall indicate his 
name, action, date effective, and appropriate remrrks. In the case of an 
employee resigning, his reason shall be noted. If a person is transferred 
to- or from another organization engaged on. the. general project, or another 
unit of your organization maintained separately at some remote, location, 
that orgmizat^on or unit shpll be identified.' Trensfcrs between separate 
branches of a unit all of which' arc. located at the same general site need 
not be reported. This portion of the rerort is -primarily intended to cover 
transfers., between distinctly separate unitr located m different cities. 

(h) Protective Measure s. - A narrative progress report shall 
be submitted on the first day of each calendai month describing the protec- 
tive measures installed during the past mcnth, those proposed for future 
instc- llation, and -noting the causes for any delay in completion of pending 
measures . ' 

o 0 o 
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APPENDIX - PART A 



The forms illustrated on the following pages, with 
the exception of the Personnel Security Question- 
naire, finger print chart, data card and visitor 
pass forms, shall be reproduced as required by the 
separate organizations engaged on the project. Those 
forms excepted above will be furnished by this office 
upon request. 



C 0 N F'T-f ; E N T I A -L 

Accompl ished forn-. to be' submitted in sextvpl icate by contractor 
seeking written consent of the Secretary -of Par for employment of an 
alien in relation to aeronautical or classified "'( secret, eondidential 
or restricted) " T s.r Department contracts. 

Date 

1. . _ 



Nstme - employer .- — •• - ■• .City. ' State 
2. - --- •-: : 3. I. _5. ' 



Alien's full name (any. .alias?) Age. Birthplace. Citizen of what country 
6. 7.' '8. 



Married" or single •■'•Male' or female ' Citizenship status of husband '.or. wife 
9. 10. 



Number 'of children ' ' " ■' Citizenship status 6f children 

11. ^ _ . 12.___ __. , - 

First' papers, applied, for (Date) . . First papers received. (Date) . 

13. U. : 

Second ' papers ap lied "for ' (Date) " ' 'V?hy was naturalization' delayed? 

15. Date. .of, last., entry. into United States: . 



16. 17. 13. ' _. 

Place of entry Name of. ship Dates of prior entries (Attach explanatic: 

19. Length of service '■'•dth contractor; , - • 

2t. Complete present .address : ;__■ % ; ; • 

21. All previous addresses: : , ; , 

i... 1 . — — ! ... .. ' l*. ! 1 ' J. 1 1 ■ 11 ' — * ' 1 1 ■ * 1 ■— — 1 ; ' — — — — 

22. Former employers in and outside the United States -(Give .dates of employment) : 



Military or naval service (Give dates and name of country) 

2<t. . . . ■ . . ........... . : . 25. : 

Membership in organizations, .societies, clubs or committees Religion 

26. . 

Dates' and : laces" of " any arrests ' -Vith statement ot offenses and disposition 

27, Names, felauionslVip/ and addresses of members of immediate family living' in 
any foreign country: ■ ■ . , 



11. ■ 12. . , . 

First papers, applied for (Eate) , '. First papers received. (Date) 

13. U. 



{ 2.6. 



Second ' papers ,ap lied "for ' (Date) 'Thy was naturalization' delayed? 
15. Date, of., last, entry into United States: . 



16. • 17. 13. ' 

Place of entry Name of. ship Date,s of prior entries (Attach explanatic: 

19. Length of service -dth contractor'. . . - • 

29. Complete present .address : . . ■■, . . • 

21. All previous addresses: . , 



22. Former employers in and outside .the United States -(Give .dates of em"I»yment) 



Military or naval service (Give dates and name of country) 

24. . ■ ■ . ... ,,. , ■• , . . : . 25. 

Membership in organizations, .societies, clubs or committees Religion 



Dates ' and > laces" of* any ' arrests " vdth statement ot offenses and disposition 



27, Names, ''relationship and 'addresses of members of immediate family living' in 
any foreign oountry: ■■■ ' ■ . „,„- . , 



In the 'United States'; 



28. Social Security Number: " ' '." t "" " ' 2"9. "Uni'-be'cT"5tates Department of ?ustio<T' " 

I haye, seen Sjyjial. Security - . • Alien Registration Number: ; 

Card: " I have seen Alien Registration Re- 
ceipt Card: 



Is alien willing t« bear firms for the United States against all enemies? 

Signed . 

Alien's signature 

11 F 



TO BE EXECUTED BY THE COITCHACTOR 

31. 32. 

IJario of onployer » JTamo of alien 

33. Is contract a prime contract or a subcontract? 



34. Indicate whether contract is an aeronautical, or classified (Secret, con- 
fidential and restricted) contract: 



35. Government procurement agency for which work is being done:. 



36. ~r»;.^~ ' . 

Government's numerical designation of contract, .such as (W-535-ac-13333) 

37. v 1 ■ . \ : _____ 

Job title and description of alien's proposed duties under contract 

38. Can alien "be shifted to othor work and replaced by a citizen without inter- 
faring with production? 39. If not, state special qualifications: 



40. Will alion have access to plans, specifications or work under aoronautical 

or classified ( secret, confidential and restricted) War Department contracts, 
or will he be likely to participate* in such contract trials? , 

41. Is material upon which, alion is working subject to sabotage ? 

42. Could sabotage bo readily detected? . 



43. Would sabotage moan failure of performance of the finished product?. 



44. Will alien have access to information pertaining to now ideas, plans or 
specifications, not generally known to the industry?.. , 



45. 



Has alien served as seaman since 1938? (Explain) 
46. What is the reputation of alien for loyalty to the United States?_ 



47. __Z 



Describe any rumors or incidents concerning alien's loyalty 

48. - ■ " ■ \ ' 

Do you rocomnend consent for this alien's work in relation to the above 
contract? 

49. Are you sufficiently well -acquainted with alien to vouch for his loyalty to ' 
the United States? 50. If so, do you vouch for his loyalty? 



Signod_ 
Title 



Slocommondations of Army Factory Representative and/or District Procurement He- 
pro 3 ent at ive. 



38. Can alien be shifted to other work and replaced "by a, citizen without inter- 
fering with production? 39. If not, state special qualif ications: 



40. Will alien have access to plans, specifications or work under aeronautical 
or classified (secret, confidential .-and restricted) War Dopartnent contracts 
or will he "be likely to participate in such contract trials? 

41. Is naberial upon which alion is working subject to sabotage ?_____ 

42. Could sabotage be readily dotected? . 

43. Would sabotage no an failure of perfornance of the finished product? 

44. Will alien have access to information pertaining to now ideas, plans or 
specifications, not gonorally known to the industry? 

45. ; 

Has alien served a3 seanan since 1938? (Explain) 

46. What is the reputation of alien for loyalty to the United States? 



Describe any runors or incidents concerning alien 1 s loyalty 

48. ______ ; __. 

Do you reconrend consent for this alien's work in relation to the above 
contract? 

49. Are you sufficiently well -acquainted with alien to vouch for his loyalty to 
the United States? 50. If so, do you vouch for his loyalty? 

Signe d 

Title 

Roconnondations of Arny Factory Representative and/or District Procurement He- 
pro sent at ive. 




DECLARATION OF CITIZENSHIP 



I,___ , declare that I am a citizen of the United 

ates, by reason of 

am applying for employment on Government war contracts on work which may be 
cret, Confidential, or Restricted in character. I am declaring my citizenship 
r the prupose of securing such employment, 

"(a) It is hereby made a felony for any alien or other person, whether an 
plicant for naturalization or citizenship, or otherwise, and whether an era- 
oyee of the Government of the United States or not -s«-:hhkkkhhkhkhhkhhhhhkhhh{- 

(18) Knowingly to falsely represent himself to be a citi en of the 
ited States without having been naturalized or admitted to citizenship, or 
thout otherwise being a citizen of the United States. 

(d) Any person violating any provision of subsection (a)*-"-#sahll be fined 
t more than $5,000, or imprisoned not more than five years, or both." 
ct of October Ik, 19h0, c.876, section 3U6j $h Stat. 1163 j 8 U,S.C. 7U6) 

■«■ Whosoever shall knowingly and ivillfully falsify or conceal or cover 
by any trick, scheme, or device a material fact, or make or cause to be made 
y false or fraudulent statements or representations, or make or use or cause 
be made or used any false # ■«■ certificate, affidavit, or deposition, know- 
g the same to contain any fraudulent or fictitious statement or entry in any 
tter within the jurisdiction of any department or agency of the United States 
«-s-hall be fined not more than $10,000, or imprisoned not more than ten years, 
both." (Act of April' h, 1930, c,69; Criminal Code, Section 35 (a); £2 Stat. 
7; 50 U.S.C. 80) 

I was born in date 



tness •» 

( Name ) 



I have read the laws herein quoted 
and am aware of the penalties imposed 
for misrepresentation. 



(Title & Iddress) ' 
(Name) 

(Title & Address}- (Signed) 

If natural born, indicate whether by birth in the United States or by birth 
a foreign country of American parentage. If by naturalization, indicate 

sther by naturalization by court proceedings, by naturalization of parent pr 
marriage to a citizen of the United States, including dates and names of 

aces, persons and title of Court involved. 



c 



NATIONAL DEFENSE PROGRAM 

FEDERAL BUREAU OF INVESTIGATION, UNITED STATES DEPARTMENT OF JUSTICE 

WASHINGTON, D. C 



APPLICANT 



Name of contributor . 



.(Stat* wlMtlaa* P©U©» Department. Sheriff' • OiBo*. or other official designation) 



. City State. 



(PLEASE PASTE PHOTO HERE) 
(USE OPTIONAL) 



Applicant for 



(Specify petition) 




Address ... „ ... _„, 

Birthplace Citizenship . 

Age , Date of birth .'.._.„ 

Height .... Weight 

Hair — '. — _____ _ Eye»..~. 

Complexion Build 

.. .. 11 

Scars and marks 



O — M—assiT 



IMPORTANT -PLEASE INCLUDE ALL REq( STED DATA 



NATIONAL DEFENSE 
PROGRAM 



LEAVE THIS SPACB BLANK 



Name 



Classification . 



< 



(Surname) (Pint) (Middle) 

(PLEASE TYPE OR PRINT PLAINLY) 



No Color . 



Sex Reference. 

RIGHT HAND 



1. Thumb 


2. Index finger 


3. Middle finger 


4. Ring finger 


5. Little finger 






















LEFT HAND 


6. Thumb 


7. Index finger 


8. Middle finger 


9. Ring finger 


10. Little finger 























Impressions taken by: 



Note amputation* 



(Signature of official taking prints) 

Date impressions taken 



FOUR FINGKR8 TAKEN SIMULTANEOUSLY 



Left hand 



Left thumb 



Right thumb 



(Applicant'* signature) 



FOUR FINGERS TAKEN SIMULTANEOUSLY 



Right hand 



PLEASE DO NOT FOLD THIS CARD 



1 
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DATA CARD 


Name 


Address 


Unit 


Location of Unit 


Employer 

Date Employed 

P.S.Q. Completed.' 


Contracting Agency 
Date Fingerprinted 
Espionage Act Signed 


Citizenship Status^ 
Date of Birth 


Place of Birth 


H. S. 


From To Grad. 


College 


From To Degree 


College. 


From To Degree 


CDo Not Use* These Spaces) 

Submitted to S. C. Released 

Date Reemployed ""Where ~ " r 
Preliminary ChecY*by Date 
Formal Clearance by Date 




(over) 



Front Side 



Previous Employer Address . 

Position Held From To 

AgeTl .11 IZTHt. H.Wt .11 1*1 ""Hai r" "Eves"'" 

Build ^Complexion Special 

Nationality of Father ~ _H * of Mother__ 

Citizenship of Father _of Mother_ 

Relatives outside U. S., . Country 

Payroll Classification 

Title of Position_ H 

Type of Duties 



Category_ 



Remarks 



Reverse Side 



P ESPIONAGE ACT < . 

Y ■ ■•■ ' " ' "" , ■' ■ 

' ■ •■ EXTRACT FROM. • . 

„ "THE CODE OF THE 'LAWS OF THE UNITED STATES. OF AMERICA" 

. ; IN FORCE JUNE H, 1940 

.. TITLE 50 - WAR - 

. CHAPTER U --ESPIONAGE" 



Section 31. ' Unlawfully obtaining or permitting- /bo be . obtained lnforma- 
• tion affecting national defense . 

(a) Whoever, for the : purpose of obtaining information- respecting the 
national defense with intent, o.f reason to. believe that the information to 
be obtained is to be used to the injury of the United States, or to the 
advantage of any foreign nation, goes. upon, enters > flies over, or other- 
wise obtains information concerning any vessel, aircraft, work of defense, 
navy yard, naval station, " submarine base, coaling- station, fort, battery, 
torpedo station; dock-yard, canal, railroad, arsenal, camp, factory, mine, 
telegraph, telephone, wireless, or signal station, building, office, or 
other place connected .with the national defense, owned or constructed, or 
in progress of construction by the United States or under the control of 
the United States, or of any of its officers or agents, of' within the ex- 
clusive jurisdiction" of the United States, or any place in which any vessel, 
aircraft, arms, munitions, or other materials or instruments for use in time 
of war are being made, prepared, repaired, or stored, under any contract 
or agreement wi th the United States, or with any person on behalf of the 
United States, or otherwise' on behalf of the United States j or any pro- 
hibited place within the meaning of section 36 of this title; or (b) who- 
ever for the purpose- aforesaid, and with like intent or 'reason to believe, 
copies, takes, -makes, or obtains, or attempts, or induces or aids another 
to copy, take, make, or obtain, any sketch, photograph, photographic nega- 
tive, blueprint,, plan,': nap, model,- instrument, appliance, document, writing, 
or note of anything connected with the national defense; or (c) whoever, for 
the purpose aforesaid, receives or obtains, or agrees or attempts or induces- 
or aids, another to receive or obtain from any person, or from any source 
whatever, any document, writing, code book, signal book, sketch, photograph,, 
photographic negative, blueprint, plan, map, model, instrument, appliance, : 
or note, of anything co.-nected with national defense, knowing' or having 
reason to believe, : at the tine he receives or obtains, or agrees or attempts 
or induces or aids another to receive. or obtain.it, that it has been Or will 
be obtained, taken* made or disposed of by any person contrary to the pro- 
visions of this title; or (d) .whoever, lawfully or unlawfully having posses-- 
sion of , access to, control over, or being intrusted with any document, 
writing, code book, signal book, sketch, photograph* photographic negative, 
blueprint, plan, map, model, instrument,, appliance,; or note., relating to the 
national defense, willfully communicates or transmits or attempts to com- 
municate or transmit the same to any person not entitled' to receive it, or 
willfully retains the same and fails to deliver it. on demand to the officer 
or employee of the United States entitled to receive it; or (e) whoever, 
being intrusted- with or having lawful possession: or -control of any document, 
writing, code book, signal book, sketch, photograph, photographic negative, 
blueprint, plan, map, model, note, or information, relating ity the national 



defense, through gross nagligenoe : permits the same to be removed from its 
proper place of custody or delivered to anyone in violation of his trust, 
or to be lost, stolen, abstracted, or destroyed, shall be punished by im- 
prisonment for not more than ten year's and may, in the discretion of the 
court, be fined not more than ;')10, 000, (June 15, 1917, c. 30, Title I. Sec. 
1 , 4.0 Stat. 217, as amended by Fublic Act No. 443, Laws of 1940.) 

Section 32. Unlawfully disclosing information affecting national defense . 

Whoever, with intent or reason to believe that it is to be used to the in- 
jury of the United States or to the advantage of a foreigh nation, communi- 
cates, delivers, or transmits, or. attempts to, or aids, or induces another 
to," communicate, deliver, or transmit, to any'foreign government, or to any 
faction or party or military or naval force within a foreign country, whether 
recognized or unrecognized by the United States, or to any representative, 
officer, agent, employee, subject, or citizen thereof, either directly or 
indirectly, any document, writing, code book, signal hook, sketch, ■ photograph, 
photographic negative, blueprint, plan, map, model, note, instrument, appliaane 
or information relating to the national defense, shall be punished by imprisonment 
for not more . than twenty years: Provided, that whoever shadl violate the pro- 
visions of subsection (a) of this section in time of war shall be- punished 
by death or by imprisonment for not more than thirty. years; and (b) whoever 
in time of war,' with intent that the same shall be communicated to the enemy 
shall collect, record, publish, or communicate, or .attempt to elicit any 
information with respect to the movement, numbers, description, condition, or 
disposition of any of the armed forces, ships, aircraft, or war materials 
•'of the United States, or with respect to the plans or conduct of any naval or- 
military operations, or with respect to any works .or measures undertaken for or 
connected with,, or intended for the fortification, or defense of any, place j or 
any other information -relating to the public defense, which might be useful to 
the enemy, shall he punished by death or by imprisonment for not more than 
thirty years, (June 15, 1917, c. 30, Title I, Se : q. 2, 4-0 Stat. 218.) 

Section 33. Seditious or disloyal acts or words in time of war . ■ 

Whoever, when the United States is at war, shali willfully make or convey 
false reports or false statements with intent to interfere with the opera- 
tion or success of the military or naval forces of the United States or to 
promote the success of. its enemies and whoever, when the United States is at 
vrar, shall willfully cause or attempt to causo insubordination, disloyalty, 
mutiny, or refusal of duty, in the military or naval forces of the .United 
States, or. shall . willfully obstruct the recruiting or enlistment service of 
the/ United States, to- the injury of the service of the.. United States, shall 
be punished by' a. fine of not more than ';il0,000 or imprisonment for not more 
than 'twenty years or both. (June 15, 1917, c. 30, Title I, Sec. 3, 4-0 Stat. 
219; Mar. 3,' 1921, c. 136, 41 Stat. 1359.) 

Section 34-. Conspiracy to violate ^receding sections . v 

If two or more persons conspire to violate the provisions of sections 32 or 
33 of this title, and one or more of such persons does any act ot affect the 
object of the conspiracy, ec.ch of the parties to such conspiracy, shall bo 
punrished as in said sections provided in the case of ' the doing of the act the 
accomplishment of which is the ohject of such conspiracy. 



Except as above provided conspiracies -tQ.cQmriLlt' offenses under th3,s ..chapter . 
shall, bo. .punished as . srqyided. bysedtion 38 of Title" 18. (June 15,' 1917, c. 
30, ■ Title- I, Sec.. ^, 4.0. Stat., 21^ .■ . ... 

Section 35.. Harboring or" concealing- violators of law ^ ' 

Whoever harbors or conceals any person who he knows, or has reasonable 
grounds to believe or suspect, has- comittad, ..or is about to>. commit, an of- 
fense undor this, title shall be punished by imprisonment for" not more than 
ten years and may," in tho discretion of the* court, - bo fined not- moro than, 
$10,000. -(June. 15, 1917, c. 30, Title I, Sec. 5, 4-0 Stat. 219, as amended 
by Public Act Mo. 44-3 Law's of 1940.) 

Section 36. Designation of prohibited places by proclamation */ . 

The President in time of -war or in- case, of .national . emergency may .by proclama- 
tion designate, any place other than those set forth in subsection (a) of 
section 31 of this titlo in which anything for the use of the Army or Navy is 
being prepared. or constructed or stored as a prohibited place for tho purposes 
of. this- chapter* Provided, that he shall determine that information with 
respect thoroto would.be' prejudicial to' the national dofc.uso. (June 15, 1917, 
c. 30, Titlo. I, Sec. 6, 4-0 Stat. 219.) 

Section 37. Places subject to provisions .of chapte r. 

The provisions of this chapter shall extend to all Territories, possessions, 
and places subject to the jurisdiction of the United States whether or not 
contiguous thereto, and offenses under this chapter when committed upon the 
high- seas or. elsewhere within the admiralty and maritime jurisdiction of the 
United. States and outside the territorial limits thereof shall bo punishable 
hereunder,. (Juno 15, 1917, c. 30, Title I, Sec.: 8, 4-0 Stat. 219.) 

Section 38. Jurisdiction of courts-martial and military commissions . 

Nothing contained in this chapter or chapter 12 of this title shall be deemed 
ib limit' the"' jurisdiction of the general courts-martial, military commissions, 
"or "naval courts-martial ' under' chapter 36 of Title 10 and Chapter '21' of Titlo- 
34-. (June 15, 1917, c. 30, Titlo" I, Sec. 7, 4-0 Stat. 219.) 

Section 39. Jurisdiction of Courts of Canal Zone rnd Philippine Islands of 
of fenses". on hi/ft seas . 

The several courts of first instance in the Philippine Islands and the district 
court of the Canal Zone shall have jurisdiction of offences undor this chapter 
and chapter 12 of this title committed r 'ithin their respective districts, and 
concurrent jurisdiction with the district courts of the United States of of- 
"fenscsunder this chapter and chapter 12 of this titlo committed upon the high 
seas, and of conspiracies to commit such offenses, as defined by section 88 
of Title 18, .and the provisions of said section, for the purpose of this 
chapter and chapter 12 of. this title, are hereby extended- to the Philippine 
Islands arid to the Canal Zone. In such cases the district attorneys of tho 
Philippine Islands and of the Canal Zone shall have tho powers ?uid perform the 
duties provided in this chapter for United States attorneys. (June 15, 1917, 
c. 30, Title XIII, Sec. 2, 4-0 Stat. 231.) 



Section AO.- "United States" defined . ; ' 

The term "United , 'States" -as used -in this chapter and chapter 12 of this title 
includes the- Canal tone end all territory -and Meters, continental, or insular 
subject to the jurisdiction of the United States. (Juno. 15,- 1917., c. 30, 
Title XIII, Sec. 1, 40 Stat. 231.;.) ' / ' ~" " 

Section 41. "Foreign pov-rnment" defined * ' 

The words "foreign government", as used in this chapter, • shall be doomed to 
include any ~oVornmcnt,- faction, or 'body of insurgents v?i thin a' country with 
which the United" States is at peace, .which government, faction or body of 
insurgents may or mr.y not have been recognized' by the United States as a 
government, (June 15, 1917, c. 30 Title VIII, Sec, 4, 40 Stat., 226.) ' 

Section 42. Effect of partial invalidity of emptor. 

„If any" clause,, sentence, paragraph, or part of .this chapter or of chapter 
12 of this title shall for any reason bo adjudged by any court of competent 
jurisdiction to bo invalidy such judgment shall not affect, impair, or in- 
validate tho remainder' thereof but shall be confined in its operation to thd 
clause } sentence, paragraph, or part thereof -directly involved in the con- - 
troversy in '.vhich* such judgment shall have- been rendered. (June 15, 1917, 
c. 30, Title XIII, Sec. 4/40 Stat, 231.) ... 



■ •.. My signature bclov indicates that I have road the Espionage Act 
quoted as above and. hold, myself responsible for conduct in. accordance with" 
the provisions thereof.. 



Witnoss . 1 Signature . '•• Date 



Organization 



City State " 

Notes Sign one copy in ink and send it prowply to the Secretary of the 

National Defense Research Committee, 1530 P Street, N. •?/., Washington, 
D. C. Retain one copy for your reference and file. 
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Form V-l 



Citiz en (Not represent- 
ing a foreign government 
or firm,) 



(Classification) APPLICATION FOR VISIT 

Instructions pertaining to Form V-l and V-2: , ■ • 

Requesting office will prepare in quadruolicate answering all 
questions completely and forward in triplicate to approving of- 
ficer. Approving officer will forward the- triplicate copy to 
District Protective Security Officer, 

1, Visitor: . 2. Address: 

3, Citizen: When & Where born:_ 

(a) If naturalized, state when & where and give certificate number: 



A. Has visitor been formally cleared by Army for access to Classified 

Information; ■ _ Date of clearance r ( 

5. If not cleared, state by what authority included in Army clearance: 



6. State any limitations or restrictions included in Army clearance: 



_ (over) . 

Form V-2 



AU THORIZATIO N FOR VISIT 



(Classification) 

Additional instructions for Form V-2 only: 

Approving officer will, upon approval., forward original to the 
person in charge of the unit to be visited, and transmit duplicate 
to visitor. Visitor will not present Form V-2 directly to the 
f^uard but to the person in charge of the unit to be visited, who 
will retain same and submit with the weekly visitor report, except 
extended privilege visitors, who will, at its expiration, return , 
Form V-2 to the Manhattan District, P. 0. Box 42, Station F, New 
York, H, Y, Attention: District Protective Security Officer. 

1. Visitor: 



2. Name and location of unit to be visited: 



(Classification) APPLICATION! FOR VISIT 

Instructions pertaining to Form V-l and V-2: , 

Requesting office will prepare in quadruplicate answering all 
questions completely and forward in triplicate to approving of- 
ficer. Approving officer will forward the triplicate copy to 
District Protective Security Officer. 

1, Visitor; 2. Address: 

3, Citizen: When & Where born: : 

(a) If naturalized, state when & where and give certificate number: 



U. Has visitor been formally cleared by Army for access to Classified 

Information? Date of clearance h 

5. If not cleared, state by what authority included in Army clearance: 

> . 

6. State any limitations or restrictions included in Army clearance: 

i (over) . 



Form V-2 



AU THORIZATIO N FOR VISIT 



(Classification) 

Additional instructions for Form V-2 only: 

Approving officer will, upon approval, forward original to the 
person in charge of the unit to be visited, and transmit duplicate 
to visitor. Visitor will not present Form V-2 directly to the 
.^uard but to the person in charge of the unit to be visited, who 
will retain same and submit with the weekly visitor report, except 
extended privilege visitors, who will, at its expiration, return , 
Form V-2 to the Manhattan District, P, 0. Box 42, Station F, New 
York, H. Y. Attention: District Protective Security Officer. 

1, Visitor: . , 



2. Name and location of unit to be visited: 



3. Date and duration of visit: 



Clear outline of necessary limitations and restrictions, scope of visit, 
and information which may properly be disclosed,_ 



(over) 



J" Form V-3 Foreign National (employed 

. . by U.S. Govt, agency or UiS, 

- — (Classification) — ~ ' APPLICATION FOR VISIT controlled firm) . 

Instructions pertaining to Forms V-3 and V-U: 

-Requesting, office will prepare in quadruplicate answering all questions com- 
pletely, and forward "in" triplicate to Manhattan District, P* 0. Box 1±2, Station 
F, New- York,- R^ X.,.^ Attention: Protective Security Officer, 

1. ' Visitor; - ' ' . 

2. Address: .... .. 

3. Nationality: 



km Date and place of birth: 



5. Firm. or unit represented; 

6. Official position: 



7. Number of years employedby -firm:- 



8, State' what connection -visitor has with project: 



(over) 

: i ..... , 



(. Classification) 



Form V-U 
AUTHORIZATION FOR VISIT 



Additional instructions for Form V-U only: 

Upon- approval,, approving officer will forward original to the person in 

charge of the unit to be visitod and transmit duplicate to visitor. Visitor 
will not "present 'Form V-U directly to the guard but to the person in charge 
of the unit to be visited, who will retain same and submit with the weekly 
visitor report, except extended privilege visitors who will, at its expira- 
tion, return Form V-H to Manhattan District, P. 0. Box lj.2, Station F, New 
York, N. Y., Attention: District Protective Security Officer. 

1. Visitor: • - - 

2.. Name .and location of unit to be visited: 

.... To see: - - • 

3. Date and duration of visit: " - ■ ■ 

km Clear outline of necessary limitations and restrictions, scope of visit, and 
information which may properly be disclosed: ' ' 

* 



(jrver) 



9> (a)' Has visitor been formally cleared by Army. .for access to Classified Infor- 
mation: Date of 'clearance! . 

(b) If not cleared, state by what authority visitor is engaged on the work: 



(c) Stats any limitations or restrictions included in Army clearance: 



10, Name and location of unit to be visited: 



To see: 



11. Date and duration of visit: 



12. Concise statement of purpose of visit (which presumably will contribute to the 
advancement of the work) : . 



~ ( Classification ) 

5, 'That identification will visitor possess? 



6. Submitted: Date: 

(Signature) 



( Title j 

C&nTt} ~ 

7. Approved: i Date: 

' - • ' (Signature) 



Date : 



8, Remarks: 



(Title) 



(Complete name and address of your 
firm, corporation, or institution.) 



REPORT OF ALL VISITOR .*ITH vVKO:,l CLASSIFIED ItfFOhaATION WAS DISCUSSED OK 
UiO HAL ACCESS TO CLASSIFIED vVOkK AREAS. 

Week Ending 



1. N'ii.ie in full, last name first, and organization represented. 

2. Indicate by, "N.C." under Departure Date if visit is not complete. 

3. Attach visitor's copy of Form V-2 or V-4 except for extended or 
incomplete visits. 



Name 



Orcanisation 



Arrival 



Date tTLiae 



DsDarture 



Persons Contacted 



Date Ti.ii e j. 



RECEIPT 



TO: 

RE i Receipt of Material. 

Original to be signed personally by the recipient and returned to the sender. 
Duplicate to be retained by the recipient. 
Triplicate retained by sender for 'suspense file. 

I have personally received from (sender) . 
(sender's address) . the material as identified below. I 

assume full responsibility for the safe handling, storage, and transmittal else- 
where of this material in accordance with existing regulations. The material, 
including inclosures and attachments, is identified as follows j (In identifying 
material avoid any reference which might cause the receipt form to become CLAS- 
SIFIED.) 



WAR DJJPARTMENT 
U. S/fNGINEER OFFICE 
Manhattan District 
P. 0. Box 42 
Station F 
New York, N. Y. 



Description 
(Check or indicate) 


Date of 
Document or 
Letter of 
Transmittal 


From 


Reference 
or File No. 


Addressed 
To 


Date 
Mailed 


Letter Drawing 
Report Other 

(Indicate) 
No, and Nature* of copies 
SO CC 
PC TC 
Other 

(Number and Nature) 

Number of inclosures and 
attachments 




1 









* SO: Signed original; CC: Carboncopy; PC: Photostatic copy; TC: Typed 

copy 



■ (Signature) 

7— r / (Date) 

(Postal Registry Number) 

RECEIPT 

PLEASE SIGN AND RETURN ORIGINAL RECEIPT MEDIATELY 



(Complete name and stfdre^S of your — 

firm, corporation, or institution.) ^ e iUltl lk liw oi uiAXimt -* 



Received b7 , Branch or Section _____ Date 



Before reading this document, sign as indicated below: 



NAME 


BRANCH AND SECTION 


i 


DATE 


-tjm ■ 1 1 11 • 1 ■ 1 


1 


■■' 1 " — — — > 


i 

_| , 



t 

; • t 

_ 

i _ 

i ; 

1 

^ _ , 

I 

^ , 

t 

.+.■« ■* — i i, ,< 

J - .. 

i ' 





1 

1 'I " ■ ■ — ' ' ["■ " ■ ■ 

1 

, j. 


— — »■■■ 

' 1 ' — ■ " 1 





-SE6REJ— 



(■ Complete name and address of your 
firm, corporation, or institution* ) 4 

hlPOi'ff OF PEiXSQKNEL CHANGES 

Month of 



(I). Name in full., last ncj&e first, of each person assigned to or re- 
leased from classified duties. 

(?.). Indicate action as follows: A, new assignment! ft, released. Show- 
effective date. 

(3) • For all" releases, show reason for leaving. If person is transferred 
to or from another organization engaged on the general project, or 
another unit of your organization located in another city, name that 
organization or unit. 



(1). Name 



(?.'). Action 



(3). Remarks 



APPENDIX - PART B 

4, 



Additional copies »f the fallowing instructions 
will be furnished by this office upon request. 



) 



WAR DEPARTMENT . : 
; V. United States Engineer Office .; ■ . 

Manhattan District 
P.P. Box 42, Station. F ..• 
• Now -York, . N. Y,- ;; 

INSTRUCTION FOR COMPLETING FINGERPRINT CHART 

, Only the National Defense Program Applicant fingerprint chart, F»rm 
..No. 16»2C517, . of the Federal Bureau of Investigation shallbe used. 
All data requested shall b© legibly and accurately entered in the 
appropriate spaces, preferably typewritten, in accordance with the 
following instructions: •. r 

1. NAME OF CONTRIBUTOR. CITY. STATE t Enter, witbQut exception, 
"Commanding General, S.O.S., U.S. Army, Yfashington, p. C." 

2, APPLICANT FOR : Enter name of position to be occupied by the 
applicant. 

3», NAME OF COMPANY ! Enter the name of the employing firm or «om- 
pany and complet# address of the company's office at the site 
of operations . 

U, ' DATE i Enter the date on which finger impressions are taken. 
5« ADDRE SS t Enter the applicant's complete local address, 

6. REMAINING, BLANKS ON SAME SIDE OF CHART t All blanks are self- 
explanatory and shall be completed with responsive, concise, 
legible information, 

7. PHOTOGRAPH : If delay in submission of this chart would be 
occasioned thereby, the photograph shall be omitted. 

IMPRESSION SIDE 

$* HAME t Enter complete name of applicant as indioated, 

9, CLASSIFICATION and REFERENCE * Leave these spfl§es blank. 

10. pOLOR and SEX ; Enter color and sex of , applicant. Color to be 
indicated as white, black yellow, eta. 

11. NO. t Enter code number assigned by the Manhattan District. 

It. FINGER IMPRESSIONS! Applicant's -finger impressions shell be 
careful]^- taken in accordance with the instructions issued by 
the Foderal Bureau ©f Investigation, 



„ L JphA Edgar Hoover, . .. • . . -. 5 ; ~., r , :! .<, - - s .. ■ , ,...:..-..-..) 

■Director ■ ',7 " ., ' ■ ■. - 7. '. 7. ' 7., 7 77 ' "V 

FEDERAL BURtSAU OF INVESTIGATION '. "'' 

UNITED STATES DEPARTMENT OF JUSTICE t .. 

'l. 7 "' "- : ' "*' Yfashington, D. C. -'7- r , -7. 7 f 

. 7 ! , i; ■ 7 ,7 :. ' ;7 key to .gay fingerprints ; " ' v 

The equijpnjent. required7for faking, good fingerprints is. so inex~ 
pensive that this element is riot 1 prohibitive to anyone who desires to 
take advantage > of this important science for identification. The 
equipment, consists, of a, tube of printer's ink,,, a .; roller,,, an inking 
plate , on. which", the. fingers, "kiyl inkecl,, '..'^nd, possibly ^ card, holder . The. 
last item is not absolutely , ess ential'1?ut' can bp of valuable assistance 
in7hoid4hg thev fi^e^r^^'Var^-^ij), place tp' prevent, blurring. An inking 

"slabj also'., is uii^i?e^. for.'the initial" distribution "of,, the' ink" wheire; it; 
is necessary i.p". J?r J^ii ; a, nuniber _ 'of /p.er t 'soh|i'';'at' tji.e' same' time. The slab 
is ncrj£ c6n'sldbre<i7t*o'be.' essential' where a small', number of .individuals', 

. are? ip' b^._X^e|4>rint 1 .e^'n ' t';7. ■'" .7.7" ■ "77-,.: 7u""-7j 7 . 7.7 ,7 . 

Best results can be expected from the use or^ printer's blafck ink, 
for it drie3 so rapidly, that fresh "Work can be handled immediately with 
. Very' little t danger of smudging . ' It is likewise simple to regulate the. - 
cbhsistency pf "print er's7 ink: by; warming or using--arreddcihg fluid' when 
t'he'intf ia too thick. ' Plain' writing fluid' or 1 - 'regular*' st^top-pact in^' i¥ 
not satisfactory, as prints taken with such inks- uyuially^ are illegible'. 

' ' 77 'The. i'bller bes^ adaptpdf ^ to fingerprint work is simiiar to, that , ( , 
U8'^;by0?^nt.ei!s'' ip^'f^ing, galley; proofs^ aha. ( its;:'S i Js5.e.'''is. a matter 1 td. ! 7 
be determined the' i ;individuiai i needli arid b'ref'erefkV'^of each' operator. | 
The' usual one is! about o inches long a^nd, 2 inches ;1^; diateet^r, ah(^ 'ma^J ' 
be obtained at'" a printers 1 supply houge." '""" '*"* " • ' ' "'" * 1 

A good inking 1 plate may be made from a w'obdeh >Xbc^;;^h i s^ped i 'jike.. i ,... 
a T section of railroad rail with the top covered by' any hard, non- 
porous material such as glass. An ordinary piece, of plate glass, 
however, about" one fourth of an inch thick, about 6 inches wide, and , 
14 ihches.7i*^?^uaipy, wii^ ; 'suit the i purpose f'Wteli. 7. > .TIiiB;'^ing ; .'^Iasp'^ 
should be elevated to sufficient heigh^ "to allow. the subject 's* f bream' 
to* assume a horizontal position when' the fingers are being ; inked. Fo^, 
example, it may be placed on the edge of a counter" or 1 table' of counter 
height.,. In such a, position the. operator has greater: assurance of, avoid- 
ing. q^-^nfel af.|»ni'^'n'^'pyo««iiy«>- f<n the fingers kcfa 1 'oftp^&d^pT^^ • 
more uniform, impressions. If the glass is placed on the edge of the , 
table the subject's fingers which. a^e"Aot being printed can; be made to' 
"swingtt 'off; thy. tails/^and will not 'interfere with the' fingerprinting 
process; 777 , ' 7' < ' '. 7.777 '.' ■ 7 7.7 

j, This equipment should be supplement cleansing fluids and rags 

to. prepare 'the sub jept f s fingers and to thoroughly cleanse t|ip blab, \ 
rblle^'aM!7i^'iAg'' .piate* aft^r' eicfl using. Care should be taken to see 
that the } subject's fingers are free from foreign matter and that no 
moisture is present, when the fingers are inked . since this condition will 
cause blurring. of the impressions. Denatured alcohol, beilzine, or gaso- 
line is well suited to this purpose, and the failure to use some such' 



cleanser will result in imperfect impressions either devoid of identify- 
ing characteristics or possessing false markings , caused by lint , dust, 
or gummed ink. 

There are two types of , impressions involved in taking fingerprints. 
On the upper portion of the' fingerprint card 10 prints are taken indivi- 
dually of the thumb, index*, middle-, -ring, and little fingers in the 
appropriate blocks for each hand in the order named and are known as 
"rolled impressions"; at the, bottom of thef card prints are taken simul- 
" taneously printing jill the f-ihgers of [. eaqh hand. These are called "plain 
impressiohs'l and are' used as ,a, check upon the sequence of the rolled 
impressions.. V" ' ' „ . 

In ordei* to; uhaet'starid the importance of carefully taking the rolled 
impression's, it : must, be : "remembered" that tha classification of prints in- 
. volyiss dif f efentiatioh by patterns, ridges counting, and ridge tracing, 
:and v certaih focal points,' must be' included to make classification possible 
In taking the rolled, impressions care should be token' to; dee;. that the 
entire, patte'rh on each 'fihge'r'- is printed, a It is necessary, that the 
"deltas"' be shown t 6 permit proper classification, ; This, may be best 1 
accomplished by inking the entire first joint of each 1 finger' and rolling 
the 4'inger, printed from one edge of the fingernail to the .other, 

When the oporator is prepared to take a set of finger impressions., 
a very small daub, of ink should be placed on . tliig, glassr or -inking slab, ^ 
if. 6na.£s used, and. thoroughly rolled until a very thin, even film 
coyers .the entire surfaco,. , [ ^ /. ... . ~/; 

The subject should stand in front of and at; forearm. length from. the 
inking plate, In taking rolled impressions the. bulb of the fingojr is 
placed, upon the inking' plate, the plane 'of the nail at right, angles to 
the plane' of. the. inking plate, etnd the! finger is then turned ov&r or 
rolled uhtil J tnV bulb surface faces the opposite direction. 

Care should be. exercised to see that each finger is inked evenly 
from.the^tip tq below ttie first joint, . '7' 

By p.resjsing the finger lightly oh the card, and rowing in. exactly 
the 'same, manner," @i clear, ro^ed ^impression of the; finger; surf ace is 
obtained. , Best results may be expected' by inking and prating each 
finger- separately, beginning with the right thumb and then, in order, 
the index, middle * ring, and little fingers, , : ; ; ; , •. .. '"" " / 

'-■ If consideration is given to tha anatomical or bony' structure of 
(forearms when taking rolled impressiohs^more uniform;.. prints will 
be obtained, the two principal bones of the forearm are known as' the , 
radius and the ulnar, the radius being on the thumb side and. the, ulnar 
on the little finger side of the arm. As suggested by its name, the 
radius bone revolves freely about the ulnar as the spoke of a wheel 
about the hub. To. take advantage of the natural movement in making 
..finger, impressions the radius should always be made to revolve about 
the' ulnar from the awkward to the easy position,; this Requires that the 
thumbs should , always be . rolled* toward and the fingers away from the > 
center of the body. 'This process leaves the fingers relaxed at the com- 
pletion of rolling, and they may' be easily r^ 

face without d^ , 



While the degree of pressure exerted in inking and taking rolled 
impressions is important, this factor can be best determined by ex- 
perience and observation. It is quite important, however, that the 
subject be cautioned to' relax and not attempt to assist by exerting 
any pressure on the inking surface, for the operator could not then 
gauge the pressure on the paper, and blurred prints would follow. It 
is necessary upon occasion to experiment in printing the fingers of 
certain classes of persons where the ridges may be obliterated or ren- 
dered indistinct because of occupational or other factors, The applica- 
tion of the proper amount of pressure with the use of exactly the re- 
quisite, amount of ink assists in taking good impressions in these cases. 
Should it be found impossible to obtain satisfactory results because the 
ridges are worn down, good prints sometimes are obtainable' after a week 
or two elapses, during which the subject is not engaged in his usual 
occupation, destructive to the ridges. 

To obtain "plain impressions" all the fingers of the right hand 
are pressed lightly on the inking plate and then pressed simultaneously 
on the lower right-hand corner of the card in the space provided. After 
tho same operation is completed with the left hand, the thumbs of both 
hands should be inked and printed together in the spaces provided. 

- Care should be exercised to inscribe legibly the individual's 
name and all other data requested on the fingerprint form. On the im- 
pression side of the card, the heading "Classification" and- "Reference" 
must be left blank on cards forwarded to the FBI since this space is " 
reserved for the entering of the fingerprint classification assigned 
by the fingerprint experts in the Bureau's Identification Division. 



United States Engineer Offia*. , 

New Xork, N... Y. ..• . : r , . . R , 

1, NAM§ - Enter full name of individual in oapital letters. with, the 
' ■ last rieatefirit^ 1 '"'"■'< ™ • — * ' - — ..--v.-:. : — ' r^,. -•'•••>• • • • 



2. ADDRESS m Enter hia present address. 

3. UNffi - Enter name of Unit to which individual will be* assigned* ' 

4. LOCATION OF UNIT- 'ff BnTer^ MiXis^-dr- Uni&^ - . • 

6. CONTRACTLNG AGENCY - Enter name of Government Agenqy f px^.whick, work 

w - ^ ia- bel!i#l3erfbrm%dv' (i; ^v; Ma^ttaiF^i^ie^-e^-©^^ • ' ^ ■ •••• 

1 ,-(: f ^.dJ ':f- ,; r f. f*.i ^-'o.). / :r.-:.-rr.;r 1c rjT/A> ;p;j:ni^::;,.xi: •: 

7- DATE EMPLOYED - Enter date individual, begins work .p&thjU. project . 

ay- DATE- FINGERPRINTED «> " Self -explanatory. ; f ; ;V^ ; ;_ ' 

9»... P. S T Q f COMPLETED , - Enter date Personnel Security Questionnaire, 
Form NNI-1^0, was completed, and forwarded f or t approval, ., 

10, ESPIONAGE ACT SIGNED Enter date ^ of applicant^' s^ gignature *. T 

^^■■' mni^^PiWpS^ ^'^itt na^e/iaUir&ii^ ^^Bi, as 

applicable. If naturalized, ent%r vr ceirt'iri»a^ number,' 'date, and 
place of issuance. If an alien, state citisenship and enter alien 
registration number. 

12, DATE OF BIRTH - Self -explanatory. 

13. PLACE OF BIRTH - Self-explanatory. 

y+ • H. S. - Insert name of school, years attended, and state whether 
or not individual graduated. 

15. COLLEGE; - Insert name of college, years attended, and degree 
reoeived. 

16. COLLEGE - Insert similar information relative t$ graduate work or 
other college attendance. 

17, The remaining spaces on the front of ..the card shall- be-- left blank. 

18, PREVIOUS EMPLOYER - Give information required concerning most 
reoent position* 



19* AGP, ffl?i,'*T.. 1 W l J»,fS ^ 10 ^ - Self-explanatory. 
20, SPECIAL - indicate anv^ distinguishing features of the individual, 



such as scsqrs,'' amj^t^tan*, -d^f<«a»itip3g peculiarity of .- speech, et«. 

21, NATIONALITY .OF FATHER.* lIOTHgR Indicate oountry , where born, 

22. CITIZENSHIP OF. FfcT^Bp M($H^ , «- Insert native-i naturalized, or 

alien, . ■ "^^^ ^ ti: <*^ : ^^ r— *~ 

* ^3 1- 1 REIIT^ES^ ODTSifl^ S" r *~~ Insert number of '^e^iyes* lIy|ng "out- 
. . side U, S, . 

24. COUNTRY » Insert nan* or oountry. or oeuhtries where these relatives 

25 . PAYROLL GLASS IFIC AT jpN «. Se^r^lm^o^r k TJfJl --fa ■ -0 . ,\ 

26*,.- -TIT^ p^^ffIOK- ^.itoteK:tdtl» of positjVpn,; tm be ;h^ ; ^ applicant 
whert this is 7 tiiffereht' from payroll classification . 

&'fS- ppf 1 ^ 8 ^ .fiffjifwen^ gjfj- tjsp^J^^rS^^W performed 
including' degree 'of trust (low, mediunf, : -6r..high) t " 



' J 2& ' 1 CATEGORY C&neisV' statement as to how completely ' informed person 
will necessarily be ragar^^ng -top* »^1c., c^- j ^jg^lyr A.f ivfO 
degree of classification of his work ( restr ic teo^~cbnHdent ial , or 



29, EgM^ C1 - :: Miter 1 any other 'pertinent information regarding. individual. 

ft f OTi j ": Complete detailed information shall -E§ " given fri spaoes 2? and .28. 
The r card, sbalj.. be marked f^HST. ^ifffiSl^lS? 01 ^^ 



* . " '■ • . -.. , j:uf« 0'i. f ,? ;:...:>*£ 

•' ■ • ' ^ 

.'"'''ft.'. 1 !!':':? i'-'^-'l'Iso - - • i_2_Lu.'— 1 iI.-2.-i 

-. ' • ' ; .q«vri. r';v; ,Lj?-i. rr ' tvxoxu .+'";{ "to 

•" ■■ . . .;'vr/.i;..»ooT 

. -'TTlff t-*C k-i .-.'liV.;. 6 ' £«.3s3ut "?•*•' .''«rf>t''t. ic> a ">o <v,'"5 -ytirrr : " : .'*T >r ? '. ,Vi 
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WAR DEPARTMENT 
OFFICE OF THE UNDERSECRETARY 

WASHINGTON, D. C. 



OF WAR 



FOREWORD 

This is a revision of the pamphlet with the same title issued 
by the Plant Protection Division, Office of the Under Secretary 
of War, in February 1942. 

To prevent avoidable destruction, interruption, or delay in 
the production and delivery of munitions and other material 
essential to the prosecution of the war, the War and Navy 
Departments have set up certain standards and requirements in 
order (1) to provide for the security of plants and facilities 
against all hazards, and (2) to safeguard information that might 
be of value to the enemy. The purpose of this pamphlet is to 
provide manufacturers with a guide to these standards and 
requirements. 

What applies to one plant may not be applicable to another, 
and although principles of protection will remain the same, 
standards and requirements will vary in their application. This 
requires that a determination be made for each individual plant 
by representatives of the War or Navy Department (plant 
protection inspectors) , in collaboration with management. 

Protection against all normal hazards is a responsibility 
placed squarely upon the shoulders of manufacturers. Inspec- 
tions and recommendations are made to assist manufacturers, 
and to assure that our vital war industries are thoroughly 
protected against all hazards. 
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PLANT PROTECTION 
FOR MANUFACTURERS 



I. SABOTAGE AND ESPIONAGE 
I. SABOTAGE. 

Even in peacetime, sabotage and malicious mischief are a constant hazard 
and may result in serious damage and delay to production. In wartime the 
desire of our enemies to disrupt American production becomes a serious con- 
sideration. The fact that enemy trained saboteurs were landed on our shores 
in the summer of 1942 indicates the importance the enemy attaches to this 
method of attack from within. 

Although there has been no proof, since the start of this war, of any organ- 
ized, enemy-inspired sabotage, it would be dangerous to accept a complacent 
attitude for this reason and assume that enemy sympathizers, and enemy 
agents in this country are unaware of the vital importance of our war pro- 
duction to eventual victory, and that they have neither plans nor intentions 
of seizing opportunities that may be presented, to cause serious destruction 
and delays to the production of war materials. 

The saboteur may be sly and furtive. He may strike when least expected, 
and attempts frequently to avoid suspicion by making his depredations appear 
to result from natural causes. 

It is essential that we remain constantly conscious of danger, estimate care- 
fully all opportunities open to a saboteur, and provide the most effective 
defense possible. 

There are enumerated below some of the more probable methods of sabo- 
tage. It is urgent to consider and provide protection against these or other 
forms particularly applicable to your plant: 

a. Damage to machines, equipment, or materials by breakage, manipula- 
tion, abrasives, chemicals, or foreign bodies. This includes the introduction 
of damaging elements into a machine through the medium of lubricating oils 
which may have been polluted. 

b. Damage to irreplaceable machinery, equipment, or buildings by time 
bombs, gas explosions, incendiary bombs and devices, or other explosives. 

c. Damage to power stations, transmission lines, transfer stations, switch- 
boards or other key points of the power system, including damage to the 



water supply system, gas installations, lighting systems and telephone or other 
communications system. 

d. Tampering with gages, precision tools, or technical mechanisms. 

e. Tampering with blueprints, formulae, or working models. 

/. Bacterial infection or other pollution of water and foodstuffs. 

g. Creating conditions conducive to accidents or injury of personnel. 

h. Damage by arson, taking advantage of existing fire hazards to allay 
suspicion. 

2. INDUSTRIAL INFORMATION SOUGHT THROUGH ESPIONAGE. 

Espionage agents, and spies for profit, are interested in almost all informa- 
tion relating to war industries. The following types of information are likely 
to be the most frequently sought: 

a. Improved methods of production. 

b. Type of material being produced. 

c. Ultimate destination of completed units, and the means of transporta- 
tion to such destination. 

d. Rate of production and capacity. 

e. Quantity of articles on order by this and other governments. 

/. Specifications, formulae, and plans of all munitions and war equipment. 

g. Test records of newly developed munitions, airplanes, guns, torpedoes, 
and related equipment. 

h. Sources of supply of raw materials and/or partially machined 
materials. 

3. TACTICS OF SPIES. 

Espionage agents may exhibit unlimited ingenuity in collecting j ;rtinent 
information for their governments. Following are examples of tactics to 
which spies and enemy agents may resort in obtaining information regarding 
industrial plants: 

a. Infiltration of spies into plants as employees. 

b. Obtaining admission as a privileged visitor, or inspector, through 
impersonation or other fraud. 

c. Purchasing information from employees. 

d. Theft or purchase of plans, specifications, and other confidential 
documents. 

e. Making copies of documents. 

/. Photographing working models or finished products. 

g. Reproduction or theft of working models or finished products. 

h. Questioning employees either openly or under pretext. 

i. Enticing employees who are particularly familiar with the production 
of secret and confidential materials to enter the services of a foreign power 
and serve in an advisory capacity for the production of similar war munitions. 

/'. Reporting personal observation and study of production operations, 
test runs, or confidential papers. 

k. Foreign espionage rings disguised as commercial concerns, import-ex- 
port associations, scientific organizations, insurance agencies, businessmen's 
groups, and engineering organizations may attempt to obtain confidential or 
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other information of benefit to a foreign power. Instances are known where 
a single foreign agent has become associated with a legitimate and loyal asso- 
ciation or organization, as a member thereof, and under apparent legitimate 
circumstances, obtains information of value which would not otherwise be 
disclosed. 

/. Pressure and threat with reference to relatives and friends, of an em- 
ployee, who reside in a foreign country. 

m. Skillful extraction of information of value to the enemy from members 
of the family or close friends of an employee. 

n. Information obtained in public and semipublic places where groups 
of employees congregate for social or other purposes and where conversation 
is not restricted. 

4. EMPLOYEES AS A FACTOR IN THE PREVENTION OF 
SAROTAGE AND ESPIONAGE. 

The greatest single protective factor in industry can be the understanding 
and aggressive cooperation of all loyal employees. It is unquestionable that 
the vast majority of employees is patriotic and anxious to contribute whole- 
heartedly to the war effort. The value of this great reservoir of assistants is 
incalculable, for as a group they — 

a. Know all details of operation more completely than either plant man- 
agement or undercover men ; 

6. Know their fellow workers far more intimately; and 

c. Can be trained to exercise an ever-present and all-inclusive surveillance. 

Thoroughly effective cooperation of employees cannot be expected or se- 
cured without education and training in the problems involved and the dis- 
cipline essential. The more important points relative to which employees 
should be educated are — 

a. Willing acceptance of the unpleasant fact that all employees must be 
inconvenienced by the many rules and regulations designed to trap or thwart 
the few subversives. 

b. The dangers of talking business away from the job. 

c. The dangers of hysteria and disaffection which may be inspired by sub- 
versive organizations. 

d. The dangers of spreading unconfirmed rumors, such as "Made in 
Japan." 

e. Detection of and reporting trespassers. 

/. Observance of suspicious characters and their actions. 

g. Avoidance of unwarranted approaches by strangers anywhere. 

h. Avoidance of association with dubious characters. 

i. Avoidance of suspicious promotional offers involving lurid business or 
financial opportunities. 

;'. Noting and reporting unusual equipment failures and accidents. 

k. Familiarity with the tactics of spies and saboteurs. 

To be effective, educational work of this character must be continuous. 
Furthermore, it must be sufficiently appealing to capture the interest and im- 
agination of the employee. Experience indicates that the most effective form 



of education is the informal, on-the-job instruction conducted by the em- 
ployee's immediate supervisor. Here it is possible to use actual, everyday 
examples to illustrate general principles, thus fixing the problems and respon- 
sibilities more firmly in mind than by depending entirely upon classroom or 
textbook instruction. The written text usually serves better as reference 
material for the supervisor than for the employees whom he instructs. 
5. NECESSITY FOR EMPLOYEE IDENTIFICATION. 

Spies or saboteurs may attempt to gain physical access in order to plan or 
carry out their assigned mission. It is required, therefore, that plants and 
facilities essential to the prosecution of the war maintain an identification 
system whereby employees may quickly and positively recognize a stranger, 
or an employee outside his proper area. 

In some small plants, this may be accomplished by personal recognition, 
but in larger plants, a positive employee identification system must be estab- 
lished and enforced. Adequacy of this identification system will be deter- 
mined by personnel of the plant protection inspection service. Minimum 
standards normally will require the following: 

a. Individual identification. — The most practical method is by identifica- 
tion card or badge. The badge pinned to the clothing is preferred, and is 
essential in large plants. It is visible at all times and is less liable to be lost. 
The badge system should meet the following requirements: 

( 1 ) The badge itself should be of tamperproof design. 

(2) Make-up and issue rigidly controlled to minimize counterfeiting or theft, and 
insure return upon termination of service. 

Every employee to wear his badge at all times within the plant area. 
Badges always to be worn in a uniform place on the clothing. 
Badge to include either a photograph or descriptive information sufficient to 
identify readily and positively the badge with its wearer (photograph is 
preferred) . 

Visitors should be issued special badges or passes as indicated in the section 
on "Visitor Control" (see pages 7 and 8). 



(3) 
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b. Movement restrictions. — Enemy agents may not be stupid and may be 
within war plants as presumably "loyal" employees, with identification card 
or badge. Restriction of movement is therefore necessary as an added pre- 
caution. In very large or vital plants, an individual badge should be valid 
only for one shift or for one section of the plant. A badge system using differ- 
ent colored backgrounds, for example, will help spot an employee not in his 
own department, or in the plant during an unauthorized period. Such an em- 
ployee should be challenged by the nearest person and required to show a 
special pass signed by his foreman. An employee entering or leaving at off- 
shift hours may be controlled in a similar manner. 

c. Enforcement. — No identification system is better than its enforcement. 
It is probable that a clever intruder will be revealed, not by a glaring fault, but 
by an otherwise minor error. Rigid enforcement is therefore a requirement. 
Although this is a primary responsibility of the plant guards and foremen, 
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each employee must do more than his share towards maintaining strict 
compliance. 

An excessive number of lost or "forgotten" badges is often accompanied 
by excessive absenteeism, continued "labor troubles," low morale, or other 
indications of poor executive control by plant officials. 

6. INVESTIGATION OF EMPLOYEES IS ESSENTIAL 

Employees are in a very favorable position for accomplishment of sabotage 
or espionage. Positive determination of their loyalty is of extreme im- 
portance in time of war. Investigation of actual or suspected cases of 
espionage or sabotage is a function of the Federal Bureau of Investigation, 
United States Department of Justice. To avoid such cases the plant manage- 
ment must exercise every possible precaution to determine that persons who 
make application for employment are loyal and dependable. 

a. Minimum information on employees at plants and facilities essential to 
the prosecution of the war is as follows : 

(1) Fingerprints as required by War and Navy Departments. 

(2) Personal history to be entered on an employment application form approved 

by your plant protection inspector. 

(3) Routine mail or telephone check on references, particularly previous em- 

ployers, and a check of important or doubtful statements appearing on the 
application form. 

b. Additional information required in special cases: 

(1) Aliens may be employed on classified or aeronautical contracts only with 

prior consent of the Secretary of War or the Secretary of the Navy. Con- 
sent may be requested by submission of the forms provided. 

(2) Selected employees may be required to submit additional personal data upon 

the request of a service command representative or plant protection in- 
spector. 

c. Special workers are those stationed in the plant but employed by others, 
such as contractors, consulting engineers, or caterers. Investigation of this 
personnel depends entirely upon circumstances, and may consist of anything 
from a complete check, down to a simple statement of loyalty. 

d. Suspected disloyalty for any reason or cause will be reported at once to 
the nearest office of the Federal Bureau of Investigation. 

7. FINGERPRINTING. 

All present employees and applicants accepted for employment in plants 
and facilities vital to the war effort are required to be fingerprinted. Other 
plants and facilities desiring to participate voluntarily in this program may be 
permitted to do so by the commanding general of the service command con- 
cerned. 

The purpose of the program is to identify persons whose criminal records 
indicate that continued employment in their present positions may endanger 
the war effort. Criminal records are confidential and for the exclusive use 
of War and Navy Departments personnel, who evaluate the information and 
initiate appropriate action in accordance with the purpose of the program as 
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set forth above. The War and Navy Departments are not primarily con- 
cerned with the morals of employees, and disregard criminal records unless 
they disclose tendencies that may make their employment a risk. Production 
of war materials is of critical importance and every person who can contrib- 
ute without endangering the war effort will be permitted to do so. 

8. PROTECTION OF THE PLANT AREA AGAINST UNAUTHOR- 
IZED ENTRY. 

Access to the plant must be so arranged that intruders may be excluded or 
captured, and visitors controlled. 

a. Physical requirements. 

(1) Fencing is the most effective barrier. Present metal shortages require the 

use of ingenuity in designing suitable fencing from available material. 

(2) Entrances should be kept at a minimum number. They should be locked or 

guarded at all times. 

(3) Screening should be used on all vulnerable windows, ventilators, drains, or 

other small openings. 

b. Enforcement. — No physical barrier is effective unless backed up by 
human observation. Fences, locks, and bars will delay but will not stop a 
determined intruder. All employees should be on the alert to spot any 
unauthorized entry. 

c. The guard force normally will be the principal enforcement agency. 
Static guards are required at all unlocked places of entry to control all 
persons entering or leaving. Roving guards must be provided to patrol all 
other vulnerable points of possible entry. 

Guards and watchmen should make regular patrols of the entire plant, 
with special attention to areas likely to be of particular interest to espionage 
or sabotage agents. Guards should vary their routes occasionally so that 
their appearance at any given point cannot be anticipated. Guards' and 
watchmen's rounds should be arranged so as to cover the interiors and ex- 
teriors of all important buildings. Watch-clock stations should be so located 
that all points of the plant and yard will come under the observation of a 
guard or watchman on each round. 

Fences must be inspected on each round and watch should be kept for 
foreign objects which might be used for sabotage purposes, or to facilitate 
entrance to the plant. Locked gates and entrances must be checked and any 
abnormal condition immediately reported. 

Trucks and railroad cars should be checked by guards at points of en- 
trance. In important plants, guards should be stationed at receiving and 
shipping platforms to keep unauthorized persons away and to make sure 
that no unauthorized or damaging materials are brought in or shipped out. 

In general, guards should have no duties other than the maintenance of 
plant protection. In small plants, however, watchmen may sometimes assist 
firemen, start process heaters or furnaces, etc., provided such duties do not 
interfere with their regular rounds or other guard functions. 
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Parking lots preferably should be outside the plant yard, but if within or 
adjacent to plant areas they should be separated by fencing so that all em- 
ployees will have to enter the plant through pedestrian entrances. All per- 
sons entering the plant areas by automobile should be positively identified, 
and in case of any doubt the contents of automobiles should be carefully 
checked. Visitors who are not personally known should be required to 
park their automobiles outside the plant area. 

9. VISITORS. 

a. Responsibility. — The primary responsibility for the control of visits 
to and visits within any plant, facility, or installation rests with the com- 
manding officer of the Government-operated plant, facility, or installation, 
and with the owner and operator of the privately operated plant, facility, or 
installation. Thus, all authorizations to visit are subject to approval or 
disapproval by the person primarily responsible. 

b. Limitation of visitors. — No visitor will be admitted except for a legiti- 
mate and necessary purpose. This restriction applies to all, including Army 
and Navy representatives, and all other Federal or local government officials. 

c. Special visitors. 

(1) Reporters, photographers, and other representatives of publicity agencies may 

not be admitted to a manufacturing establishment engaged on war contracts 
unless accredited by the Bureau of Public Relations of the War Depart- 
ment or the Office of Public Relations of the Navy Department, and unless 
the purpose has been made known to, and approved by, the plant manage- 
ment beforehand. 

(2) Foreign nationals (except Canadians) and United States or Canadian citi- 

zens representing a foreign government or organization will be admitted 
only on written authority of the Assistant Chief of Staff, G— 2, War De- 
partment General Staff, or the Director of Naval Intelligence. 

(3) State and local officials making inspections required by State laws and local 

ordinances may be admitted without prior authorization from representa- 
tives of the Army or Navy. 

(4) Firemen, policemen, physicians, nurses, and similar authorities may be ad- 

mitted in an emergency without prior authorization. In an emergency every 
reasonable precaution will be taken to prevent persons from taking advan- 
tage of confusion to make unauthorized entry. ; 

(5) Casual visitors, such as salesmen or applicants for employment may be ad- 

mitted by the plant management under established rules and restrictions 
approved by the plant protection inspector. 

(6) Properly identified agents of the Federal Bureau of Investigation may be 

admitted to the plant without prior authorization from representatives of 
Army and Navy, and should be given all possible assistance in the perform- 
ance of their duties. 

d. Visitors essential to production. — Persons essential to production, such 
as repairmen, accredited insurance company inspectors, and technical con- 
sultants may be admitted by plant management without prior authorization 
from representatives of the Army or Navy. 

e. Control of visitors. 

(1) Visitors will be kept constantly under surveillance, or will be 
accompanied by a plant, Army, or Navy official. 
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(2) Each visitor must be prepared to identify 

himself and, in plants engaged in classified 
work or projects, to show that he is a citizen 
of the United States. For these purposes the visitor 
will carry a card, issued by his employer, which adequately 
identifies him, and whenever necessary, indicates that his cit- 
izenship and loyalty have been verified. Although identifica- 
tion cards are not required to follow any specific form, any 
visitor to an important plant, facility, or installation who does 
not possess an identification card containing the following 
minimum information may be excluded therefrom by such 
commanding officer or operator: 

( a) Personal characteristics such as name, height, weight, 

color of hair and eyes, race, birth date, dis- 
tinguishing marks. 

(b) Photograph; print of one or both thumbs or index 

fingers; signature of holder. 

(c) A statement substantially as follows, preferably per- 

sonally signed by an authorized official of the 
visitor's employer: 

This is to certify that the information hereon is 
correct; that the person identified hereby is our 
representative; and that information, verified to 
the satisfaction of the undersigned, has been pre- 
sented that he is a citizen of , 

and is loyal to the United States. 

An identification card is for purposes 
of identification only. It is not a pass and 
does not confer authority to visit a plant or 
facility, no matter by whom issued. 

(3) Minimum requirements of the War and Navy Departments in 

the matter of records is a visitors' book showing for each 
visitor his signature, address, and affiliation, purpose of visit, 
time of entry and departure, name of plant official granting 
admission, and whether or not the visitor had 
access to "Secret," "Confidential," or "Re- 
stricted" plans or material. 

lO. RESTRICTED AREAS. 

Power plants, compressor rooms, switch and transformer rooms, experi- 
mental laboratories, and rooms in which essential defense material is being 
processed generally will be considered vital areas. These areas should be 
restricted from the entrance of unauthorized persons and guarded where 
necessary. Visitors, except essential repairmen and technical consultants, 
must not be admitted to restricted areas except on the express authority of a 
Government inspector. 
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11. CLASSIFIED INFORMATION. 

Classified information is that marked either "Secret," "Confidential," or 
"Restricted." When sent to civilian organizations, an additional stamp is 
used reading : 

This document contains information affecting the national defense of the United 
States within the meaning of the Espionage Act, 50 U.S.C., 31 and 32, as 
amended. Its transmission or the revelation of its contents in any manner to an 
unauthorized person is prohibited by law. 

It is essential to make certain that their handling of classified information 
does not violate the paragraph of the Espionage Act cited above. 

Classified blueprints and other documents must be retained in planning or 
engineering offices, except when charged out to authorized persons respon- 
sible for their return. All classified material should be returned to files and 
locked up when not in use. 

12. ADMINISTRATIVE PRECAUTIONS AGAINST ESPIONAGE. 

Keys and safe combinations must be issued only to a limited number of 
trusted employees. Should such person leave the employ of the company, 
the safe combinations must be changed promptly. 

Waste paper from administrative offices, engineering departments, drafting 
and blueprint rooms, etc., must be disposed of by burning or shredding so that 
no classified material can be salvaged and used. 

Janitors and charwomen, due to their access to all parts of the plant, have 
an unusual opportunity to obtain classified information, and by reason of low 
salaries may have more than ordinary inducement to do so. They must be 
subject to frequent but irregular surveillance by members of the guard force. 

The use of telephones for other than company business should be 
discouraged. 



II. REMOVAL OF SUSPECTED SUBVERSIVES 

There are occasions when adequate investigation reveals that there is good 
cause to suspect an employee of a proclivity for subversive activity, or of en- 
gaging in, having engaged in, or preparing to engage in subversive activity in 
a plant of importance to Army or Navy procurement. 

A procedure has been established by joint action of the War Department 
and Navy Department for the prompt removal of such suspected subversive 
personnel from employment. 

Contractors should immediately notify the Federal Bureau of Investigation 
and the agency having responsibility for continuing protection at the plant 
of the presence of any such persons in the employ of the company, together 
with a statement of the circumstances which need not include concrete evi- 
dence sufficient to justify an arrest for violation of the National Sabotage or 
Espionage Acts. 
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III. EMPLOYMENT OF ALIENS 



Law and regulations prohibit the employment of any alien on aeronautical 
or classified War and Navy Department contracts without written consent 
beforehand of the Secretary of War and the Secretary of the Navy. 

An alien holding first citizenship papers is an alien, and is required to have 
the foregoing consent. 

Application for consent for the employment of an alien must be accom- 
panied by an alien questionnaire, delivered to the agency having responsi- 
bility for continuing protection. 



IV. PROTECTION OF POWER FACILITIES 

A great number of manufacturing plants are dependent upon a continuing 
supply of electric power for uninterrupted operation. Equipment used for 
this purpose is subject to ordinary wear and tear as well as to possible acts 
willfully committed for the purpose of causing damage. The possibility of 
acts of deliberate damage may be lessened through the restriction of access 
to vital equipment as already outlined. 

In addition to general protective measures discussed elsewhere in this 
pamphlet, the minimum requirements and the protection of certain vital 
installations deserve special consideration. 

Electric power sources must be ample to provide for a reasonable reserve 
beyond full load demands ; transformers must be of sufficient capacity safely 
located and protected; distribution lines must be properly installed and sup- 
ported; power house equipment must be safeguarded from fire and electrical 
hazards; and admission to power house areas must be carefully restricted. 

1. Maintenance of electric generators and motors must be given special 
attention particularly when it is necessary to exceed rated capacities. The 
advice of competent electrical engineers is essential before additional loads 
are added. Temperatures and oil levels must be checked regularly on equip- 
ment subjected to overloading. Combustible material should be eliminated 
from areas containing electric generators. Most generator fires result from 
short circuits or grounds and usually involve the combustible covering of 
windings. In open-type generators, first-aid extinguishers such as carbon 
dioxide, vaporizing liquid (carbon tetrachloride), or small hose (after 
equipment is electrically dead) can be used effectively. For enclosed-type 
generators of 3,000 KVA or greater capacity, built-in equipment such as 
perforated water-spray pipes or carbon dioxide systems are recommended. 
For generators of less than 3,000 KVA capacity the values involved do 
not usually warrant the expense of built-in equipment. 

Regular inspections of equipment will result in a minimum of unexpected 
outages from worn and deteriorated apparatus. Plant conditions permitting, 
electric generating and distributing equipment regularly in use should be 
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overhauled annually. Inspection of generating and associated equipment 
should include a consideration of (1) the surfaces and alinement of bearings, 
the lubricating system; (2) buckets, nozzles, and governing system in the 
case of a steam turbine; (3) the insulation and physical connections of wind-, 
ings in the case of an electric generator; (4) the tubes in heat exchanger 
units such as oil coolers and condensers. 

2. Transformers having a noncombustible dielectric may be located at 
almost any convenient place within a manufacturing property, provided 
they are protected against malicious tampering and mechanical injury. 
Oil-filled transformers must be at a safe location in noncombustible well- 
drained vaults, or outside of buildings. Oil-filled transformers of large 
capacity must be located well away from building walls where they may 
form a serious exposure. Outside transformers must be adequately fenced, 
and the resulting inclosure well supervised. 

Regular inspections of circuit breakers and transformers should include 
consideration of the oil, contacts, and control apparatus. It is to be noted 
that, in many instances, manufacturers of equipment are in a position to 
provide experienced personnel to assist in making inspections of this nature 
involving both generating and distributing equipment. 

3. Outside overhead transmission lines more than 600 feet long entering or 
leaving a powerhouse, substation, or transformer bank should be provided 
with lightning arresters; main conductors must be run in conduit; and 
grouped wires and lead-covered cables must have noncombustible outer 
coverings. 

4. Powerhouses. — Automatic sprinklers can be safely used under plank 
roofs of powerhouses where voltages do not exceed 600, and there are no 
large, expensive units. Sprinklers can be safely used with higher voltages 
if noncombustible, waterproof shields are used over generators and switch- 
boards to prevent water damage. 

All powerhouses should have small hose and portable water-spray nozzles 
as well as an ample supply of carbon dioxide and vaporizing liquid (carbon 
tetrachloride) extinguishers. Yard hydrants and hose or fixed water-spray 
systems are desirable also for the protection of large, outside, oil-filled 
transformers. 

5. Competent and special civilian inspection services are available for 
the safe maintenance of boilers, pressure vessels, and similar equipment, and 
are highly desirable. All safety devices for such equipment must be kept 
in good operating condition and should be overhauled periodically. 

6. Gas facilities must be inspected frequently for gas leaks. Natural gas 
should be odorized in order to facilitate detection of gas leaks. All em- 
ployees should be instructed to report all gas leaks immediately. Special 
precautions to avoid explosions should be employed even when trained per- 
sonnel are available to repair faulty gas lines inside buildings. The piping 
system should be arranged in such a manner that the gas supply entering 
the building can be controlled from the outside. Control valves should be 
inspected at regular intervals to insure proper operation. 



V. FIRE PREVENTION AND PROTECTION 

1. RESPONSIBILITY OF MANAGEMENT. 

The War and Navy Departments hold the management of every plant 
responsible for taking all practicable measures for preventing fires, ex- 
tinguishing any fire which occurs, and minimizing possible interruption to 
production or destruction of raw materials or finished products by fire. 
This responsibility must be placed in the hands of an executive of the plant 
who has sufficient authority to institute and maintain a continuous fire pre- 
vention program and take all necessary measures for the fire protection of 
the property, including the authority to order the immediate correction of 
any hazardous condition which may be so dangerous as to require emer- 
gency action. 

The War and Navy Departments expect all executives responsible for fire 
protection to be fully informed on fire protection matters in their plants, and 
to have at hand for study and reference such technical books, pamphlets, and 
periodicals on fire protection as may be necessary to equip them to discharge 
their duties effectively. 

2. FIRE PREVENTION AN ESSENTIAL TO VICTORY. 

Preventable fires have caused more numerous and serious delays in the war 
production program than any other factor of plant protection. Fire preven- 
tion and protection must necessarily keep pace with the rapid development of 
industrial properties. Concentration of values in closely grouped buildings 
greatly increases the need for modern fire protection programs. 

Fires from a multitude of causes are inherent to practically all fo^-ns of 
manufacturing. The prevention of fire by forethought is the only effective 
solution of the fire problem in the production of munitions. Continuity of 
war production uninterrupted by fire is an essential objective in the war 
emergency, and no form of insurance is an acceptable substitute for munitions 
damaged or destroyed, or for manufacturing equipment rendered useless for 
the production of more munitions. 

Most manufacturing fires and explosions are preventable. Delays in the 
war production program due to fire can be prevented through good house- 
keeping, subdivision of values, adequate physical barriers to prevent the 
spread of fire, the elimination of fire causes, suitable first-aid protection 
equipment, automatic sprinkler protection where construction is combustible 
or there are important combustible materials, the organization of a plant fire 
brigade, adequate alarm service, and a thoroughly reliable water supply. 

The human factor, which is so vitally important in preventing fires, is always 
present. Fires resulting from human carelessness or oversight may not neces- 
sarily be serious, but lack of good judgment in fire fighting, inadequate 
maintenance and supervision of the fire-protective system, or the improper 
manipulation of sprinkler. control valves frequently result in disastrous losses. 

3. GOOD HOUSEKEEPING. 

The maintenance of good housekeeping conditions is the first and most im- 
portant principle of fire prevention. It is essential that management, fore- 
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men, and employees be impressed with the fact that good housekeeping is a 
prime essential to the war production program, and that carelessness with 
waste material, a common cause of preventable fires, must be eliminated. 

Good management requires good housekeeping conditions, and good house- 
keeping conditions result in fewer fires. Good general order and neatness do 
more than reduce the number of fires; they result in fewer accidents and per- 
sonal injuries; they promote pride in the place of employment; they result 
in a better product. There is no form of munitions manufacturing where 
good housekeeping conditions cannot be emphasized from the fire hazard 
standpoint with resulting benefit to morale, to working conditions, and to 
product. 

Metal waste cans are essential to take care of refuse which might otherwise 
be thrown into a corner. These cans should be emptied daily before closing 
time. Self-closing tight covers stifle a fire igniting spontaneously in such a 
container. 

A place for everything and everything in its place is better and more 
efficacious than periodic clean-ups. Operating efficiency and safety demand 
well-piled stock kept well below sprinklers, and wide aisles kept clear. 

Good housekeeping practices should not be confined to manufacturing 
areas. Frequent cleaning of lint accumulations or flammable deposits inside 
exhaust, ventilating, heating, and air-conditioning ducts, conveyors, supply 
and overflow pipes, dryers, ovens, and spray booths is essential. 

Good housekeeping is equally essential outside of manufacturing areas. 
Rubbish, dry grass, and waste must not be permitted to accumulate outside 
where it will form an exposure to the plant if fire occurs in such material. 
There may be other exposure hazards such as the storage of a large quantity 
of lumber in one area or quick-burning sheds that need to be reduced in num- 
ber or rearranged as a part of the good housekeeping program. 

4. SUBDIVISION OF VALVES. 

A simple, effective means of safeguarding important material from loss by 
fire is subdivision. Wherever possible, storage of essential material, 
equipment, and finished goods should be so arranged that no single fire or 
accident can destroy all available units of any particular item. This can be 
accomplished by storing such units in various locations remote from each 
other or by separate storage in a single building cut off by physical barriers 
such as standard fire walls with the openings therein adequately protected. 

5. PHYSICAL BARRIERS. 

Large areas invite large fires. Substantial physical barriers or complete 
fire wall cut-offs are the most effective means of confining a fire and avoiding 
the destruction of an entire plant. Such cut-offs are essential to divide large 
areas, to separate manufacturing operations, and positively limit the spread 
of fire under the most adverse conditions. Automatic fire doors should be 
provided and well maintained at all necessary openings in walls serving as 
fire barriers. 

Openings between floors such as at elevators, stairways, and chutes must be 
protected in a manner to prevent the ready passage of fire and hot gases 
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between floors at such points. Good floor cut-offs, when properly maintained 
in sprinklered buildings, are effective in retarding the spread of a fire from 
floor to floor. 

6. ELIMINATION OF FIRE CAUSES. 

With the development of new processes, the number of danger spots and 
hazards in manufacturing plants is increasing constantly. It is important 
therefore in each situation to understand what the hazard is, lay out the 
process safely, provide essential protective equipment, and, finally, to operate 
the process carefully. Some common fires are incident to — 

a. Electrical equipment. 

b. Oil and gas fired equipment. 

c. Portable cutting and welding equipment. 

d. Ovens and dryers. 

e. Storage and use of magnesium, aluminum, powder, and magnesium al- 
loys. 

There are many other danger spots, such as spray painting, fuel oil, gas, 
pulverized coal, combustible dust, chemical processes, paper-making proc- 
esses, and cotton mill operations, all of which must be given special attention 
in safeguarding industrial plants against damage or destruction by fire. 

7. ELECTRICAL MAINTENANCE. 

It is essential that electrical equipment be installed and maintained in ac- 
cordance with the provisions of the National Electrical Code. All wiring 
must be well supported and protected against mechanical injury. Circuits 
should be properly protected by circuit-breakers or fuses of correct setting or 
rating. Switches and fuses should be in tightly closed metal boxes p.operly 
secured to walls or posts. 

Motors should be kept free from oily deposit or dust. Pendant lamp cords 
should be maintained in good condition and replaced when worn. , All ex- 
tension lights should be provided with wire guards, particularly where they 
may come in contact with combustible material. Electrical equipment in 
areas where flammable vapors or dusts may be present should be of vapor- 
tight or explosion-proof design, as conditions may require. 

8. FIRST-AID FIRE PROTECTION. 

a. Need for equipment. — First-aid fire-fighting equipment such as fire 
pails, extinguishers, and small hose are of particular value during working 
hours or in the hands of a good watchman, if used promptly and with good 
judgment on incipient fires. A surprisingly small amount of extinguishing 
liquid will generally extinguish a fire in ordinary combustible material if it is 
promptly and properly applied. "A little fire is quickly trodden out, which, 
being suffered, rivers cannot quench." 

b. Choice of equipment. — It is essential that throughout manufacturing 
properties there shall be instantly available something with which to extin- 
guish a fire. In choosing the most effective equipment, consult a competent 
fire protection engineer with broad experience in manufacturing hazards and 
follow his advice. It is advisable to confine purchases of fire-extinguishing 
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equipment to that which bears the approval of the Underwriters' or Factory 
Mutual Laboratories. 

c. Combustibles of different types require special equipment. — Pump 
tanks, water-filled-cartridge or soda-acid type extinguishers are quite suitable 
for use on fires in ordinary combustibles and should be available on the basis 
of one 2^2-gallon extinguisher for each 1,500 to 2,000 square feet of floor 
area. Water pails in ample number and well maintained provide excellent 
first-aid protection for many occupancies. Foam type extinguishers are 
recommended for the protection of dip tanks and other flammable liquid con- 
tainers. Carbon dioxide extinguishers are useful for running fires in small 
amounts of flammable oils and gases, for electrical fires, and where delicate or 
valuable equipment may be damaged by the use of other types of extinguish- 
ers. Vaporizing liquid (carbon tetrachloride) is a nonconductor of elec- 
tricity, hence extinguishers of this type are recommended where electrical 
fires may be anticipated. Approved dry-chemical type extinguishers are 
effective on floor and spillage fires and on fires in small containers of flam- 
mable liquids. Automatic foam equipment is frequently advisable for large 
dip tanks and other flammable liquid containers. 

d. Maintenance of extinguishers — accessibility. — Keep extinguishers full 
and in good working order. With several types it is advisable to have them 
discharged and recharged annually. If the shell of a pressure type ex- 
tinguisher is dented or shows signs of corrosion, the extinguisher should be 
given hydrostatic test. Place extinguishers where they are readily acces- 
sible. Alternated red and white bands or red lights on posts or walls will 
aid in promptly locating fire-fighting equipment. 

e. Extinguishers should be sealed. — During the war emergency it is desir- 
able to seal extinguishers to prevent malicious tampering. With the con- 
ventional soda-acid, foam, water-filled, and dry powder types this can be ac- 
complished by using cheap lead and wire seals commonly known as "freight 
car" seals. The wire is passed around one of the supports of the extinguisher 
cap and then around the discharge pipe of the extinguisher and sealed. 
This prevents opening the extinguisher without breaking the seal but does 
not interfere with its use or discharge. Small vaporizing liquid (carbon 
tetrachloride) pump-type extinguishers can be sealed by passing gummed 
paper around the extinguisher and the bracket on which it is mounted. This 
paper seal may be dated and if broken will be prima facie evidence that 
the extinguisher has been handled. All extinguishers should be checked 
for contents and operating condition before sealing. 

/. Maintenance of hose. — Unlined linen hose should never be tested with 
water, and after its use for fire purposes should be thoroughly dried before 
returning to service. Examine the hose fabric near the standpipe coupling 
for signs of mildew due to leakage, and make sure that the nozzle is attached 
and hose is so stored that it can be quickly used without kinking. 

g. Training in use of equipment is essential. — Some types of first-aid fire- 
fighting equipment are surprisingly effective in the hands of an expert, but 
when placed in the hands of an inexperienced workman, under extreme 



emergency conditions, may be less effective than more simple forms of first- 
aid protection. Whatever the equipment, make sure that workmen are 
thoroughly instructed in the hazards inherent to their particular jobs and 
trained in the proper use of the extinguishing equipment provided. To be 
effective, first-aid fire protection equipment must be used promptly and by 
persons familiar with its use and limitations. 
9. AUTOMATIC SPRINKLER PROTECTION. 

a. Importance. — The most important and effective fire protection device 
for manufacturing properties is the automatic sprinkler. Under average 
conditions, when properly installed, and with ample water supplies, auto- 
matic sprinkler protection rates over 90 in a scale where 100 repre- 
sents perfection in total fire protection. The importance of automatic 
sprinkler protection cannot be over-emphasized in the protection of munitions 
plants against loss by fire. Manufacturing properties having important 
values in single fire areas of combustible construction or occupancy are not 
suitable for the production of munitions in war emergency without thor- 
oughly reliable automatic sprinkler protection. 

b. Effectiveness. — Seventy percent of all fires occurring during the last 
40 years under automatic sprinkler protection have been practically or en- 
tirely extinguished by sprinkler protection alone. An additional 26 percent 
of such fires have been held in check, making the efficiency of automatic 
sprinkler protection approximately 96 percent perfect. In this same period, 
over 50 percent of the fires occuring under automatic sprinkler protection 
have been controlled by one or two heads. Over 80 percent of such fires 
have been controlled by less than eight sprinkler heads; excellent evidence 
of the prompt effectiveness of automatic sprinkler protection. INo other 
single fire protection device has proved so effective in reducing interruption 
of production caused by fire. 

c. Provision for adequate water supply. — Where fire department connec- 
tions are provided to the sprinkler system, arrangements should be made with 
the fire department to make use of them in case of fire. The prompt use of 
such equipment may offset, to some extent, a delay due to a closed valve or 
obstructed yard system. Fire department pumpers should take suction from 
city mains or other sources outside the yard system wherever possible in 
order not to interfere with the functioning of the automatic sprinkler system. 

d. Inspection of control valves. — In time of war every munitions manufac- 
turing plant should make a daily inspection of every sprinkler control valve 
with a written record of its condition. The hazards resulting from a closed 
valve are so great that no sprinkler valve should be operated except on au- 
thority of the plant protection supervisor, plant engineer, or master mechanic. 
Sprinkler valves closed for repairs should be properly marked by a distinc- 
tive tag or other means and a suitable and prominent reminder of the condi- 
tion left on the desk of the master mechanic or other responsible official for 
follow-up. When necessary to close a sprinkler control valve temporarily, a 
competent and reliable watchman should remain constantly at such valve to 
open it promptly in case of fire. 
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e. Control valves. — All sprinkler valves should be sealed open in a manner 
that will positively assure that should they be tampered with the condition will 
be apparent. The positive assurance that sprinkler control valves are main- 
tained wide open is an essential item in all inspections of automatic sprinkler 
systems. 

10. INSPECTION REQUIREMENTS. 

In addition to daily sprinkler valve inspections, make regular inspections 
of all fire protection equipment at least weekly. These inspections should be 
made by capable and trustworthy men who will record conditions found on 
suitable report forms. These records should be carefully checked by the 
plant protection supervisor, and any defects or deficiencies reported must be 
promptly corrected. Inspections also should include a careful check of 
housekeeping conditions and the disposition of combustible waste material. 
All equipment for the protection of hazardous processes must be examined, 
new hazards should be noted, and recommendations made to the appropriate 
official in order that adequate protection may be provided. 

11. FIRE PREVENTION EDUCATION. 

A continuous fire prevention program should be conducted for the edu- 
cation of employees. Every employee engaged in work which may involve 
fire hazards should receive instructions as to proper procedures to avoid fires. 
All employees should be instructed in general fire prevention matters, to in- 
clude the importance of refraining from smoking in prohibited areas, general 
cleanliness, the need for keeping fire doors and fire extinguishers unob- 
structed, and what they are expected to do in case of fire. 

12. PLANT FIRE BRIGADES. 

The development of the plant fire fighting organization should start at the 
points of greatest fire hazards, the operating departments. Every operating 
department should have a fire squad trained in attacking and extinguishing 
fires which may start within its area. Beyond this, most plants need a well 
organized fire brigade composed of trained men from all departments who 
are fully familiar with the plant fire fighting equipment, and who are able to 
assemble quickly to take over from department fire squads any fire which 
threatens to get beyond their control. 

The fire brigade will not be a success unless recognized by the manage- 
men as a highly important department. The chief of the fire brigade should 
report and be responsible to an important executive in the plant organization. 
He should not be under the direction of the production superintendent or 
others to whom production necessities may suggest short cuts which sacrifice 
safety. The strength of the fire brigade, the amount of equipment, and the 
frequency of drills will depend upon the size of the plant and the nature of 
its hazards. In plants having fire pumps, the plant engineer or his chief 
assistant should be a member of the fire brigade. An electrician familiar 
with the power circuits should also be a member. It is desirable to include 
watchmen or maintenance employees on duty when the plant is not operating. 
Plants operating more than one shift should have a trained fire brigade for 
each shift. 



13. FIRE ALARMS. 

a. Fire alarm boxes. — Where there is a public fire alarm system, there 
should be a fire alarm box conveniently located for the prompt transmission 
of alarms in the event of fire. If desired, this box may be connected to 
auxiliary stations in the plant so that the operation of private box will 
transmit the alarm to the public fire department as well as notify the plant 
fire brigade and other plant officials. 

b. Central alarm stations. — Large plants may require a central alarm 
station independent of the public system. This central station provides a 
point not only for receiving alarms but for supervising the plant police force 
and watchmen, and, when outside help is needed, may send calls to the public 
fire and police departments. As few plants are large enough to warrant 
operation of their own central stations, privately operated central stations 
in most principal cities provide reliable central station service and super- 
vision for a large number of properties. 

c. Automatic systems. — Fire alarm systems which are automatic in their 
operation are often a desirable form of protection for manufacturing prop- 
erties. These automatic fire alarm systems are heat actuated. The alarm is 
transmitted through electric wires or by systems of air tubing. The reliability 
of such systems depends on the supervision that is given to them. 

d. Supervision essential. — Unsupervised fire alarm systems, either manual 
or automatic, are unreliable. 

14. WATER SUPPLIES. 

No fire protective system is better than its water supply. Public water 
systems, gravity tanks, fire pumps, and private reservoirs are the usual sources 
of water supplies. In most large plants, two or more independent water 
supplies are necessary for reliability. In the event of shut-off or failure of 
one supply the other will be available. It is sometimes necessary to obtain 
a greater total volume of water than can be obtained through a single source. 
Absolute reliability of water supply must be assured at all important munition 
plants. 

Secondary sources of water supply are secured through such means as 
gravity tanks and fire pumps. These must be properly maintained. Ade- 
quate maintenance may be assured by periodic inspections and tests under 
competent engineering supervision. 

Water supplies should be used to the best advantage. The fire brigade 
chief should have a clear idea of the total amount of water available and 
should not use more lines than can be supplied adequately at good pressure. 
It is better to maintain good pressure at the sprinklers and supply a few strong 
hose streams that will reach the heart of the fire, than to rob the sprinklers 
or have a large number of feeble and ineffective streams. 

15. COOPERATION WITH PUHLIC FIRE DEPARTMENT. 

It is important that the public firemen be given an opportunity to become 
familiar with the private fire protective system of the plant. When private 
protection is laid out, provision must be made for an ample supply of water to 
sprinklers. If a fire occurs and opens an unusually large number of heads, 
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there may not be sufficient water to supply both sprinklers and hydrants from 
the same system. In such cases, fire department pumpers should not take 
suction from the yard systems but should furnish additional water from 
outside suction sources. 

When water supplies are limited and many sprinklers open, generally the 
best use can be made of fire department pumpers by connecting them to fire 
department connections and pumping from city mains directly into the 
sprinkler systems. Fire departments in many well regulated communities 
have standing instructions for the first or second pumper arriving at a fire 
to connect up in this way. 

10. RESPONSIBILITY ESSENTIAL. 

In a serious fire emergency it is essential to avoid divided or obscure re- 
sponsibility. A definite understanding must be reached between the plant 
management and the local fire department. Plans for meeting a serious fire 
situation must definitely place the fire-fighting responsibility in the hands of 
one individual with complete and undisputed authority. 

VI. ACCIDENT PREVENTION 

1. THE IMPORTANCE OF A SAFETY PROGRAM, AND ITS 
PRINCIPAL FACTORS. 

Injuries to personnel have resulted in serious delays to war production. In 
1941, over 480,000,000 man-days were lost because of accidental industrial 
injuries. The magnitude of the accident problem demands aggressive or- 
ganized effort to conserve manpower in this war emergency. The problem 
is aggravated by the demand for speed, and the increasing demand for the 
substitution of women and older men to replace those who are drafted for 
military service. The War and Navy Departments therefore require that 
plants with prime and subcontracts, and facilities important to the prosecu- 
tion of the war which have not already done so, expand their safety and health 
programs to meet the exigencies of the manpower shortage. Briefly, this 
calls for — 

a. An effective safety organization. 

b. Careful selection, training, and placement of employees. 

c. Intensive shop supervision. 

d. Disciplinary control of unsafe work practices by employees. 

e. Maximum use of personal protective equipment and clothing. 

/. Special provision for guarding against physical and mechanical ex- 
posures. 

g. Emphasis on safety promotion and education. 

h. Adequate first-aid and medical facilities. 

i. Accident records sufficient to evaluate the effectiveness of the program, 
and progress made. 

If both management and employees are interested in safety and are active 
in making the plant a safe and healthy place in which to work, the results will 
be clearly apparent in the plant's safety and health record. This can be 
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accomplished best by the wholehearted cooperated of management with 
employee representatives in establishing efficient methods of finding and 
correcting the specific conditions and circumstances which cause personal 
injuries and illness. 

2. SAFETY ORGANIZATION. 

Accident prevention work is essentially a simple and understandable pre 
cedure. It requires only that the conditions and circumstances which in all 
probability will cause accidents be found and corrected. Most accidental 
injuries result from two causes : ( 1) the violation of a commonly accepted safe 
practice rule; or (2) exposure to a mechanical or physical hazard. 

A safety organization is most effective when the simplicity of real accident 
prevention work is kept in mind continuously, and when the chief objective of 
the organization is that of finding and correcting those specific unsafe prac- 
tices of employees and mechanical hazards that have caused accidents in the 
past, and may be expected to cause accidents in the future. 

The first requirement of any safety organization is that management 
actively participate. Personnel should include a safety director, safety in- 
spectors, and safety committees. The safety director, as the direct repre- 
sentative of management, plans and directs all safety activities, and is 
responsible to management for the effective functioning of the safety program. 

Safety inspectors survey structures, yards, storage spaces, machines, tools, 
equipment, materials, safety appliances and equipment, and safe work per- 
formance. They report findings and recommendations, or if necessary cor- 
rect unsafe conditions and circumstances on the spot. They also investigate 
accidents, prepare records, and assist generally in safety work. 

The safety committee serves as a clearing house and forum, considering (a) 
the progress of safety work; (b) recommendations from all sources; (c) 
accident investigation; (d) the quality of safety work by all participants in 
the program; (e) educational and promotional activities; and (f) the cor- 
rection of outstanding mechanical and personal causes of accidents. 

The key man in every safety plan is the foreman. He is closely associ- 
ated with the employees under his charge and his personal influence and 
example, as well as his authority, provide him with a degree of control that 
is of great importance in safety work. He is in the best possible position to 
know the hazards and to enforce safe practice rules. No safety program can 
hope to be successful without the sympathetic and intelligent support of 
competent foremen. 

3. UNSAFE PRACTICES. 

The great majority of industrial injuries occur because employees violate 
commonly accepted rules. Therefore, in any safety program aggressive 
effort must be made to devise practical methods of correcting unsafe practices, 
and of creating safe work habits on the part of all employees. Consideration 
should be given not only to traumatic injuries but to health as well. 

4. PROTECTIVE EQUIPMENT AND CLOTHING. 

The most careful worker is nevertheless likely to sustain injury if he is 
exposed without adequate personal protective equipment or clothing while 
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engaged in an operation which requires such personal protection. Suitable 
personal protective equipment and clothing must be provided and used where 
necessary. 

5. PHYSICAL HAZARDS. 

Buildings and other structures should be safely designed, constructed, and 
maintained; dangerous moving parts of machines, tools, and other mechani- 
cal equipment should be guarded ; safe housekeeping should be maintained ; 
exit and entry facilities should be adequate to meet any emergency situation ; 
and manufacturing, processing, storage, and transportation in general must 
be in accordance with accepted safe practice. 

6. EDUCATION AND PROMOTION. 

Safety posters or bulletins, notices, slogans, and accident records in general 
should be prominently posted for the purpose of informing the personnel, 
creating and maintaining interest in safety, and publicizing the status of the 
safety effort. Consideration also should be given to safety contests, together 
with prizes and awards. 

7. RECORDS ESSENTIAL. 

Records with regard to accidents and injuries must be maintained so that 
the essential facts of accident occurrence, and accident prevention may be 
developed and utilized. 

8. COOPERATION WITH OTHER AGENCIES. 

Accident prevention "on the job" and "in the plant" is a primary responsi- 
bility of plant management. However, the manpower situation demands 
that efforts to insure safety and health be extended to the home, and to trans- 
portation to and from work. Consequently, it is essential to seek the co- 
operation of chambers of commerce, defense transportation committees, 
police and traffic officials, railroad, trolley and bus companies, State and 
local safety councils, and any other agency or group eager to utilize its 
authority and resources to help win the war "on the home front." 

9. COMPLIANCE. 

A great many plants are well organized for accident prevention; others 
require considerable improvement in the scope and measures taken to con- 
serve manpower. Inspections are made by the War and Navy Departments, 
often with the assistance of the United States Department of Labor, the Office 
of Civilian Defense, and other agencies, to determine the efficacy of the safety 
and health program in any plant or facility, and to make recommendations 
for improvements. Compliance with recommendations is predicated upon 
a spirit of cooperation. 

VII. GUARD FORCES 



I. GENERAL REQUIREMENT* 

It is required that all plants and facilities important to the prosecution of 
the war, not located in loft or tenanted buildings, provide an efficient and well- 
trained guard and watchman force, adequate in personnel and in training to : 
(a) protect all vital and restricted areas and war materials at the plant or 
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facility; (b) guard entrances not locked; (c) check carefully all persons, 
vehicles and materials entering or leaving the plant; (d) oversee traffic 
within the plant; (e) enforce rules and regulations essential for protection 
against fire, safety and other hazards; (f) make patrols and watchmen- 
rounds with adequate frequency; and (g) perform such other protective 
duties as may be necessary. 

2. UNIFORMS. 

In large plants, guards should be furnished with uniforms and in all plants, 
regardless of size, guards should be provided with suitable badges and proper 
credentials. Complete uniforms help to build up the morale of the guard 
force and create respect for the wearer on the part of the other employees and 
outsiders. 

3. ARMS AND EQUIPMENT. 

In addition to the usual equipment such as flashlight, keys, notebook, and 
similar articles, guards in all important plants should be armed and ade- 
quately trained in the care and use of the weapons furnished. 

4. SELECTION OF GUARDS. 

One of the most important requisites of the guard force is that it be com- 
posed of vigorous, intelligent, well-trained, self-reliant men, preferably not 
over 60 years of age. Able-bodied men of more advanced age may be used 
as watchmen. Qualified women may be utilized if necessary as guards or 
watchmen. 

5. INVESTIGATION AND FINGERPRINTING. 

Guards should fill out the plant's regular application form for employment 
and special investigation should be made of their personal history, citizen- 
ship, society and organization membership, general reputation, background, 
and financial condition. Fingerprinting of guards and watchmen is essen- 
tial. Employment of an alien as a plant guard must be approved by the 
Secretary of War or the Secretary of the Navy in the same manner as em- 
ployment of an alien having access to work on classified or aeronautical 
contracts. 

6. TRAINING REQUIREMENTS. 

Plant guards and watchmen must be made to realize the importance of 
their jobs. It is the definite responsibility of management to provide suitable 
instructions and training to assure the competency of its personnel. It is ex- 
tremely important that all guards be qualified and thoroughly trained in the 
care and use of firearms. Firearms should be properly stored and main- 
tained in perfect working order at all times. 

Guard forces cannot be considered as adequately trained unless they are 
thoroughly familiar with — 

o. All common forms of espionage and sabotage activities. 

b. Entire plant area, with particular reference to restricted and vital areas. 

c. Location and character of hazardous materials and processes. 

d. Use and location of all fire protective equipment, including sprinkler 
control valves. 
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e. Conditions which may cause fires. 

/. Location and operation of all important steam and gas valves and all 
main electric switches. 

g. First-aid methods and location of all first-aid equipment for use in case 
of accidents. 

h. Duties in event of fire, blackouts or air raids. 

i. Action to be taken in any other emergency that can be foreseen. 
/'. Use of plant communication system. 

7. ORGANIZATION. 

Guard and watchman forces should be organized under the direction of an 
appropriate plant official and operate directly under the supervision of a chief 
of guards. One man should be placed in charge of each shift of the guards 
or watchmen. In small plants, the chief of guards may assume this function 
on the day shift with a subordinate on the night shift. Except in small plants 
in tenanted buildings, or small plants which are locked at night and have 
only minor war production contracts, guard or watchman service should be 
on a 24-hour basis. 

Guards should be assigned to shifts in accordance with local requirements, 
but the change of guard shifts should be so scheduled that it will not 
coincide with employee shifts. 

8. RULES, REGULATION'S, AND RECORDS. 

A comprehensive set of rules and regulations governing the guard force 
should be prepared by the plant protection official and a copy furnished each 
member of the force. A list of telephone numbers for use in emergency 
should be in guard headquarters. Written records covering all guard 
activities should be maintained. 

9. DUTIES OF GUARDS AND WATCHMEN. 

See paragraph 8c, Chapter I, "Sabotage and Espionage." 

10. GUARD COMMUNICATION SYSTEMS. 

In large plants a satisfactory communication system for the use of guard 
forces must provide for the positive identification of the guard calling in; 
permit the summoning of single guards, or all guards simultaneously; and 
definitely indicate the location from which a call is made. 

Guards should be required to report on an hourly basis and accurate records 
should be kept of the time such reports are received. In the event of failure 
of a guard to report on time, an immediate investigation should be made. 

Watchmen's rounds may be recorded by either a stationary or portable 
clock, with or without connections to a central station at the plant or outside. 
Watch-clock records should be supervised by an official of the plant and be 
checked regularly to make sure that there has been no tampering. 

11. MILITARIZATION OF PLANT GUARD FORCES. 

a. Necessity and purpose. — So important are our war industries to the 
prosecution of the war that the Secretary of War and the Secretary of the 
Navy, acting under authority of the President, have ordered the militariza- 
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tion of plant guard forces at important plants and facilities. The purpose is 
to increase the authority, efficiency, and responsibility of guard forces, and 
through military training to provide auxiliary forces throughout the United 
States to supplement the Army and Coast Guard in wartime emergency situa- 
tions. Special and detailed War Department orders govern the organization, 
training and command of guard forces so organized. 

b. Emergency situations defined. — An emergency situation in which the 
Auxiliary Military Police or the Coast Guard Police may be called upon may 
arise from flood, conflagration, or other disaster, internal disorders hazardous 
to property or production important to the prosecution of the war, enemy 
action by air raid, fifth column activity, paratroop attack or invasion, or may 
arise from any other condition or circumstance involving the plant or its com- 
munity making it necessary to place in operation one or more of the emergency 
plans of the War Department or of the service command. 
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U. S. GOVERNMENT PHINTIHO OFFICII 1*4 J 



Code, 



Facility^ 



Location 



Security Agent_ 



SECURITY SURVEY REPORT 
MANHATTAN ENGINEER DISTRICT 

Branch Intelligence Office 



Date of Survey _ 



(Street) 



Previous MED Inspection^, 
Previous S.C. Inspection. 



(Date) (Rtg.) 



(Date) 



(Rtg.) 



(City) 

Engineer Contract No.. 



(State) 



Area Engineer- 



Contract Classification. 



Sabotage and Espionage Protection 
Continuity of Production 



Fire Protection 

Composite Security Rating. 



Rate Poor, Fair, Good, or Excellent 



Description of Premises and vicinity 



Outline of MED Work 



Approved by 



Submitted by 
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/. SABOTAGE 



COMPOSITE RAT IMG 



Physical ?riU 

T «r.c i r.g 
Barriers 
Gates 
Doors 

Window screens 
Part it ion wai 1 
Protective Lighting 
Burglar Alarm 
Other [sky] ights, 
manholes, ate.) 



RATING 



D. Protection of Production 



1. Vital Areas 

a. Physical Restrictions 

b. Entrances Guarded 

c. Special identification . 

d. Supervision of Employees. 
9. Inspection of lunch, 

boxes, packages, etc. ... 

Vital Equipmen t 

a. Physical Protection 

b. Guards Alerted 

c. Supervision of Employees. 



d. Frequency of Inspection 



Materials and Products 



a. Arrangement of Processes. 

b. Supervision of Employees. 

c. Crating or Packaging 

RATING 



| I B. Guard Force 



Total Strength 
On MED Work 

Firat Shift 

necond shift 

Third Shift 
Number of "osts 
Number of Patrols 
Communicat ions 
Supervision 
Training 

Phys i cal Qual i f i cat i ons 

Equipment 
Efficiency 
RATING 



E. Visitor Control 

CASUAL VISITORS 

visitor Register 
Identification 
Badge or Pass System 
Escort 

CLASSIFIED VISITORS 

Visitor Register 
I dent i f icat ion 
Badge or Pass System 
Escort 

MED compl iance 
Clearance 
Reports 



RATING 



C. Identification 

! EMPLOYEES 
i hoto 3adge 
j Nuroer Badge 

Card Pass 

Recognit ion 

Method of control 

Enforcement 

VEHICLES 
Truck register 
Drivers Identified 
Contents Inspected 

RATING 



F. Personnel Clearance 



Total Employees 
On MED work 

On classified MED work 



EMPLOYER INVESTIGATION 



Appl icat ion Form 
Check Previous Employers 
Check Personal References 
Check Credit Company 

MED COMPLIANCE 



Submission of Fingerprints 
Submission of PHS 
Submission of Form 58 
Proof of citizenship 
Al ien Clearance 

RATING 



G. Safeguarding Military Information 



Management's knowledge of Manhattan Engineer District Requirements 

Interest Displayed by Management 

Extent of Manhattan Engineer District Compliance 

Continuing Educational Program 

Familiarity of Employees with Med Requirements 

Storage Facilities and Usage 

Preparation, handling, and transmittal of classified material. 
Accounting practices (receipts, records, inventories) 
"".■actices for Destroying classified Materials 
Reports of Losses or Irregularities 



RATING 



II. FIRE PROTECTION 



COMPOSITE RATING 



A. Construction 

Floor Area sq. ft. Devoted to MED work sq. ft. 

Roof and Floor Construction % Hollow Joist < Open Joist % Plank on steel % Plank on Timber 

* Concrete or Gypsum on steel % Reinforced Concrete * All Metal j Other (Define) 

wall construction I Masonry % Frame % Metal % Other (Define) 

Fire Areas (considering hazards involved) Large Normal small 

Protection of Floor Openings (stairs Elevators conveyors) 

Maintenance and Repair of Buildings 



RATING 



B. Occupancy 

Special Hazards: 
Nature 



Locat ion 

Handl ing 
Housekeeping 
smoking Restrictions 
Welding & cutting Practices 
Maintenance of Equipment 



RATING 



C. Exposure 

Other Sections of Building: 
Construction 
Occupancy 

Sprinkler Protection 
Adjacent Buildings: 
Spacing 
Construct ion 
Occupancy 

Sprinkler Protection 
Protection Against Exposure 

RATING 



0. Protection 



Automatic Sprinklers: 
% Floor Area Sprinklered * Needing sprinklers 

Sprinklers fed by: (Publ ic Mains) (Gravity Tank) (Pressure Tank) (Pump(s)) 
Static Pressure on Highest sprinklers lbs. from 

water Flow Alarm (Electric) (Water Motor) (Local) (Central station) 

Sprinkler Control Valves (Inside) (Outside) (All Open) (sealed) 

Available Volume of water at 15 lbs. pressure on top sprinklers gpm 

Extent of Sprinkler Protection 

Water Supply: 

Public water: Diameter street Mains in. Diameter Plant connections in. 

Static Pressure lbs. Residual Pressure lbs. with gpm flowing or lbs. with 

2" drain valve open 
Tank or Reservoir gals, capacity Elevation ft. 

Fire Pumps centrifugal Underwriter Condition 

Yard Piping and Hydrants 

Adequacy of water Supply 

Public Fire Department strength Distribution of Cos. Equipment 

Publ ic Fire Department (Volunteer) (Part Paid) (Fully Paid) Efficiency — ; 

Fire Alarm (Public Box ft.) (Alarm in Plant) (Telephone) 

Probable Number of good 1 1/8 Streams Available (All sources) (First Alarm) 

Private Fire Brigade ( members) Efficiency 

First Aid Fire Fighting Equipment Supply condition 

Fire Prevention Inspections None Monthly weekly Daily 

RATING — — — 



III. CONTINUITY OP production 



composite rating 



U. Power y Fuel - Supplies 



Electric Powers 

Primary source 

Secondary sourc* 

Protection of Equ i potent 
Available Fuel Supply 
Aval table water Supply 
Raw Matari alei 

Storage 

Method of Hand! ing 
Available Supply 
Finished Products 
Storage 

Shipping Facilities 
HATING 



C. Industrial Safety 

interest of Management 

Safety Organization 

Employee selection 

Training « Placement 

Shop supervision 

Personnel Protect I ve equipment 

Mechanical ft Physical safeguarding 

industrial Health control 

First Aitf* Medical Facilities 

Accident Records a Reports 
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B. Plant 

Maintenances 
Buildings 

Mechanical equipment 

electrical Equipment 

Special Process Equipment 
Replacement equipment! 

Supply on Hand 

Available sources 
Spar# Parts and Tools; 

Supply on Hand 

Available Sources 
Location of vital Processes 
Arrangement of vital Processes 

RATING 



D. Employee* 

Labor Relations; 

closed Shop - Open $hop - union Shop 
tin i ens . 



strikes since 1 Jan. int. 



Dating for tabor Relations 
Employee Morale 
Wprfc Attendance 
Available labor Supply 
(replacement Training Program 
Administrative control 

RAfflG 
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1-2 SAFEGUARDING MILITARY INFORMATION 



1. Need for classification. — Military information is of varying degrees of 
value to the United States and to the enemy and therefore requires the exercise 
of varying degrees of precaution for its safety. To safeguard official matter, it 
must be examined and graded into categories so that it may be recognized and 
accorded proper handling. For the purpose of providing the necessary variations 
in safeguarding the several types of critical information, and to grade matter 
accurately and uniformly, the classifications and the applicable protective meas- 
ures to be adhered to are hereinafter outlined. 

2. Definitions. — a. Aircraft. — The term "aircraft" includes all weight-carrying 
devices or, structures' designed to be supported By the air, either by'buoyauce 
or by dynamic action. 

. b.. 4ir space reservation. — An air space reservation Is the air space located 
above an area on the surface of the land or water, designated and set apart 
by Bxecutive.Orde'r of the_ President or by a State, Commonwealth, or Territory, 
oyer;whlch the. flight of aircraft is prohibited or restricted for the purpose of 
national defense or for other governmental purpose* i 

a Classified military information.— Classified military Information Includes all 
information concerning documents, cryptographic devices, development projects, 
and materiel falling la the, categories of top secret, secret, confidential, or 
restricted. .,-n<; 

d. Cryptographic material.r-CryptogxeLVhlc material includes all documents and 
devices employed in changing plain-language messages into unintelligible form 
by means of codes and ciphers. 

e. Cryptographic security. — Cryptographic, security is that branch of signal 
communication which deals with the provision of technically sound crypto- 
graphic systems, their proper use, and their careful safeguarding. 

/,. Cryptographic system. — Code and/or cipher and instructions therefor, 
j g. Distribution— Extent of actual- or authorized issue- of specific matter. 

h. Documents. — Any- form of recorded information. - The term "document* 
includes printed, mimeographed," typed, photostated, and written matter of . ap 
kinds; maps, photomaps, and aerial photographs and mosaics; drawings; sketches^ 
notes, and blueprints, or photostatic copies thereof ; photographs and photographic 
negatives ; engineering data ; correspondence and plans relating to research . and 
development projects rand all other similar matter. .;, , ; .."'..'•','>•* 

, i. Engineering data.— The term "engineering data" comprises drawings; blue* 
prints,, photostats, photographs, mathematical calculations, formulas, processed 
and all similar items that can be reduced to documentary form. ■"'['" 'I':'""'? 

" }. Foreign government. — The term "foreign government" includes any recogj- 
nized or nonrecognlzed government and any faction or body.o* insurgents 
within a country with which the United States is at peace. • ;<>!■ . > a 

k. Handling. — Care in transmission and custody. '•/"' , ^ ^ ' " ; 

. ,1. Impedimenta.— -The ( term "impedimenta" refers to prganizatfoflal, equippeni 
which accompanies troop movements. .„. t: , • ., r , , . ;,j 

m. Mat Ariel. — Any article, substance; or apparatus. The teTm "materiel" con> 
prises military arms, armament, equipment, and supplies' ht kit classes. ; both 
complete and in process of development and construction, models .that show : "f ea- 
tun's In whole or'in part, design, mock-ups, Jigs, fixtures, and dies, and all other 
components or accessories of military equipment.,. /• « j/.e ' j ' : .' -h : . V • 

n. Mock-vp.-r-:A* mocfcup. is a model;. usually full sise an* constructed of Inex- 
pensive material; made fot« the -purpo'se of studying tne eohstructioir and use of 
an article of materiel or mechanical device. 
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o. Munitions of war. — Any Item used for war. 

p. Order of battle. — Important disposition of our forces with the Identities of 
the units and formations composing those forces in or adjacent to operational 
theaters. 

q. Paraphrasing. — To paraphrase a message is to rewrite It so that its mean- 
ing Is the same but its phraseology is different 

r. Photomap. — A photomap Is a reproduction of an aerial moslac, composite, 
or single vertical used in place of or to supplement a map. 

s. Plain teat, clear teat, or plain language. — "Plain text," "clear text," or "plain 
language" Is the text of a message which, on Its face, conveys an intelligible 
meaning in any known language. 

t. Registered matter (document). — Any classified document or device regis- 
tered usually by number and periodically accounted for. 

u. Reserved area. — A reserved area is an area on the surface of the land or 
water designated and set apart by Executive Order of the President for purposes 
of national defense, admittance to which is either prohibited or restricted. 

v. Short title. — A short title is a designation applied to a classified document, 
materiel, or device for purposes of security and brevity. It consists of figures 
letters, words, or combinations thereof, and if registered usually contains an 
abbreviated designation of the office of origin, without giving any information 
relative to classification or content of the document, materiel, or device. 

w. Travel. — The term "travel" refers to the movement of an individual who 
Is not part of a troop movement 

a. Troop movements. — The term "troop movement"' applies to the moving of 
units or organized detachments even though temporarily organized as such for 
the purpose of the movement Movements of prisoners of war, sick and 
wounded, and all similar groups under military control are Included in the term. 
A movement may be overseas (from the United States) ; lntertheater, lntra- 
theater, or returns (to the United States). ; 

y. United State*. — The term "United States" as used in these regulations 
includes the Canal Zone and all territory and waters, continental or Insular, 
subject to the Jurisdiction of the United States. Section 1, Title XIII, act 15 
June 1911 (40 Stat. £S1; BO V. B. 0. 40; ML., 19S9, tec «87)v • 

z. Visitor. — As used In these regulations a visitor is any person admitted to 
a Government or commercial manufacturing establishment engaged in classi- 
fied work or project for the War Department except — 

(1) A person employed on the work or project, or ' . \ 

(2) A person directly and officially concerned with the work or project 

3. Categories. — Official matter requiring classification shall be examined and 
graded under one of the following categories : • r 

a. TOP SECRET (signal abbrevation, TOPSEO). 
6. SECRET. 

c. CONFIDENTIAL 

d. RESTRICTED. . . 

4. Top secret matter. — a. When classified top secret. — Certain secret docu- 
ments, information, and materiel, the security aspect of which is paramount and 
whose unauthorized disclosure would causa exceptionally grave damage to the 
nation shall be classified TOP SECRET. 
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4-5 SAFEGUARDING MILITARY INFORMATION 

6. The following are examples of matter which normally will be graded TOP 
SECRET: 

(1) Plans or particulars of fntnre major or special operations. 

(2) Particulars of important dispositions or impending moves of our 

forces or convoys in connection with (1) above. 

(3) Very important political documents dealing with such matters as 

negotiations for alliances and the like. 

(4) Information of the methods used or success obtained by our Intelli- 

gence Services and Counterintelligence Services or which would 
imperil secret agents. 

(5) Critical information of new and Important munitions of war, including 

approved scientific and technical development* 

(6) Important particulars of cryptography and cryptanalysls. 

5. Secret matter. — a. Documents, information, or materiel, the unauthorized 
disclosure of which would endanger national security, cause serious Injury to 
the interests or prestige of the nation, or any governmental activity thereof^ or 
would be of great advantage to a foreign nation shall be classified SECRET. 

6. The following are examples of matter which normally will be- graded 
SECRET : 

<1) Particulars of operations in progress. 

(2) Plana or particulars of operations not included under TOP SECRET, 

(3) Instructions regarding the employment of important new munitions 

of war. 

(4) Important improvements to existing munitions of war until accepted 

for service use. 

(5) Documents relating to the design and development of new materiel 

and containing information of the type described in a above. 

(6) Certain development projects. 

(7) Order of battle information and locations and moves affecting the 

order of battle. (Information on the enemy's order of battle will 
be graded according to the classification of the means by which it 
' was obtained.) 

(8) Knowledge of enemy materiel and procedure, the value of which 

depends upon the enemy not knowing that we possess it. 
(0) Certain reports of operations containing information of vital interest 
to the enemy. 

(10) Vital military information on Important defenses. 

(11) Adverse reports on general morale affecting major operations. 

(12) Important cryptographic devices and material unless assigned to a 
lower category. 

(13) Information concerning items of materiel and methods of assembly 
classified as secret by a chief of a technical service. 

(14) Certain military maps and photomaps. 

(a) In the continental United States, those illustrating and iden- 
tified with a war plan, Including local defense plans, defense 
projects, or any phase thereof. 

(6) In oversea possessions and foreign territory occupied by the 
forces of the United States, those illustrating an approved 
war plan, including local defense plans, defense projects, or 
any phase thereof; those showing the lay-out of permanent 
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defense works and naval bases and the adjacent terrain 
vital to their defense ; and those that serve to fix definitely the 
location- of any element of permanent defense works and 
naval basea 

(15) Information which will Indicate the strength of garrisons in oversea 
departments and foreign territory occupied by the forces of the 
United States or information indicating the composition of units 
or the total quantity of specific items of equipment pertaining 
thereto, except that mailing addresses will include organizational 
designations. 

(16) Photographs and negatives of vulnerable points or vital Installa- 
tions under our control. Maps, charts, and photomaps prepared 
from such photographs or negatives will be graded in accordance 
with the actual details shown thereon* and not necessarily in ac- 
cordance with the classification of the photographs or negatives used. 

(17) Ground photographs, negatives, photostats, diagrams, or models of 

secret matter. 

(18) Troop movements. See section VIII. 

6. Confidential matter. — o. Documents, information, or materiel, the un- 
authorized disclosure of which, while not endangering the national security, 
would be prejudicial to the interests or prestige of the nation, any governmental 
activity, an individual, or would cause administrative embarrassment, or diffi- 
culty, or be of advantage to a foreign nation shall be classified CONFIDENTIAL. 

6. The following are examples of matter which normally will be graded 
CONFIDENTIAL: 

(1) Matters, investigations, and documents of a personal and disciplinary 

nature, the knowledge of which it is desirable to safeguard for 
administrative reasons. 

(2) Routine operational and battle reports which do not contain Informa- 

tion of vital interest to the enemy. 

(3) Routine Intelligence reports. 

(4) General military radio frequency allocations. 

(5) Military call signs, unless so collected together that they reveal the 

order of battle. ' 
(0) Meteorological information of designated areas. 

(7) Unit movements of nonoperatlonal significance in areas within or> 

adjacent to operational theaters. 

(8) Certain technical documents and manuals used for training, main- 

tenance and, inspection of important new munitions of war. 

(9) General tactical lessons learned as a result of operations. 

(10) Regulations governing joint action of the Army and the Navy. 

(11) Documents relating to the design and development of new materiel 

and containing Information of the type described in a above. 

(12) Certain cryptographic devices and material. 

(13) Certain military maps and photomaps. 

(a) In the continental United States, those showing lay-out of the 
permanent defense works and naval basea and the adjacent 
terrain vital to their defense, and those that serve to fix 
definitely the location of any element of permanent defense 
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works and naval bases, except that when the complete map 
of a defense area consists of more than one sheet, only those 
sheets showing defense elements need be classified as 
CONFIDENTIAL. 
(6) In oversea possessions and foreign territory occupied by the 
forces of the United States, those not classified as SECRET, 
showing lay-out of military and naval radio stations, air 
bases, airdromes, air depots, supply bases, arsenals, proving 
grounds, or any area vital to defense. 

(14) Technical Information, such as research of processes of manufacture 

which may be a distinct military asset and not a matter of general 
knowledge, and other technical items of the type described in a 
above. ; 

(15) Information and records compiled at the request of the War De- 

partment for Its use in the assurance of adequate provision for the 
mobilization of materiel and industrial organizations essential to 
wartime needs. See section 5a, added to act 3 June 1916, by section 
5, act 4 June 1920 (U Stat. 764; 10 V- 8. G. 119$; M. L., 19S», section 
, 1925). 

(16) Shipments of machine prepared and manually prepared monthly per- 

sonnel rosters and W. D., A. G. O. Form No. 303 (Report of Change) 
for organizations and Individuals outside the continental limits of. 
the United States. Rosters and reports of change included in any, 
shipment need not be individually classified. 

(17) All Information relative to specific quantities of war reserves.! ' 

(18) Aerial photographs and negatives of territories under our control in 
or adjacent to operational theaters. Maps, charts, and photomaps 
prepared from such photographs or negatives will be graded in ac- 
cordance with the actual details shown thereon, and not necessarily 
in accordance with the classification of the photographs or nega- 
tives used. 

(19) Ground photographs, negatives, photostats, diagrams, or models of 

confidential matter. - , y 

(20) Troop movements. See section VIII. 

7. Bestricted matter. — o. Documents, Information or materiel (other than 
TOP SECRET, SECRET, or CONFIDENTIAL) which should not be published 
or communicated to anyone except for official purposes 1 shall be classified 
RESTRICTED. 

6. The following are examples of matter which normally will be graded 
RESTRICTED: 

(1) Information of moves of nonoperational significance in areas remote 

from theaters of war. 

(2) Training and technical documents for official use only or not in- 

tended for release to the public. 

(3) . Certain routine documents relating to supply and procurement. 

(4) Aerial photographs and negatives of territories under our control re- 

mote from operational theaters. 

(5) Photographs and negatives of enemy, enemy occupied or dominated, 

areas except those which reveal secret sources. Maps, charts, and 
photomaps prepared from such photographs or negatives and from 
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photographs and negatives referred to in (4) above will be graded 
in accordance with the actual details shown thereon, and not 
necessarily in accordance with the classification of the photographs 
or negatives used. 

(0) Ground photographs, negatives,, photostats, diagrams, or models of 

restricted matter. 
(7) Strength returns of units remote from operational theaters. 
(S) Certain parts of mobilization plans and regulations. 

(9) Documents relating, to the design and development of new materiel 

containing information of the, type described in a above. 

(10) Procurement plans. 

(11) Certain cryptographic devices and material. 

(12) Certain Army extension courses. 

(13) Certain documents regarding engineering principles and design^ de^ 

tails,, composition, method of processing on assembling, which ara 
vital to the functioning or use of aa article of materiel. 

(14) Certain military map* and photomapsi , ,.; 

(a) In the continental United States, those showing military and. 
naval radio stations, air bases, airdromes, air depots, supply 
bases, arsenals, and the . adjacent- terrain vital to their, de- 
fense, not otherwise classified which are not suitable for; 
public release; and , u , ■ ( 

(6) In oversea possessions and foreign, territory occupied by th% 
forces of the United States, all military maps and photomapg 
not otherwise classified which are not. suitable for public 
release. 

(15) Troop movements. See section Villi 

(10) Nontactical; radio frequencies and call signs In operation, at fixed; 
locations ; and frequencies and call signs used for training. - 

8. Grading. — a. The designation of persons responsible for grading and v& 
grading will be made by authorities listed In paragraph 9. ' , 

b. Each document should be graded according to its own content mi not 
necessarily according to its relationship to another document. This also applies 
to extracts f torn previously classified documents except messages* See 
paragraphs 44c, 40b, and 50d. 

C. The grading of a file or group of physically connected documents shall be 
that of the highest graded document therein. u 

9. Authority to classify. — a. Secret. — Matters may be classified as SECRET 
only by or by authority of the Secretary of War, the 1 Under Secretary of Warj 
an Assistant Secretary of War, the Chief of Staff, the Commanding General of 
the Army Ground Forces, the Commanding General of the Army Air Forces^ 
the Commanding General of the Army Service 1 Forces, an Assistant Chief :; of 
Staff of the War Department General Staff, the chiefs of the technical services; 
a general officer,- the commanding officer of a depot, post, camp, station, or- 
independent command, the ! commandant of a general or special service school; 
the chief of a military mission, a military attache^ or a military observer. 

6. Confidential.— Documents, development projects* materiel, or technical 
information may be classified as CONFIDENTIAL by any commissioned officer* 

c. Restricted.— Documents, development projects, technical data, and materiel 
may be classified as RESTRICTED by any commissioned officer. ; ) ■ 

7 

AGO 448 



AH 380-5 

10-16 SAFEGUARDING MILITARY INFORMATION 



10. Classification of matter from other governmental agencies. — Matter 
obtained from the Nary Department, other governmental agency, or friendly 
foreign government will be placed in the same classification category as that 
in which it was placed by the originating agency. 

11. Dissemination of classified matter. — No person is entitled solely by 
virtue of his grade or position to knowledge or possession ot classified matter. 
Such matter is entrusted only to those individuals whose official duties require 
such knowledge or possession. 

12. One classification only. — A document or article of materiel will not be 
assigned more than one of the four classifications, top secret, secret, confidential, 
or restricted. In the event of conflicting classifications, the highest classification 
will prevail. 

13. Overclassification — Documents or materiel requiring classification under 
the provisions of these regulations will be assigned the least restrictive classifi- 
cation consistent with the proper safeguarding of the information or materiel 
concerned. Overclassification will be avoided since it causes unnecessary delay 
in the transmission of documents and depreciates the importance of classified 
information in the minds of handling personnel. 

14. Responsibility. — a. The safeguarding of classified military Information 
is the responsibility of all military personnel, civilian employees of the War De- 
partment, and of the management and employees of all commercial firms engaged 
in classified work or projects for the War Department. Classified military in- 
formation will be discussed only with military or civilian personnel having a 
legitimate Interest therein* 

o. In the case of War Department civilian employees, the commanding officer 
or his designated representative may permit such employees to have access to 
secret or confidential matter without an investigation when such permission is 
not In conflict with War Department Civilian Personnel Regulations. 

15. Cancelation" or change of classification. — a. The authority making the 
original classification, or higher authority, may cancel or change the classification 
of a document by writing or stamping over the mark at the top of the first page, 

"Classification canceled or changed to > by authority of (officer authorized, to 

change), by (name and grade of officer making the change and the date thereof)." 
This paragraph will in no way be construed as a limitation upon paragraph 47. , 

ft. The authority making the original classification or higher authority may 
cancel or change the classification of materiel by letter of instruction to all offices 
or personnel concerned. 

c. In the case of messages which have been previously crypfographed no change 
In classification will be made unless the text has been carefully paraphrased. 

d. It is the obligation ot all authorities to keep classified matter constantly 
under review and to downgrade it as soon as conditions permit. 

16. Loss or subjection to compromise.— Any person in the military service 
or in its employ who may have knowledge of the loss or subjection to compromise 
of a secret or confidential document or article of materiel will promptly report 
that fact to the custodian of the document or materiel. The proper commanding 
officer will notify the office responsible for Its issue, by the fastest means available, 
of the loss or subjection to compromise of a secret or registered item, or confidential 
operational plans, codes, ciphers, and weapons or equipment of vital importance 
to current or future operations, and will then in the case of a secret or confidential 
item make a thorough investigation of the circumstances, fix the responsibility, 
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and send to The Adjutant General, through military channels, a report with his 
recommendations In the case. 

17. Reproduction of classified matter. — a. Agencies entrusted with the 
printing or reproduction* storage, and issue of classified documents will be in- 
formed of the applicable provisions of these regulations, The authority directing 
the preparation, printing, or reproduction of classified documents will be re- 
sponsible for the disposal of the notes, manuscripts, type, plates, stencils, nega- 
tives, and wastage incident thereto In a manner which will safeguard the secrecy 
of the information being reproduced. ■ ■ • , 

6. The commandants of the general and special service schools are responsible 
that the printing or reproduction plants of their respective commands release 
no classified information to personnel or agencies not entitled thereto. 

o. The Commanding General of the Army Ground Forces, the Commanding 
General of the Army Air Forces, and the Commanding General of the Army 
Service Forces are responsible that service . magazines or journals published 
under their supervision comply with the provisions of these regulations rela- 
tive to security of classified military information, and will submit all material 
for such publications to the Bureau of Public Relations for review and action 
before release. 

d. Whenever correspondence, documents, drawings, prints, photographs, or 
models pertaining to secret, confidential, or restricted materiel disclose informa- 
tion regarding engineering principles, design details, composition, methods of 
processing or of assembly, which are vital to the manufacture, functioning, or 
use of the materiel, they will be appropriately classified. 

e. Preparation of pre** releases based on coded messages. — Officers authorized 
to prepare information to be made public will constantly bear In mind that such 
material may be of great value to the enemy signal intelligence service. Infor- 
mation received or sent in cryptographic messages will never be released ver- 
batim but will be carefully paraphrased before release to the public. 

f. For additional Instructions relative to the discussion of military, political, 
diplomatic, and classified subjects, see AR 600-700. 

18. Photographs of certain classified matter. — Photographs of classified 
features of military equipment or of other classified items will be made by mem- 
bers of the military service or by civilian employees of the War Department only 
when necessary in the conduct of their official duties and if made may be de- 
veloped or printed in commercial establishments, that have established a specific 
procedure for handling classified film, which procedure has been approved by 
the Provost Marshal General. Such film or prints will not be retained In the 
possession of commercial establishments so utilized. 

19. Bequests for military information. — a. All requests from private in- 
dividuals, firms, or corporations and Federal or State agencies or departments 
for classified military information (except those requests defined under b and 
o below) are governed by the provisions of AR 410-5 as amended. 

6. (1) Exchanges of classified or unclassified military information, other 
than technical information, with foreign nationals will be 
made only through or with the express permission of the 
Assistant Chief of Staff, G-2, War Department General Staffs 
(2) Exchanges of classified or unclassified technical information 
with foreign nationals will be made in accordance with ex- 
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istlng War Department instructions issued on this subject 
to the Commanding Generals, Army Ground Forces, Army 
Air Forces, and Army Service Forces: 
o. Applications for information or records compiled and furnished at the' 
request of the War Department for its use In the assurance of adequate provi- 
sion for the mobilization of materiel and Industrial organizations essential to 
■wartime needs will be referred to the Under Secretary of War for necessary 
action. The service of any process or subpoena for 1 the production of any such 
record will be reported Immediately by the person on whom it Is served to the 
United States attorney for the district In which the service Is made and, at the 
same time, direct to the Under Secretary of War. 

20. Dissemination of classified military Information: — a. Except regarding 
information to be released to the press by authorized military public' relations 
agencies, when classified military information is disseminated under the pw 
visions of these regulations to persons not subject to military law, they will be 
informed that It affects th£ national defense of the United States within the 
meaning of the Espionage Act and that 1 Its transmission to an unauthorized 
person Is prohibited. See also paragraph 23a: 

b. Publication of articles or books. — The inclusion of classified military Infor-" 
mation in any article or book published by a member of the Army of the Dntted 
States or by a civilian employee of the Military Establishment' is prohibited 
unless specifically authorized by the War Department: For additional Infor* 
mation relative to publication of articles, see 1AR 310-10, 600-10, and C0O-70O: 

c. Oral discussions of classified military information. — Either public or private 
discussion of classified military information with or in the presence or hearing of 
any person not authorized to have knowledge thereof is strictly forbidden. 

21. Testimony before Congress.-^*!. When a person In the military service 
appears before a committee of the Congress and is called upon to give testi- 
mony which he knows to be confidential or restricted, he will respectfully request 
that his' statements be taken In executive session only and not appear In the 
record of hearings, the Congressional Record, or other document open to public 
inspection. ' ' ' : 

V. -'When called upon id give testimony which he knows to be top secret or 
secret, unlesshe has previously been authorized by the : Secretary" of War fo 
give such testimony, he" will respectfully state that he Is not authorized to dis* 
close the information desired, and will Inform the appropriate Member of Com 
gress that a written request for the specific information should be transmitted 
to thd Secretary of War. Testimony of a secret nature, when authorised by the 
Secretary of War, will be given only in executive session under the conditions 
cited in a above. 

o. With regard to policies and facts which the public interest does not require 
to be kept secret, confidential, or restricted, see AH 600-10. 

22. Legislation pertaining to War Department. — a. Recommendations to 
the War Department for legislation will be classified until released by the Sec- 
retary of War. Prior to such release, no information as to any legislative rec- 
ommendation will be revealed to any Individual or association not under War 
Department control except as may be required by law, • 

6. The nature and content of reports of the War Department on bills referred 
to it by committees of the Congress will not be disclosed to Individuals or agencies 
outside the War Department 
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Section II 
DOCUMENTS 

Paragraph 

Marking of classified documents— . 1 : _ — : — L . 23 

Transmission of certain messages by electrical means 24 

Handling and transmission of secret matter _-. — 25 

Handling and transmission of top secret nutter . . _ 26 

Handling and transmission of confidential matter — — '. : — : 21 

Handling and transmission of restricted matter 28: 

Routine correspondence, receipts, and returns P _. — 29 

Storage of classified documents „ . - ., . 80 

Keturn of secret and confidential documents J -1 : ! 81 

Destruction of classified documents '. — 1 82 



23. Marking of classified documents. — a. Manner of marking. 

(1) Classified books or pamphlets, the pages of which are permanently 

and securely fastened together, will be plainly and conspicuously^ 
marked or stamped top secret, secret, confidential, or restricted on" 
the cover, title page, and first page. 

(2) Classified communications and other material not permanently and 

securely fastened together, except as Indicated In (3), (4), and (5) 
below, will be marked or stamped with the appropriate classifica- 
tion at the top and bottom of each page. The marking at the top 
will be so placed that It will not be hidden from view when the 
pages are clipped or stapled together. 

(3) Classified drawings or tracings will carry a legend of the proper 

classification in such a position that It will be reproduced on all 
copies made therefrom. Whenever practicable, classified photo- 
graphic negatives will be marked In the same manner. Continuous 
cover aerial reconnaissance and mapping negatives In roll form 
will be marked with the appropriate classification at the beginning 
and ending of each roll. These and' any other negatives which do 
not lend themselves to marking will be handled on a classified basis, 
and will be kept In containers, properly secured, which will bear 
the classification mark to which the contents are entitled.. Photo- 
graphs and reproductions made from negatives which do not carry 
a legend will be marked on the front and on the back with the 
appropriate classification. Classified motion picture films will be 
kept In containers, properly secured, which will bear the classifica- 
tion mark to which the content* are entitled, and In addition, 
will state in the title the classification thereof. 

(4) Contracts for the manufacture of classified materiel will be plainly 
* and conspicuously marked, not typed, with the proper classification 

on the first page. , 

(5) Classified maps and photomaps will be appropriately marked under 

the scale. 

6. Additional marking of classified documents issued to authorized civilians. — 
Documents containing classified military Information furnished persons other 
than those of the military and naval services and their civilian employees will, 
in addition to being marked top secret, secret, confidential, or restricted, bear 
the following notation : 

This document contains Information affecting the national defense of the 
United States within the meaning of the Espionage Act, 50 U. 8. 01, 81 and 82, 
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as amended. Its transmission or the revelation of its contents In any manner 
to an unauthorized person is prohibited by law. 

c. Special marking of secret documents. — All secret documents will show the 
authority for the classification, the initials of the classifying officer, and the date 
affixed. See paragraph 9a. 

24. Transmission of certain messages by electrical means. — a. The highest 
grade cryptographic systems available will be used for the transmission of secret, 
messages. 

o. Secret messages will not be transmitted by electrical means in the clear,' 
except over approved circuits and providing the rule in c below is not violated. 

c. Messages which have been transmitted or are to be transmitted in a high, 
grade cryptographic system of one nation will not be relayed or trans- 
mitted by another nation between point of origin and destination by electrical 
means in clear language or unapproved "scrambler" system, or low-grade crypto- 
graphic system. 

25. Handling and transmission of secret matter. — a. Secret matter will be 
handled and transmitted in accordance with the following rules: 

(1) Preparation for transmission. — Secret documents when transmitted 

will be inclosed in double sealed envelopes,, the Inner one marked 
secret. Typewritten matter in the document will be protected by 
a cover sheet, or by folding inward, from direct contact with the 
Inner cover. The inner cover will be a sealed wrapper or envelope 
addressed in the usual way but plainly marked secret so that the 
notation will be seen when the outer cover is removed and will 
contain a receipt form which will identify the addressor, the 
addressee, and the document. The outer cover will be sealed and 
addressed in the ordinary manner with no notation to Indicate its 
secret classification. 

(2) Transmission and custody of secret documents and materiel will 

be covered by a receipt system. 

(3) Registered secret documents or materiel will be periodically accounted 

for. 

(4) It is the responsibility of the commissioned officer or the civilian 

holding a position equivalent to that of a commissioned officer having 
custody of secret documents to ensure that all security precautions 
are taken to guard such documents at all times. 

(5) Secret documents will be transmitted only by officially designated 

courier. Where officially designated courier service is not avail- 
able, secret documents may be transmitted by registered mail 
service or mall service superior to registered mall service, it the 
service is completely within national control. 
6. Subject to the foregoing standards, secret documents wlll.be transmitted 
by any of the following means : 

(1) Between offices of same headquarters or stations. — At headquarters 

commanded by an authority qualified to make the secret classifica- 
tion, the commanding officer will provide for the security of Inter- 
office transmission of secret documents^ 

(2) Within continental United States. 

(a) Officially designated couriers (officer messenger or officer 
courier, including warrant officers). 
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(6) Registered mail (Including registered air mall). 

(c) Protected commercial express, air or rail, under billing which 

assures the highest degree of protective handling. See also 
paragraph 68. 

(d) Military aircraft. (The documents will be entrusted to a 

responsible officer or crew member on such aircraft with in- 
structions regarding their security and delivery.) 
(3) Outside continental United States. — Includes transmission of secret 
documents, except secret cryptographic material, from points 
within the continental United States to points outside the United 
States, and vice versa, and between points outside the continental 
United States. 

(a) Officially designated couriers (officer courier, including war- 
rant officers). 

(6) United States Post Office registered mall through the Army 
Postal Service, provided the documents do not pass through 
a foreign postal system. Secret documents may, however, 
be transmitted to and from United States installations in 
Canada by United States and Canadian registered mail, 
with return receipt. 

(o) State Department diplomatic pouch. (This means will be 
used exclusively for the transmission of secret documents 
through or within a neutral country.) 

(d) United States or Allied military aircraft. (The documents 

will be entrusted to a responsible officer or crew member 
on such aircraft with instructions regarding their security 
and delivery.) See d below. 

(e) Commanding officers of United States Army transports. 

(/) Reliable citizens of the United States (that is, officers or 
officials of other Government departments or masters of 
vessels of United States registry). 

(g) For specific means of transmission of secret cryptographic 
material, reference should be made to letter instructions on 
this subject issued by the War Department. . 

c. Action upon receipt of secret matter, 

(1) Prior to opening a sealed package or envelope containing secret 

documents, the seals and wrappers will be carefully inspected to 
determine whether there has been any tampering. If any evidence 
of tampering is noted, the facts will be reported immediately to 
the issuing authority, who will initiate an investigation without 
delay. 

(2) The inner cover marked secret will be opened only by the addressee 

or his duly designated representative. The receipt form will be 
dated, signed, and immediately returned to the sender. The inner 
cover will be destroyed by burning if the subject matter of the 
inclpsure has beep in contact therewith. 

d. Security of secret documents. — If a military aircraft carrying secret docu- 
ments is forced down in enemy territory, the documents will be destroyed by 
burning. If not subject to burning, they will be destroyed by such other means 
as are necessary to render them beyond recognition. Similar action will be 
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taken If forced down in neutral territory, if capture appears imminent. If the 
aircraft is forced down at sea. the documents will be sunk by the most practical 
method.- For detailed instructions on destruction of classified documents in 
emergencies, reference should be made to letter on this subject issued by the 
War Department. 

28. Handling and transmission, of top secret matter. — Top secret matter 
will be handled in accordance with the rules given in paragraph 25a with addi- 
tional safeguards as follows : 

o. Under no circumstances will such matter be transmitted by registered mail. 

ft. Under no circumstances will messages so graded be transmitted by electrical 
means in the clear. . ■ . 

o. It is mandatory that transmission and custody of such matter be covered 
by & receipt system. > 

d. Top secret documents will be handled only by persons specifically desig- 
nated and may hot be disclosed to any person solely by virtue of his rank or 
office. 

e. The policies and special procedures governing the handling and transmis- 
sion of top secret matter are covered by special letter instructions to parties 
concerned. 

27. Handling and transmission of confidential matter. — a. Confidential 
matter will be handled in accordance with the following rules : 

(1> Confidential documents will be prepared for transmission in the 
same manner as secret documents, except that the Inner cover will 
contain a receipt form only when the sender deems it necessary. 

(2) Confidential documents, except registered, will be transmitted by 

approved official means. 

(3) Registered confidential documents wilt be handled In the same man- 

ner as registered secret documents. 

(4) It is the responsibility 1 of the commanding officer or equivalent of- 

ficial having custody of confidential documents to insure that ap- 
propriate security precautions are taken at all times. 
6. Subject to the foregoing* standards, confidential . documents will be trans- 
mitted by any of the following means, whichever is most suitable : 

(1) Within continental United States. — Confidential documents will be 

transmitted in the same manner as secret documents, except — 
(a) Any authorized messenger may be used instead of an officer 
messenger. 

■' " (6) Confidential documents, except registered, may be trans- 
mitted by ordinary mail when in the opinion of the for- 
warding officer no serious consequences will be entailed 
by their loss. 

(2) Outside continental United States.-^-The transmission of confidential 

documents except confidential cryptographic material from points 
within the continental United States to points outside United 
States, and vice versa, and between points outside the United States, 
will be done in the same manner as prescribed for secret documents, 
(a) State Department diplomatic pouch will be used exclusively 

for the transmission of confidential documents through or 

within a neutral country. 
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(6) For specific means of transmission of confidential crypto- 
graphic material, reference should be made to letter in* 
structions on this subject issued by the War Department, 

(o) Action upon receipt of confidential matter. 

1. The standards prescribed in paragraph 25c (1) will be 

adhered to. 

2. The inner cover marked confidential will be. opened 

only by the addressee or his duly designated repre- 
sentative. The receipt form, when used will be dated, 
signed, and immediately returned to the sender. 
The inner cover will be destroyed by burning if the 
. ... subject matter of the inclosure has been in contact 
therewith. 

(d) Security of confidential documents. — The same precautions 
as prescribed In paragraph 25d will be, adhered to. 
28. Handling and transmission of restricted matter.— o. Restricted matter 
will be handled and transmitted in accordance with, the following rules; 

(1) Restricted documents will be transmitted by such approved channels 

as will provide a reasonable degree of security.' 

(2) Registered restricted documents will be transmitted to and from 
, foreign, countries in the same, manner as registered- secret docu- 
ments. . ■ . ' 

&. Subject to the, foregoing standards, restricted documents will be transmitted 
by any of the following means, whichever is most suitable: 

(1) Within continental United State$. 

(a) Authorized messenger. 
(&) Ordinary mall, 
(c) Express (rail or air). 
... (4) Freight. ,, . 0 .... ; 

(2) Outside continental United Statets— Includes transmission of re- 

stricted' documents,, except, restricted cryptographic material, from 
, points, within, the continental .United States to points outside the 
United States, and vice versa, and between points outside the conr 
tinental United Spates. 

(o) Vessels or aircraft of United States registry, Allied registry, 
or such vessels or aircraft, although not of United States 
, or Allied registry, which are controlled and operated by the 

United States and do not pass through a foreign postal 
system. ... ., ...... .... ', 

(&) United States Post. Office registered mall through the Army 
Postal Service, provided the documents do not pass through a 
foreign postal system. . Restricted documents may, however, 
be transmitted to and from United States installations in 
Canada and in Alaska through the Canadian postal system. 

(0) State Department diplomatic pouch will be used exclusively 

for the transmission of restricted documents through or 
within a neutral country. 

(1) For specific means of transmission of restricted cryptographic 

material, reference should be made to letter instructions on 
this subject Issued by the War Department 
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29. Boutine correspondence, receipts, and returns.~-Routine correspondence, 
receipts, or returns, and reports of possession, transfer, or destruction need not 
be classified if reference therein to classified documents, other than registered 
documents, is made by file number, date, and subject only, with no indication of 
the classification. Extreme care will be exercised in such cases to insure that 
the subject referred to does not contain information which is classified. If the 
subject contains classified information, a short title will be used for the subject. 
Registered documents will be referred to by register number, date, and short title 
only, with no indication of the subject matter or classification. 

30. Storage of classified documents. — a. Storage of classified documents not 
registered. 

(1) Secret and confidential documents, other than registered documents, 

will be stored in the most secure files available in a room that is 
kept locked when not in use. 

(2) Restricted documents will be stored and handled in such a manner as 

to insure a reasonable degree of security. 
o. Storage of registered documents. 

(1) Registered documents will be stored in the most secure space available, 

preferably the equivalent of a three-combination safe. If a three- 
combination safe is not available, then the documents should be 
kept constantly under armed guard. Field lock safes will be con- 
sidered the equivalent of three-combination safes for the storage 
of registered documents for units serving In the field outside of posts 
and garrisons. 

(2) Only commissioned officers, warrant officers, and specially trusted en- 

listed men and civilian employees will be permitted to have access 
to the containers of registered documents or the combination or 
keys thereto. 

(3) Safes containing registered documents will habitually be kept locked 

with the full combination whenever they are not under the direct 
supervision of a person officially entrusted with the combination. 
o. Cryptographic documents. — So far as practicable, cipher tables, alphabets, 
and keys will not be kept in the same container as the code books', documents, and 
devices to which they apply. No secret document will be taken forward of battal- 
ion command post 

d. Daily inspection. — At every headquarters an inspection will be made each 
day immediately before the close of business to insure that all classified documents 
and cryptographic devices have been properly put away. 

e. Security in field. — In tactical operations, actual or simulated, the command- 
ing officer of the unit concerned is responsible that all documents are given the 
maximum security possible under the circumstances. No secret document will be 
taken into areas liable to Imminent capture by the enemy. 

/. Security aboard aWp.— Where a ship's strong room is available, classified 
documents in transit will be stored therein. 

31. Return' of secret and confidential documents.— Upon change of station 
or separation from the military service, ah officer will return to the source from 
which received, or otherwise properly account for, ail secret and Confidential 
documents which have been Issued to him. 

33. Destruction of classified documents. — a. Secret and confidential 
documents. 
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(1) When competent authority directs the destruction of secret or confi- 

dential documents, they will be burned by the custodian thereof in 
the presence of a disinterested officer. The certificate of destruction 
will be signed by both the custodian and the witnessing officer before 
submission to the officer directing the destruction. If the documents 
are registered, the certificate, signed by the custodian and the wit- 
nessing officer, will be sent to the officer directing the destruction, 
who will forward it to the office of record indicated in the registered 
document. If the headquarters has only one commissioned officer, 
the report will so state. Exceptions heretp may be authorized only 
by the War Department. 

(2) Preliminary drafts, carbon sheets, plates, stencils, stenographic notes, 

and work sheets containing secret or confidential data will be de- 
stroyed by the person responsible for their production immediately 
after they have served their purpose or will be given the same classifi- 
cation and safeguarded in the same manner as the material produced 
from them. 

b. Restricted documents. — Restricted documents will be destroyed in any way 
which will render them useless. 

Section III 
REGISTERED DOCUMENTS 



, Paragraph 

Authority to designate — 33 

Additional marking 34 

Revision or reproduction 35 

Notification o£ change of classification: 36 

Inventory and report ol possession : . 87 

Report of transfer and destruction : 38 

Prescribed forms 39 



33. Authority to designate. — Officers authorized to originate and issue 
secret, confidential, or restricted documents will designate as registered such 
secret, confidential, and restricted documents issued by them as they deem neces- 
sary in the Interest of national defense. Only documents of exceptional impor- 
tance will he registered. 

34. Additional marking. — a. In addition to the marking secret, confidential, 
or restricted, the title page or inside front cover of a registered document will 
ordinarily show the register number, short title, office of record to which returns 
will be made, and instructions covering the returns for its accounting, and for its 
ultimate disposal. If this is not practicable, the required data will accompany 
the registered document on a separate sheet. The office of record is the office 
to which reports of possession and/or transfer reports on registered documents 
are sent. 

6. All references to registered documents in semiannual or transfer reports, 
ordinary reports of destruction, or unclassified documents or correspondence will 
be by registered number, date, and short title only and such reports or cor- 
respondence need not be classified. In using a short title, every symbol of the 
short title will be included. If any accountable document consists of more 
than one volume, each volume will bear a separate short title. Any correspond- 
ence or paper which refers to a registered document by a title other than the short 
title must have the same classification as the registered document 
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o. A registered document is not to be confused with a classified document to 
which, for administrative reasons, a number or short title is assigned for book- 
keeping or reference purpose only, and for which no accounting is required. In 
the absence of the additional markings required in a above, the document will 
not be reported upon. 

35. Revision or reproduction. — o. A new or revised edition of an old regis- 
tered document may be assigned a new short title but, where this Is undesirable, 
the old short title followed by a symbol which will differentiate the new edition 
from the old edition is permissible. 

6. Reproduction of a registered document is forbidden except by authority of 
the office of origin. 

36. Notification of change of classification. — When the classification qf a 
registered document is changed, the office of record will notify all offices to which 
it has been issued. 

37. Inventory and report of possession. — a. Custodians will keep a complete 
inventory of all registered documents except those listed In c below and will 
make, or have made, on 30 June and 31 December of each year, an accurate 
return therefor to the proper office of record. 

&. In making a semiannual report of possession the following details will be 
observed : 

(1) Bach item will be physically inspected and its register number checked 

against the inventory. 

(2) At headquarters having two or more commissioned officers the cus- 

todian and one disinterested officer will make the inventory and 
both will sign the report. If the headquarters has only one com- 
missioned officer, the report will so state. 
o. No semiannual report of possession will be made of — 

(1) Training editions of code books, cipher alphabets, or keys, or of non- 

registered cipher devices accounted for as ordinary property. 

(2) Registered documents which have been placed in custody or storage 

for historical purposes. 
d. Whenever a registered document is found which is not charged to the finder, 
a reasonable effort will be made to determine the office to which it pertains. If 
this is not found, the document will be forwarded through military channels to 
the issuing authority for disposition. 

38. Report of transfer and destruction. — a. When a registered document is 
transferred from one person to another, or if the custodian remains the same 
but the organization's designation changes, a certificate of transfer in triplicate 
will be made. The certificate, containing an acknowledgment of receipt by the 
receiving officer, will be dated and signed by the transferring officer. 

6. Immediately upon completion of the transfer, the original of the transfer 
certificate will be forwarded direct to the office of origin. A copy of the cer- 
tificate of transfer will be retained by each of the officers concerned. 

o. Whenever a registered document is removed from its proper place of cus- 
tody and Issued to another person, the custodian will require a written receipt. 

d. Registered documents will not be accounted for as prescribed for ordinary 
property in AR 35-8520. The forms described in paragraph 39 will be used in 
lieu of shipping tickets, memorandum receipts, stock record cards, etc. 

e. The Issuing authority normally designates when registered documents will 
be destroyed and upon such notification registered documents will be destroyed 
as Indicated in paragraph 32 and report of destruction forwarded. 
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39. Prescribed forms. — a. War Department Form No. 32 (Record Card — 
tt:;gistercd Documents or Devices) will be used for recording all temporary trans- 
actions involving an individual registered document. 

6. AVar Department Form No. 33 (Record Card — Registered Documents or 
Devices — Station) will be used by each officer making a consolidated record of 
all transactions concerning registered documents. It serves as a check to pre- 
vent the undiscovered loss of the individual card, War Department Form No. 32. 

o. War Department Form No. 34 (Transfer Report of Registered Documents 
(or Devices) ) will be used in transferring registered documents. 

d. War Department Form No. 34a (Semiannual Rsport of Registered Docu- 
ments (or Devices) ) will be used in reporting a semiannual inventory of 
registered documents. 

e. Other forms authorized by separate branches for special purposes such ag- 
Report of Destruction will be employed where applicable. 

Section IV 
CRYPTOGRAPHIC SECURITY 

Paragraph 

Authorization of cryptographic systems 40 

Restrictions on use of authorized codes .- 41 

Personnel authorized to perform cryptographic duties 42 

Cryptographic security officer- , 43. 

Precautions necessary to insure cryptographic security 44 

Responsibility for classification of messages : 4B 

Drafting messages — ; : 48 

Selection of cryptographic system — 47 

Paraphrasing messages , 48 

Method of handling outgoing secret messages 49 

Method of handling incoming secret messages . : 50 

Method of handling outgoing and incoming confidential messages 51 

Method of handling restricted messages. 52 

Transmission of literal plain text and paraphrased versions of classified messages 53 

Disposition or destruction of registered cryptographic material 54 

40. Authorization of cryptographic systems. — All codes, ciphers, and cipher 
devices intended for use in the military service will be authorized only by the 
War Department For forces in the field In time of war, this authority may be 
delegated to theater commanders and to oversea department commanders for 
special use within their theaters or departments. 

41. Restrictions on use of authorized codes. — a. The use of any authorized 
code, cipher system, or cipher device for cryptographlng personal messages is 
forbidden. 

6. Messages for other departments of the Government and for commercial 
firms engaged in producing war material under Government contract may, when 
necessary, be cryptographed in War Department systems provided the text as 
supplied by the other Government department or firm is paraphrased, without 
being referred to the originator, prior to transmission and also prior to delivery 
to an agency outside the Military Establishment. 

42. Personnel authorized to perform cryptographic duties. — a. General. — 
No authorized cryptographic system will be employed by any person who Is not 
thoroughly familiar with the provisions of these regulations and all instructions 
pertaining to the cryptographic system to be employed. 

&. Secret messages. — The cryptographlng and decryptographing of messages 
classified as secret will be performed under the supervision of a commissioned 
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officer. For the specific qualifications of personnel who may be permitted actually 
to perform secret cryptographic work, reference should be made to letter Instruc- 
tions on this subject issued by the War Department. 

c. Confidential messages. 

(1) At all headquarters of divisions and larger units the cryptographing 

and decryptographing of confidential messages will be performed by 
personnel as prescribed for secret messages. 

(2) At all headquarters of units smaller than a division, messages classi- 

fied as confidential will be cryptographed or decryptographed by 
personnel of the cryptographic section of the message center. 

d. Restricted messages. — At all headquarters, messages classified as restricted 
will be cryptographed or decryptographed by personnel whose duties normally 
require the performance of this work. 

43. Cryptographic security oflicer. — a. At each headquarters maintaining 
a message center the commander will appoint a commissioned officer as crypto- 
graphic security officer, who ordinarily will be the officer in charge of the 
message center. He will be the custodian of cryptographic material and will 
be responsible for all measures necessary to insure cryptographic security and 
physical security thereof. 

6. If the cryptographic security officer believes that, In view of his knowledge 
of other messages on the same or like subject, a message has been incorrectly 
classified, or if he believes that the regulations governing the drafting and 
classifying of the message have been violated, he will request the originator 
to make the necessary change in the message or in its classification. If thet 
originator does not comply with the request of the cryptographic security oflicer, 
the matter will be referred to the commanding officer of the headquarters con- 
cerned for final decision. 

c. Cryptographic duties at any station where there is no regularly constituted 
message center will be performed by the custodian of cryptographie material or 
by personnel especially designated by the commanding officer. When crypto- 
graphic work is thus performed, the files of literal plain text messages and of 
cryptograms must be kept in different locked containers. 

44. Precautions necessary to insure cryptographic security. — In order to 1 
insure cryptographic security the following principles must be observed : 

a. Cryptographic material will be given the most secure storage available and 
will never be left unattended except when deposited in a three-combination safe 
or its equivalent. See also paragraph 30o in this connection. 

6. Classified messages must be carefully drafted. The originator of a classified 
message is responsible for strict compliance with the provisions of paragraph 46. 

o. The classification of messages must receive careful consideration by the 
originator since overclassiflcation and underclassification are equally to be 
avoided. When a message has been classified and sent, all subsequent messages 
referring thereto must bear the same classification if any reference is made to 
the original message by subject or serial number, except where the originator 
underclassified the original communication, in which case the proper higher 
classification will be used. Service messages referring to all or part of the 
plain text of previously cryptographed messages must be similarly classified and 
cryptographed. See paragraphs 10, and 12 to 16, Inclusive. 

d. The selection of the proper cryptographic system is a responsibility of the 
cryptographic security officer or the custodian of cryptographic material where 
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there Is no cryptographic security officer. He should be governed by the provi- 
slons of paragraph 47. 

e. If time and availability of personnel permit, the cryptographed text of 
messages should be checked prior to transmission. The check should determine 
that the instructions governing the system employed are carefully followed. 
Particular care must be taken to assure that no plain text appears in the body 
of the message. 

f. The handling and filing of both plain and cryptographed text should con- 
form to the procedure described in paragraphs 49 to 53, inclusive. 

fir. Paraphrasing is resorted to as a protection to the cryptographic system and 
will not be used in such a manner as to permit loose handling of classified mes- 
sages. Paraphrasing is to be employed when — 

(1) The content of previously cryptographed messages Is released to 

the public or given a wide distribution within the Army. 

(2) It is necessary to send in cryptographic form — 

(a) All or portions of a message previously transmitted in plain 
text. 

(6) Extracts from publications, regulations, at instructions. 

(3) It Is necessary to transmit in plain text all or portions of a message 

previously sent in cryptographic form. 

(4) A classified message is recryptographed in a different cryptographic 

system. 

(5) A classified message is recryptographed in a different key of the 

same system. 

Exceptions to the necessity for paraphrasing may be granted only in accordance 
with instructions pertaining to certain cryptographic systems issued by the War 
Department. 

h. When it is necessary to indicate in the text of a classified message informa- 
tion as to the ultimate addressee or the signature of the writer, such information 
will be buried within the text of the message before cryptographing and will not 
appear either at the beginning or at the ending of the message. 

45. Responsibility for classification of messages. — a. Within the limita- 
tions prescribed in paragraph 516 the originator of a message is responsible 
that the classification given to it conforms to the definition given in paragraphs 
4, 5, 6, and 7. He is also responsible for the proper marking of the message 
before forwarding it for transmission. 

6. A message will be classified and marked top secret, secret, confidential, or 
restricted when it contains classified information except when marked SEND IN 
CLEAR as prescribed in paragraph 516 (2) . 

46. Drafting- messages. — a. Routine reports and messages which must be 
given a wide distribution, or the contents of which have been or may eventually 
be furnished the press, or which contain extracts or quotations from a news- 
paper, magazine, or any other document available to the public, will be pre- 
pared so as to permit their transmission in plain language or will be classified 
as restricted. Such restricted reports and messages will be paraphrased in 
accordance with paragraph 4Gd. 

6. Standardization of the content and form of such documents as field orders 
and operation instructions is necessary, but when fixed expressions are repeated 
in a message, cryptographic security is greatly endangered. Hence, stereotyped 
phraseology and set form of expression, especially at the beginning or ending of 
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a message will not be used. Examples of stereotyped beginnings and endings 
are "Reference your," "Reurad," "Report," "Confirm," "Advise," "Request," 
"Stop," and "Acknowledge." Necessary references will be placed within the 
body of the message. Except as specifically provided for in certain cryptographic 
systems, or as specifically authorized by the War Department, the use of dummy 
letters or irrelevant text as "padding" for the purpose of concealing stereotypic 
phraseology is prohibited. Personnel concerned with the drafting and crypto- 
graphing of classified messages will be charged with guarding against repeated 
use of the same words or phrases. 

o. Words not important to the sense will be omitted. Conjunctions, preposi- 
tions, and punctuation marks will be reduced to the minimum, and every effort 
will be made to avoid repetitions. When It is essential that punctuation marks 
be included in the body of the messages, they will be spelled, either in full or 
abbreviated form. Numbers will be spelled out. 

d. The originator of all classified messages will paraphrase such portions 
as are quoted from — 

(1) A message in plain language. 

(2) A message In the same or another cryptographic system. 

(3) A newspaper^ magazine, or document. 

47. Selection of cryptographic system. — a. Subject to modification as out- 
lined in paragraph 436, the classification top secret, secret, confidential, or 
restricted given a message by its originator governs the cryptographic system 
to be used in cryptographing the message. All classified messages except those 
transmitted in accordance with the provisions of paragraph 516(2) will be 
transmitted in cryptographed form unless specific exception is made by the War 
Department. The least widely held cryptographic system available to all ad- 
dressees of each message will be employed. 

6. In order to prevent the cryptographing of identical subject matter by means 
of different codes and ciphers, once the message has been cryptographed, all 
subsequent messages on the same subject will normally be cryptographed in 
the same system. If a change of system is necessary, reference to previous 
messages by their reference numbers will be avoided. 

c. The mere acknowledgment of a cryptographed message need not be clas- 
sified. 

d. When the same plain text message is transmitted to several addressees, it 
will ordinarily be cryptographed but once and the same cryptographed text 
sent to all addressees. If this is impossible because all addressees do not hold 
identical cryptographic systems, the text of each message which must be crypto- 
graphed in a different system" will be carefully and differently paraphrased 
before cryptographing for each system. The only permissible exceptions to this 
rule are those cases in which necessity for paraphrasing has been specifically 
waived by the War Department in the instructions for certain cryptographic 
systems. The determination of the need for paraphrased versions is a function 
of the cryptographic security officer who may require the assistance of the 
originator of the message in the preparation of the necessary paraphrases. 
Where practicable, the cryptographic security officer will furnish copies of the 
paraphrased versions to the originator, except as noted in paragraph 416; 

48. Paraphrasing- messages. — a. In paraphrasing, it is not sufficient to para- 
phrase only the beginning or ending of the message. The entire message will be 
subjected to the process. 
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6. When paraphrasing must be employed, all of the following processes will 
be applied to the message : , 

(1) Changing the sequence of the paragraphs. 

(2) Changing the sequence of the sentences in each paragraph. 

(3) Shifting the positions of the subject, predicate, and modifiers in each 

sentence. 

(4) Changing from active to passive voice or vice versa. 

(5) Substituting synonyms or equivalent expressions. 

(6) Changing the length of the paraphrased version of the message In 

order that the final cipher text will not resemble the original cipher 
text with respect to length. 
o. A paraphrase of a message will be accorded the same classification as the 
original message. 

49. Method of handling outgoing secret messages. — a. The procedure here- 
inafter described will be followed at all headquarters, except the War Depart- 
ment in which the procedure will be as determined by the Chief of Staff. 

6. The originator will prepare and number all copies of secret messages, send 
the original to the message center, and may retain, when security is not imperiled 
thereby, one copy for temporary file. Other carbon copies, all numbered and 
bearing the following notation, may be sent to local officers directly concerned : 

The making of an exact copy of this message Is forbidden. Only such extracts 
as are absolutely necessary will be made and marked secret. This copy will be 
safeguarded with the greatest care and will be returned to the originator 
without delay. 

All such copies will be carefully accounted for by the originator and will be 
destroyed when returned. The copy In the temporary file will also be destroyed 
upon determination that the message has been correctly dispatched. 

c. The original plain-text copy sent to the message center by the originator 
will be cryptographed at the cryptographic section of the message center. In 
message centers serving tactical units one copy only of the cryptographed mes- 
sage will be made and It will be sent to the transmitting agency. In the zone 
of the interior the number of copies to be made of the cryptographed message 
will be determined by the commanding officer of the headquarters concerned. 
All work sheets used In cryptographing tl*e message will be immediately de- 
stroyed by burning. 

d. The original copy of the literal plain text will be marked SENT (date) and 
returned to the originator who will place it in his secret file for outgoing mes- 
sages and destroy the retained copy by burning. Only one copy of the literal 
text will be filed in the originator's oflice. 

e. The transmitting agency will send the cryptographed message, retaining at 
least one copy in its file of outgoing messages for final disposition in accordance 
with local regulations. 

When certain cryptographic systems are used in which no copy of the cipher 
text is available, a copy of the plain text may be retained by the message center 
for file. 

g. The method of handling top secret messages will conform to the procedure 
outlined above as modified by the provisions of paragraph 266, o, and e. 

50. Method of handling incoming secret messages. — a. The procedure here- 
inafter described will be followed at all headquarters, except the War Depart- 
ment In which the procedure will be as determined by the Chief of Staff. 
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6. An incoming secret message will be copied in duplicate by the receiving 
operator; the original will go to the cryptographic section of the message center 
and the carbon copy to the files of the receiving station or message center, 
where it will be disposed of in accordance with local regulations. 

c. A cryptographer will decryptograph the message, making only one copy 
of the decryptographed literal plain text, which will be marked SECRET and 
delivered to the addressee. The cryptographed version will be retained in the 
files of the message center, where it will be disposed of In accordance with local 
regulations. All work sheets used in decryptographing will be destroyed by 
burning. The cryptographic section will not retain any copy of the plain text 
in its files, except as provided in paragraph 49/V The placing on the message 
blank of any marks or notations even remotely connected with the cryptographic 
system or steps in decryptographing the message, such as underlining key words, 
indicating groupings corresponding to lengths of columns of key, etc., is 
forbidden. 

d. The addressee may make and circulate a limited number of literal copies 
for the information of other officers directly concerned. These carbon copies will 
all be numbered and bear the following notation : 

The making of an exact copy of this message is forbidden. Only such extracts 
as are absolutely necessary will be made and marked SECRET. This copy will 

be safeguarded with the greatest care and will be returned to 

without delay. 

All such information copies will be carefully accounted for by the addressee and 
will be destroyed when returned. Only one copy of the literal text of the message 
will be kept in the addressee's office. 

e. The method of handling top secret messages will conform to the procedure 
outlined above as modified by the provisions of paragraph 26c and e. 

51, Method of handling outgoing and incoming confidential messages. — 
a. At administrative headquarters having fixed message centers. — Whenever 
practicable, the procedure to be followed in the handling of messages in confi- 
dential codes or ciphers will be substantially the same as that prescribed for 
those transmitted in secret code or cipher, except within the War Department in 
which the procedure will be as determined by the Chief of Staff. They will, 
however, be marked and safeguarded In accordance with provisions of these regu- 
lations governing confidential documents. 

6. In tactical operations, simulated or actual. 

(1) All messages not classified as secret will be regarded as confidential 

but need not be so marked. The procedure to be followed is pre- 
scribed in FM 24-5, and in other pertinent regulations and in- 
structions Issued by proper authority. IA11 wire and radio messages 
except those noted in (2) below will be transmitted in cryptographic 
form. 

(2) When the information to be transmitted, if intercepted by the enemy, 

cannot be acted upon in time to influence the situation in question 
and time cannot be spared for cryptographing, the commanding 
officer or his authorized representative may order the transmission 
of a message in plain language by a radio station serving his head- 
quarters or command. Such written messages will be marked SEND 
IN CLEAR over the signature of the commander or his authorized 
representative. 
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58. Method of handling restricted messages. — The procedure to be followed 
In the handling of messages In restricted, codes and ciphers will be substantially 
the same as that prescribed for those in confidential code or cipher. 

53. Transmission of literal plain text and paraphrased versions of classi- 
fied messages. — a. The sending by any means whatsoever of the literal plain text 
cl a message which has been or will be transmitted in cryptographed form Is 
strictly prohibited except as stated below : 

(1) Authorized local distribution within a headquarters by messenger. 

(2) In exceptional cases, when necessary in the performance of his duties, 

an authorized person may carry the literal plain text of a classi- 
fied message provided the security requirements pertaining to the 
transmission of classified material are observed. 
6. In cases of emergency, paraphrased versions of the plain text of a crypto- 
graphed message may be sent — 

(1) In accordance with the provisions of paragraphs 44g and 480. 

(2) In accordance with the provisions of paragraph 25 as applied to secret 

cryptographic material. 

54. Disposition or destruction of registered cryptographic material. — a. 
Whenever a person who has been issued registered secret, confidential, or re- 
stricted codes, ciphers, cipher devices, or documents pertaining thereto, has ho 
further need for them, he will report that fact to the Chief Signal Officer or in the 
case of the field forces In time of war to the signal officer of the headquarters 
charged with the issue of such documents. 

6. When it has become highly probable that cryptographic material will be 
subject to loss or compromise, all documents and translations of messages will be 
destroyed by burning, and the cipher machines or devices will be destroyed be- 
yond use or repair, and if possible, beyond recognition. 

o. When cryptographic documents or devices have become unserviceable 
through long use, request for their replacement will be made to the issuing 
authority. 

Section V 
MATERIEL 

Paragraph 



Authority to classify — 65 

Notification of classification or reclassification..:— 58 

Responsibility for safeguarding technical information 57 

Classification of information from commercial firms 58 

Dissemination of classified technical Information 59 

Destruction of classified materiel : 60 

Invitations for bids and contracts » 61 

Consultations with responsible manufacturers . — , 62 

Responsibility of Army representatives or inspectors 63 

Responsibility of Government contractors . . 64 

Tests of classified materiel : : ; 65 

Public display of classified materiel ; • 66 

Release of information or sale of materiel »_„ 67 

Protection of shipments via commercial carriers within United States or its pos- 
sessions . 68 



55. Authority to classify. — Whenever the chief of a technical service re- 
sponsible for a research project or for the design, development, test, or production 
or procurement of an article of materiel or a component thereof shall determine 
that the maintenance of any degree of secrecy regarding them is sufficiently im- 
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portant to the national defense, he will classify it as secret, confidential,: or 
restricted. 

56. Notification, of classification or reclassification. — Whenever the chief 
of a technical service in charge of a research project, design, development, test, 
or production of a unit of materiel or component thereof shall determine that the 
materiel should remain classified after issue or that a change or cancelation of 
classification is desired, he will notify The Adjutant General, who in turn will 
inform all concerned. 

57. Responsibility for safeguarding technical informaton, — ft. Chiefs of 
technical services engaged in the preparation of plans, research, and development 
work, or new design, test, production, procurement, storage, or use of classified 
materiel are responsible for the promulgation of such additional instructions as 
may be required for the safeguarding of information In the offices, establishments, 
laboratories, shops, or Army posts under their jurisdiction. , 

6. All secret, confidential, or restricted models, exhibits, dies, machines, and 
other similar Items which are to be loaned, leased, or given to a commercial or- 
ganization will be properly marked to indicate classification when practicable. 
If such marking is impracticable, the commercial organization will be specifically 
notified in writing of the classification of such items and of the pertinent provisions 
of the Espionage Act. 

58. Classification of information from commercial firms.— Information ob- 
tained from civilian manufacturers concerning proprietary processes will he 
classified as confidential unless otherwise authorized by the firm concerned. ; . , 

59. Dissemination of classified; technical information. — Classified informa- 
tion concerning technical projects or developments may be. imparted only to 
those individuals whose official duties require such knowledge or possession, and 
to accredited representatives of foreign nations in accordance with the provisions 
of paragraph 19&. r , 

60. Destruction of classified matSriel. — a. Authority to direct. — Whenever 
the chief of a technical service responsible for a research project or for the design, 
development, test, or production or- procurement of an article of materiel or a 
component thereof shall determine that their destruction is necessary to safe- 
guard information thereof, he will. issue the necessary directive. 

6. Procedure in destruction of classified materiel. — When destruction of clas- 
sified materiel has been directed : 

(1) The custodian thereof will remove all components of a classified nature 

and destroy them by burning or by mutilation In the presence of a 
disinterested officer. The balance of the materiel will then be 
processed In accordance with existing regulations for the disposition 
of unserviceable property, or for salvage. ; ' 

(2) If the above is not practicable, the custodian will destroy the entire 

article of materiel by burning or by mutilation in the presence of "a 
disinterested officer. 

(3) In either case, the certificate of destruction will be signed by both the 
1 custodian and the witnessing officer before submission to the officer 

directing the destruction. If the headquarters has only one eom- 
missloned officer, the report will so state. Exception hereto may 
be authorized only by the War Department. ... 

61. Invitations for bids and contracts. — a. Prior to furnishing a prospective 
bidder or contractor with drawings, specifications, or other pertinent information 
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concerning any project or projects of a secret, confidential, or restricted nature 
and annually thereafter so long as such documents, etc., are in his custody, a 
general secrecy agreement reading substantially as follows will be signed by the 
individual or by a responsible officer on behalf of the firm or corporation 
concerned : 

In consideration of the receipt of drawings, specifications, and accompanying 
inclosures, models, or materiel, and information disclosed orally, concerning 
projects of a secret, confidential, or restricted nature, delivered to the under- 
signed prior to or coincident with the date of this agreement and listed on 
Exhibit A which is attached hereto and made a part hereof, or to be issued to 
the undersigned subsequent to the date of this agreement, the following terms are 
agreed to by or on behalf of the undersigned individual, firm, or corporation, 
and any and all representatives, agents, employees, or subbidders or subcon- 
tractors thereof: 

1. The undersigned will neither supply nor disclose any information regard- 
ing the drawings, specifications, and accompanying inclosures or models or 
materiel, or information disclosed orally, referred to herein to any unauthorized 
person, or incorporate in other projects special features of design or construc- 
tion peculiar to such drawings, specifications, and accompanying inclosures, or 
models or materiel, or information disclosed orally. 

2. The undersigned will not permit any alien employed or to. be employed 
by the undersigned or by any subbidder or subcontractor to have access to 
the drawings, .specifications, and accompanying inclosures, or models or materiel 
referred to herein, or to engineering principles, composition, subassemblies, or 
assemblies which are vital to the functioning or use of the article or to the work 
under any contract for the production thereof, or the contract trials, without 
the written consent beforehand of the Secretary of. War. 

3.. The undersigned will not make or permit to be made reproductions of the 
drawings, specifications, and accompanying inclosures or of the models or materiel, 
except as specifically authorized by the contracting officer or his duly authorized 
representative If reproduction of any drawings, specifications, and accompany- 
ing papers, or of models or materiel, Is authorized, the undersigned will promptly 
submit the product obtained to the contracting officer or his duly authorized 
representative for censorship or such other action as he may deem necessary. 

4. If a bid is not submitted on a project of a secret, confidential, or restricted 
nature as to which drawings, specifications, and accompanying inclosures, and 
models or materiel have been issued to the undersigned, or if a bid is made and 
not accepted, or in case award is made, upon the completion of the contract the 
undersigned will promptly return by hand, by registered mail, or by insured 
express, such drawings, specifications, and accompanying- papers',- or models or 
materiel, together with all copies thereof, to the office from which the original 
copies were received. 

5. (a) The undersigned agrees to bring or cause to be brought to the atten- 
tion of all persons engaged In the preparation of the bid, whether submitted or 
not, including subbidders and their employees, the following provisions of law: 

Espionage Act: Subparagraphs (d) and '(e), sec. 1, act 15 June 1917 (40 Stat 
217) ; sec. 1, act 28 March 1940 (54 Stat. 79; 50 U. S. O. 81; M. L-, 1939, Supp. I, 
sec. 2181). 

Sec. 1, act 12 January 1938 (52 Stat 3; 50 U. S. 0. 45; M. L., 1939, sec. 2187a)", 
and E. O. 8381, 22 March 1940 ; 5 F. R. 1147; 50 O. S. O. 45; M L., 1939, Supp: 1, 
sec. 2187a. 

Second War Powers Act, 1942, sections 1402, 1403, act 27 March 1942 (Public 
Law 507, 77th Cong.). 

(6) If the successful bidder on any project, the undersigned agrees also to 
bring or cause to be brought to the attention of all persons engaged in the per- 
formance of the contract, including persons employed* on subcontracts, the 
provisions of the law enumerated in (a) above. 

6. The undersigned further agrees that no Information In connection with any 
secret, confidential, or restricted project will be given to any person not in the 
contractor's or subcontractor's employ except upon the written consent before- 
hand of the contracting officer or his duly authorized representative. 
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6. The execution of the general secrecy agreement required in a above with 
any Individual, firm, or corporation prior to the delivery of any classified military 
information, and the annual secrecy agreements executed thereafter, will con- 
stitute authority for delivery to such individual, firm, or corporation from time to 
time of other or additional classified information pertaining to any secret, 
confidential, or restricted project, without the necessity of executing a specific 
secrecy agreement in each case. A receipt substantially as follows will be 
obtained when the additional classified data are submitted to those who have 
entered into such agreement: 

Receipt is acknowledged of ; , and It is recognized that these 

data are classified and come within the purview of the secrecy agreement signed 
by on _. 

63. Consultations with, responsible manufacturers. — The commanding of- 
ficers of arsenals and depots and other officers engaged in work on Government 
contracts are authorized to consult with all interested manufacturers or their 
representatives, inventors, and other persons concerning technical matters in 
which they have a legitimate interest. They will, however, inform all such 
persons of the classification of the projects, works, and developments. 

63. Responsibility of Army representatives or inspectors. — a. The Army 
representatives or inspectors of the technical service are the local representatives 
of the War Department and will take the necessary measures to insure the safe- 
guarding of classified information or projects in the hands of the contractors 
or in process of manufacture in their plants. 

6. Army representatives or inspectors will advise contractors as to their 
responsibilities and the practical measures to be taken to- safeguard secret, 
confidential, or- restricted matters and will act favorably, if practicable, on any 
suggestion or request of the company tending to preserve secrecy. If at any 
time conditions at any plant, or any action of a company or its employees, 
jeopardize the security of classified matter pertaining to the War Department or 
violate the provisions of the Espionage Act, the Army representative or inspector 
will request the contractor to take prompt remedial action. If adequate pre- 
cautionary measures are not taken immediately, he will report promptly to the 
chief of the technical service concerned and, If the situation requires; to the 
commanding general of. the service command in which the item is in process of 
manufacture. 

c. When Army and Navy inspectors are on duty at the same plant; the Army 
inspector will coordinate all security measures with the Navy inspector in order 
to avoid conflicting demands upon contractors- 

64. Responsibility of Government contractors. — o. A private individual, 
firm, or corporation which enters into a contract to engage in technical work for 
the War Department becomes responsible in matters within his or its control for 
the safeguarding of all secret, confidential, or restricted matters that may be dis- 
closed or that may be developed in connection therewith. A clause to this effect 
will be included in such a contract, but its omission will not release the con- 
tractor from his responsibility under the Espionage Act and other pertinent laws. 

6. Contractors are responsible that all classified projects allotted to subcon- 
tractors or agents are fully protected by a similar agreement 

c. Whenever for any reason a contract agreement or subcontract has been 
made which does not include a security clause but later is found to involve 
secret, confidential, or restricted matter, the technical service concerned will 
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take the necessary steps to insure that the project or work is properly classified 
and that the contractor, agent, or subcontractor is informed of the classification 
and of his responsibility in the matter. 

65. Tests of classified materiel.'— Tests of classified materiel will be ade- 
quately safeguarded by all responsible officers. 

66. Public display of classified materiel. — a. Commanding officers are re- 
sponsible that all classified parts, components, or features of materiel are properly 
safeguarded during maneuvers, drills, parades, ceremonies, assemblages, demon- 
strations, or exhibitions, or exhibitions open to the general public, 

6. (1) Photographs of equipment while In process of development or those 
revealing processes of manufacture are prohibited unless authorized 
by the chief of technical service concerned. After an article of 
equipment has been issued to combat units, release of photographs is 
permissible unless specifically prohibited by the instructions issued 
therewith. 

(2) Requests for permission to take photographs of classified materiel, 
projects, or processes of manufacture will be referred to the War 
Department through the proper chief of technical service. If 
authority is granted, it will be with the understanding that the 
resulting photographs will be submitted to the War Department 
for review prior to release. 

67. Release of information or sale of materiel. — o. Domestic sale, divulging 
Information in connection with negotiations for foreign sale, and foreign manu- 
facture of items of Army and Navy materiel and equipment are not permitted 
unless the War and Navy Departments are agreed that military secrecy is not 
compromised thereby. 

6. International traffic in arms. 

(1) The State Department administers International traffic in arms and 

military materiel coming within the scope of the Regulations Gov- 
erning the International Traffic in Arms, Ammunitions, and Imple- 
ments of War and Other Munitions of War. 

(2) The State Department will not release for foreign sale any item 

coming within the scope of these regulations until the War and 
Navy Departments have stated that there is no objection to ths 
release on grounds of secrecy affecting the national defense. 

68. Protection of shipments via commercial carriers within United States- 
or its possessions. — a. Selection of shipping method. — Disclosure of information 
pertaining to' classified materiel will be prevented during transportation by, 
one of the following methods of shipment, to be determined by a commissioned 
officer of the service, force, or organization authorizing its movement qualified 
to make such classification, by a higher authority so qualified, or by a military 
attache. ;, 

6. Protection as for documents. — If size and quantity permit, classified materiel 
may be handled in the same manner as provided for similarly classified documents 
in paragraphs 25 to 28, inclusive. In cases where materiel is of such size or 
quantity as to create suspicion of its character and entail additional risk when 
transported in the same manner as documents, another method will be used; 

c. Railway express service protected by carrier's guards. — Secret, or con* 
fldential shipments may be shipped via Railway Express Agency, Incorporated, 
after advance arrangements have been made for carrier to guard materiel from 
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the time it leaves the hands of consignor until delivered to consignee. Notwlth- 1 
standing the general prohibition of insurance on Government shipments, any 
classified shipments may be shipped at their actual value and notation of such 
value made on the bills of lading. (See AR 55-105, 55-150, and 55-155). The 
officer determining the method of shipment will certify to the officer Issuing the 
bill of lading the valuation to be used. 

d. Ordinary railway express service protected by military guards. — This 
method of shipment may be chosen for secret or confidential materiel as provided 
in a above. In such case the principles of regulations governing guarding of 
freight shipments (see par. 8, AR 55-155) will be followed so far as appropriate 
for express service, with the definite exception that guards with express ship- 
ments will be furnished with transportation requests. The number of guards 
detailed to protect the shipment will be a minimum consistent with security 
requirements.. , 

e. Air express via commercial air lines protected by military guards. — The 
provisions of d above will govern generally; ■ 

f. Rail freight service protected by military guards. — See paragraph 8, AB 
55-155. 

g. Ordinary motor truck freight protected by military guards. — The principles 
of paragraph 8, AB SS-lsjft, will govern. Only one guard- will be used for short 
runs unless more are necessary. 

ft. Water freight service protected- by military guards. — The principles of 
paragraph 8, AB 05-155, will govern. When vessels are used which have ar-i 
rangements for carrying passengers, transportation requests will be issued; 
When vessels are used which do not have arrangements for carrying public 
passengers, carriage free or at a reasonable churge, appropriate arrangements 
for meals will be negotiated. 

U Straight or mixed troop trains. — Classified materiel accompanying troops 
will be adequately guarded by organization personnel, 

j. Guards. — Guards sufficiently armed will be provided in accordance with 
paragraph 8, AB 55-155. Neither carrier's nor military guards will be used for 
the sole purpose of preventing disclosure of Information of restricted materiel. 
Guarded service may be used on any shipment when necessary to prevent physi- 
cal sabotage. When possible, where concealment of the arm is not necessary, 
submachine guns, automatic rifles, or rifles should be provided In preference 
to pistols. :> 

k. Shipments of confidential materiel, except cryptographic equipment and 
components thereof may, at the discretion of the chief of the technical service 
involved, be shipped by one of the following methods, without guard: 

(1) Protected express. 

(2) Sealed freight or express cars. 

(3) Sealed truck under own motive power. 

(4) Flat car, provided trucks or crates containing said equipment are 

suitably locked and/or sealed and locked and/or sealed to the car, 
In addition, the equipment will be protected from external view 
and injury from normal hazards in shipping. 
I. For specific means of shipment of cryptographic materiel reference should 
be made to letter instruction on this subject issued by the War Department. 
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Section VI 



VISITORS 



Paragraph 



Classification -_ 

Authority for admission'- ■ — : - ; '- 

Responsibility of commanding officer, Army representative, or Inspector. 
Responsibility of Government contractors . 



69 
70 
71 
72 



6& Classification, — a. Foreign nationals-. — For the purpose of these regula- 
tions foreign nationals include — 

(1) Representatives, officials, or employees of a foreign government baying 
an official status. 

' (2) All other foreign nationals and citizens of the United States repre- 
senting a foreign government, firm, or corporation. 
(3) Canadian nationals' will be considered as and accorded the same' 
privileges as citizens of the United States with respect to the 1 
matter of visits to Government or commercial manufacturing^ 



' : establishments and experimental laboratories engaged : on classified 
work or projects. 



6. United States citizens.— All citizens of the United States not included In a 
above. ■ 

70; ' Authority for admission. — a. General. — Correspondence and communica- 
tions relating to visits will be routed direct between the various offices concerned. 
6. Foreign nationals. 

(1) Foreign nationals (see par: 69a) will be admitted to Government or 
commercial manufacturing establishments and experimental labor- 
atories engaged on classified work or projects, and to military posts, 
camps, and airfields only on written authority of the Assistant 
Chief of Staff, G-2, War Department General Staff. 
> "■ (2) Application for such visits will be made through the appropriate 
diplomatic representatives except in the case of foreign nationals 
employed by citizens of the United States or by firms or corporations- 
■ owned or controlled by citizens of the United States; for whom ap- 
plications will be submitted by their employers, approved by the 
commanding officer or management of the establishment to be vis-' 
ited, and forwarded with the recommendation of the chief of the- 
technical service or appropriate commanding general of the service' 
command concerned to the Assistant Chief of Staff, G-2, War De- 
partment General Staff. ' 1 
(8) Applications submitted through either of the channels described above 
' will Include the following information: 



(a) Name in full 

(6) Official title or position. 

(c) Name of plant or plants, posts, camps, or airfields to which 

admission is desired. 

(d) Date of visit or dates between which visits are desired. 

(e) Purpose of visit. 

For foreign nationals employed by citizens of the United States or 
by firms or corporations owned or controlled by citizens of the United 
States the following additional information will be required : 
(/) Nationality. 

(g) Length of service with present employer. 
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(4) Prior to authorizing a visit to a War Department or commercial 
manufacturing establishment engaged in classified work or projects, 
the Assistant Chief of Staff, G-2, War Department General Staff, 
will secure the recommendations of the Nary Department and the 
chief of the technical service concerned. Members of the armed 
forces of Canada and Mexico may, however, be admitted to Army 
posts, camps, and airfields near the borders of those countries for 
occasional visits on the authority of the commanding general of the 
army, defense command, or service command having Jurisdiction 1 
over such posts, camps, or airfields, without reference to higher au- 
thority. 

o. United States citizens. — Subject to the approval of the commanding officer 
or the contractor, United States citizens, except those representing a foreign gov- 
ernment, firm, or corporation, may be admitted to War Department or commercial 
manufacturing establishments engaged on classified work or projects under the 
following conditions : i 

(1) Casual visitors may be admitted provided no classified work or project 

is shown or discussed. 

(2) ^Representatives of other United States Government agencies, manu- 

facturers, or their representatives, engineers, and inventors coopery, 
ating in War Department work and having a legitimate interest 
therein may be shown such works or projects as are considered neee*r 
sary and desirable by the responsible chief of technical service. Au- 
thority for admission will be in writing. 

(3) Accredited reporters, photographers, and other representatives of 

publicity agencies may be admitted to manufacturing establishments 
engaged on work for the War Department, provided classified matter, 
projects, or processes of manufacture are not shown or discussed 
with them. News items, photographs, and motion pictures resulting 
from the visit must be submitted to the. War Department Bureau of 
Public Relations for review prior to publication. 
71. Responsibility of commanding officer, Army representative, or in- 
spector. — a. The commanding officer of a military manufacturing establishment 
or the Army representative or inspector at a commercial manufacturing estab- 
lishment Is the local representative of the War Department in all matters regard- 
ing the admission of visitors. If, in his opinion, the situation at the time makes 
the admission of a visitor inadvisable, he is empowered to postpone the visit and 
request instructions from the office which authorized it. 

6. The commanding officer or Army representative will make a report to the 
Assistant Chief of Staff, G-2, War Department General Staff, through the appro- 
priate chief of technical service or commanding general, service command, giving 
the following information concerning foreigners who visit ■ establishments en- 
gaged in classified projects : 

(1) Name, official position, and nationality. 

(2) Authority for the visit. 

(3) Matters in which the visitors showed the greatest Interest 

(4) General nature of questions asked. 

(5) Expressed object of the visit 
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(6) Inspector's estimate of the real object of the visit. 

(7) General estimate of ability, intelligence, and technical knowledge of 

the visitor and his proficiency in the English language. 

(8) A brief list of what was shown and explained. 

72. Responsibility of Government contractors. — a. Contractors or subcon- 
tractors engaged in work for the War Department must place such restrictions 
on the movements of persons employed or entering their plants or offices as will 
give adequate security to secret, confidential, or restricted matters in their posses- 
sion. In view of the wide differences in organization, arrangement, and physical 
make-up of individual plants, no specific rules are practicable. Therefore, local 
conditions at the plant and the classification of the project will determine the 
security measures to be adopted. 

6. The following general procedure in regard to visitors at establishments or 
plants engaged in classified projects for the War Department is prescribed : 

(1) Visitors will be accompanied during their stay at the plant by the 

inspector or Army representative, a member of his office, or some 
responsible person who is specifically informed as to the necessary 
limitations or restrictions, the scope of the visit, and the informa- 
tion which may be furnished. 

(2) Unless specifically authorized by the authorities mentioned in para- 

graph 70, visitors will not be allowed In any shop, laboratory, draft- 
ing room, or section of a plant where secret, confidential, or re- 
stricted materiel is located or where classified work is in progress, 
nor will they be permitted to take photographs, 
o. (1) War Department contractors will submit to the commanding general 
of the service command, chief of technical service, or Commanding 
General, Materiel Command, Army Air Forces, whichever Is appro- 
priate, Immediately upon completion of the visit, a report of all 
visitors, except United States citizens and Canadian nationals, who 
have gained information concerning the classified work or projects. 
The reports will include the following information : 

(a) Name, official position, and nationality. 

(5) Authority for visit. 

(c) Matters in which the visitors showed the greatest interest. 

(d) General nature of questions asked. 

(e) Expressed object of the visit. . 

(/) Estimate of the real object of the visit 

(g) General estimate of ability, intelligence, and technical knowl- 

edge of the visitor and his proficiency in the English 
language. 

(h) A brief list of what was shown and explained. 

(2) The commanding general of the service command, chief of technical 
service, or Commanding General, Materiel Command, Army Air 
Forces, whichever is appropriate, will submit the reports to the 
Assistant Chief of Staff, G-2, War Department General Staff, through 
the appropriate chief of technical service. 
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Section VII 



AIR SPACE RESERVATIONS, RESERVED AREAS, AND RESTRICTED 

AREAS 

Paragraph 

Air space reservations. — •___• : _____ __ T3 

Restricted areas-. : _ _ 74 

73. Air space reservations. — a. Establishment. — Air space reservations over 
military installations or reservations over which the flight of aircraft is pro* 
hibited or restricted for the purpose of national defense or for other governmental 
purposes are established by Executive Order of the President of the United 
States, or by a State, Commonwealth, or Territory. 

6. Territory of Hawaii. — Section 3, Air Commerce Regulations of the Terri- 
tory of Hawaii, prohibits private and commercial aircraft from flying' over or 
crossing any part of Diamond Head and the fortifications of Fort Kamehameha 
and Fort Weaver. ' 

c. Philippine Commonwealth.— -Flying by any aircraft other than those of the 
United States and Philippine Governments within a distance of 6 miles from the 
perimeter of Corregidor Island, Fraile Island, Carabao Island, and Cahallo Is- 
land, Manila Bay, and Subic Bay, Island of Luzon, and within 2 miles of the 
perimeter of Cavite Peninsula, Mnnlla Bay, Is prohibited by section 80, Air 
Commerce Regulations, the Government of the Philippine Islands, dated 15 
October 1935: 

d. Responsibility of commanding officers. — The commanding officer of a mili- 
tary reservation, post, camp, station, or Installation over which an air space 
reservation has been established is responsible for the surveillance of ttie desig- 
nated air space and for prompt report to The Adjutant General, through military 
channels, of any Illegal flight therein. 

74. ' Restricted areas. — a. Designation.— the commanding officer of a post, 
camp, station, or Installation Is responsible for the designation and proper safe- 
guarding of restricted areas. If local conditions dictate, he will mark nil or- 
dinary entrances or approaches to such areas with a sign reading' as follows : 

WARNING 

BESTBICTED AEEA. 

It is unlawful to enter within this '. .__ .. '. . without 

(Area, building, etc.) 

written permission of __ — _____ 

.. (Authority) v 

6. Procedure in case of violation. 

(1) The commanding officer of a military reservation, post, camp, station, 
or installation will cause any person not subject to military law 
who enters a restricted area or building to be detained, warned of 
his rights, and Interrogated by proper authority. If it Is a first 
: offense and there is no evidence of deliberate Intent; the offender 
may be warned against repetition and released upon the surrender 
of any unlawful photograph, sketch, picture, drawing, map, or 
graphic representation In his possession. Otherwise the offender 
will be delivered without unnecessary delay to the nearest United 
States marshal with a written statement of the facta, the names 
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and addresses of the witnesses, and such pertinent exhibits as may 
be available. 

(2) When an investigation reveals that a person not subjeet to military 

law has entered such a restricted area or building, custody of the 
individual not having been effected, the commanding officer will 
promptly forward in writing to the nearest United States district 
attorney a report of all the facts, including; the names and ad- 
dresses of the witnesses. , 

(3) A report will be made through mlltary channels to the^commandlng 

general of the service command of each case brought to the atten- 
tion of civil authority and will include a brief of all the facts and 
copies of all pertinent communications. 

Section VIII 

TROOP MOVEMENTS AND INDIVIDUAL TRAVEL 

Paragraph 



General — ; ' — ---- — ■ — ■ — - 7 5 

Classification requirements . 1 , — , — , 76 

Dissemination of Information . . — 77 

Ball and motor movements— : . _U_ — '. — — 78 

In staging areas- ; — 79 

Embarkation-. : — -_— — . J 80 

Movement of vessels In harbors- „ , . , 81 

At sea- '. . , _„ 82 

Returns to United States '. — — ;_ — '. . 83 

Movements by all — . ; , 84 

Higher classification . — . .. . 85 

Reason for classification , ... 88 

Overseas L — !_ '. . 87 



75. General. — Commanding officers of troops or individuals affected by the 
provisions of this section are responsible that such troops or individuals are 
instructed in such provisions,, advised of .their applicability, and warned of the 
danger involved in the spreading of Information concerning troop movement* 
Instructions of this nature will be given prior to the oversea troop movement, both 
at home station and staging area. . ,.■ , ;: 

76. Classification requirements. — a. Movement of troops or individuals, or 
any group or class of such movements, will be, classified as secret, confidential, or 
restricted by, or by authority of, any officer authorized to make or authorize secret 
classifications under paragraph 9a,- It is essential to proper classification thaf 
officers authorized to classify documents are able to identify classified elements 
of information, particularly those elements requiring a secret classification, ; , ? 

6. The following elements of, information concerning troop movements or in- 
dividual travel will normally be classified as indicated below in each case 

(1) Secret— Documents which contain any one of the following elements, 
either directly or by implication, require a classification of secret 
(a) Oversea or intertheater geographical .destinations (except 

those In Alaska, Canada, and Mexico). , 
(6) Date and time of departure from port of embarkation, port 

en route, or airport 
(o) Route, name, or destination of ship or convoy. 
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((f) Estimated time of arrival at oversea or intertheater destina- 
tion or ports en route. 

(c) The meaning of assigned shipment numbers so far as the 
oversea or intertheater destination is concerned. 

(/) The oversea or Intertheater destination represented by a tem- 
porary APO number. 

(g) Events en route involving enemy action. 

(2) Confidential. — Documents which contain any of the following elements 

•will be classified confidential: 

(a) Information or description of unit movements of nonopera- 
tional significance in areas within or adjacent to opera- 
tional theaters. * 

(6) Complete list or tabulation of units combined with and in- 
cluded under a single shipment number for oversea ship- 
ment. The combination of a single unit with its oversea 
shipment number and letter, however, is restricted infor- 
mation. 

(3) Restricted— Orders, communications, reports, and other documents 

concerning troop movements, except as Indicated in (1) and (2) 
above, will be classified as restricted. However, reports and com- 
munications concerning movements need not be classified if the 
classified elements of information and unit designations are not in- 
cluded therein and reference to the movement is made by shipment 
number and letter, by temporary APO number, or by main number. 

77. Dissemination of information. — o. Officers and men will avoid talk or 
discussion of military movements with civilians and will view with suspicion 
any person asking questions about such movements or discussing topics pertaining 
thereto. 

6. All persons connected with the military service who receive information 
concerning movements of organizations, detachments, or individuals, classified 
in accordance with paragraph 78, are forbidden to make public or to inform un- 
authorized persons concerning the classified elements of such movements. 

c. When it is necessary to advise relatives or other persons of approaching 
departure, Individuals connected with the military service will not disclose any 
classified Information. 

78. Bail and motor movements. — a. Rail and motor movements of troops 
in the United States, Including those to Mexico and Canada, will normally be 
classified restricted: However, reports concerning arrivals and departure of such 
movements may be transmitted to persons authorized to receive such reports', 
unclassified, provided unit designations are not included therein. 

6. When rail or motor movements are made preliminary to an oversea move- 
ment from the United States, cars, baggage and impedimenta will not be marked 
in the clear to show destination, date of departure, name of ship, or other classi- 
fied elements of Information. In such cases impedimenta will be marked with the 
assigned shipment number and letter. The unit designation will not be used as 
a marking on impedimenta, although the company letter or abbreviation may be 
used to Identify the impedimenta of each company or similar unit in the move- 
ment. 
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o. During the progress of a movement by rail or motor within the United States, 
individuals participating therein will not communicate classified information to 
unauthorized persons. 

79. In staging areas. — o. Instructions will be given to all Individuals con- 
cerned in the applicable security provisions of this section. 

6. Commanders of ports or airports of embarkation are authorized to restrict 
to prescribed limits all individuals under oversea movement orders for a period 
not to exceed 48 hours prior to departure for overseas or intertheater destina- 
tions. During this period of restriction, communication with civilians may be 
prevented or limited as may be considered necessary by the port or airport com- 
mander concerned. Special authority must be obtained from the War Depart- 
ment (if In the United States) or the theater commander (if overseas) for placing 
individuals in restriction more than 48 hours prior to the expected sailing or de- 
parture date. 

80. Embarkation.— a. Troop movements will be made so far as practicable 
without attracting undue attention. Authority to use bands during embarkation 
of troops Is left to the discretion of port commanders where, in their opinion, the 
playing of a band will not jeopardize the security of the movement. 

6. All persons not on official business will be excluded from the piers at all 
times. 

o. Personnel may take cameras within the limits of the pier or overseas, subject 
to the restrictions imposed by the commander of the port, ship, theater, or other 
area concerned. 

d. Members of families, relatives, or friends of those sailing will not be allowed 
at the piers or thereabouts on the day of sailing Any such persons found there 
will be ordered away summarily by the guard and report will be made to the ap- 
propriate authority of the officer or enlisted man with whom they were seen or 
with whom they attempted to communicate. 

81. Movement of vessels in harbors. — Vessels loaded with troops or supplies 
will be moved under cover of darkness, whenever possible. If vessels must be 
moved during daylight, the commanding officer of troops will hold his men below 
deck or within deck superstructures to prevent attracting attention. , Signals by 
flags or whistles will be limited to those necessary for safe navigation. 

82. At sea. — o. After sailing from the port of embarkation, the oversea or 
intertheater destination will be disclosed to individuals aboard ship only as neces- 
sary for training or indoctrination en route. When such information is dis- 
closed, the individuals will be warned of the secret classification thereof. Par- 
ticular care will be taken to insure that this warning Is given all individuals who 
are allowed ashore at intermediate stopping points. 

6. Events at sea concerning or resulting from enemy action will be considered 
as secret information by all individuals concerned. 

83. Beturns to United States. — Classified elements of Information concern- 
ing a return movement to the United States are identical with those enumerated 
in paragraph 76, except that the United States as a destination is restricted 
Information only. However, the specific port of destination in the United States 
Is secret. 

84. Movements by air. — a. Generally, the same requirements for water, 
motor, and rail movements apply to oversea movements by air. However, greater 
care must be exercised by all concerned to the secrecy of specific oversea or inter- 
theater destination, since such movement orders normally disclose a geographical 
destination. 
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6. All Individuals involved In such movements, communicating from Intermedi- 
ate stopping points, will refrain from disclosing classified information, particular- 
ly their oversea or intertheater destination. 

85. Higher classification. — A higher classification than that Indicated In this 
section may be assigned if the order, message, or other communication contains 
Information which should be protected by a higher classification. 

86. Reason for classification. — Whenever a classification higher than re- 
stricted is assigned to a movement order, the reason for such higher classification 
will normally be included therein. An example of an explanatory paragraph 
Is as follows : • 

The following secret and confidential elements of Information are contained 
herein: secret equipment (par. 11c) ; tabulation of units (par. 1) ; confidential 
mission (pars. 2 and 3). All other elements of this order are restricted. 

87. Overseas. — a. After, arrival overseas no information will be given con- 
cerning names or destinations of organizations, names of vessels, data concerning 
convoys, routes pursued, measures taken to avoid attack, dates of arrival, debark- 
ation, or departure, or number of troops, or kind of cargoes carried. 

6. The disclosure of the place of execution or acknowledgement on a legal in- 
strument by one in or with the armed forces overseas Is authorized, provided the 
military necessity of secrecy of strength and location of troops does not require 
suppression of such information, provided also, that such disclosure is necessary 
to the legality of the instrument and the execution of the instrument cannot be de- 
ferred without undue hardship, and provided the Information disclosed will be of 
no substantial value to the enemy when and If it may reach him. 
[A. G. 880.01 (IB Mar 44).] 

By obdeb or thb Secbetabt or Wab: 

O. O. MABSHALLy 

Chief of Staff. 

OnrdAL: 

J. A. OTJOy ' - - 

Major General, , 

The Adjutant General. 

Distribution : 
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L'e&eranduci dated 8 September 1942 from 
Captt-in !'. f. Calvert tc ^R.1or C 
Nelson (EIDV KI-£-a), Subject i 
Seourity Responsibility* let kewo. 
Ind. , dated 11 September 1943, 
frocs Major *»«lson to Captain L. I. 
Geiger, Labor Relations Board 
(FIWC-1), 2nd Memo Ind., dated 
14 September 1945, fror, Captain 
Geipir to fcajor Nelson (Mir 0-4 )| 
and Srd Memo Ind . , deled 20 Sept- 
ember 1943, from Major Kelson to 
Captain Calvert '(Bin C-l). 



Looatlon 

Intelligence and 
A. Seourity Div- 
ision file 1IG~ 
6.02.? Seourity 
Rtrsponsibillty. 



2. Engineer inf Manual, Office of the Chief 

of Engineer s. Chapter VI, ?-ater Supply, 
distribution and Storage j Chapter SVYI. 
Fire Prevention j Cro*by-iiek©-f orster. 
Handbook of Fire Protection, published 
by National Fir© Protection Association* 

5. OCh Ciroular Letter no. 1070 (Construction 

I It So. 251), dated 15 January 1942, 
Subject i Organisation for Protective 
Seourity Servioe in the Construction 
Division, O.O.T. and in the Offices of 
T?i vision and Area Enfineers, File So. 
rr 025.1 c?r. 
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OAK RIDGE 
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by military counter-espionage, the OAK RIDGE, Tenn., Aug. 11— U1| W. B. Parsons of Seattle, Wadh 
War Department announced today. _Tha aecrst of the atomic bomb "placed him at Oak Ridge. Hear* 
No detail? were given of the wii protected by an inten»atlonall <luart ? r V, ,or tht r ," , U P« eu 't|hl 

|depar,men,al reiease descn bing ntpon , Mt „ nly „ two top ^J'T^To'r .1, peraonne, wa. 

I handled exclusively by the district/ 
A personal letter from President I or B» n,za,lon »•"• key persons war* 

Investigated thoroughly. All poa 
alble precaution! were takef 
against sabotage and espionage »n< 
military police got apecial training 
for guarding the projecta. 



the means by which the army had ... ,, ... . . . 

kept atomic developments and 8f the ""hattan Dtatrict. 



even the fact that extensive re- 



Oak Ridge, Tenn., Aug 14 UK — 
It wu revealed today that a 

"planned attempt ' was made to search was underway an Inviolate Rooaavelt In 1»42 dlractad MaJ. (Jen 

espionage th« American atomic secret for four years.. Leslie R. Orovej, officer in charge 

bomb project hare, and that it The research was dependent ?^,"^ r * ,5^^ ^.,^! n ""- 

was thwarted by a specially-tralned upon a relatively feu dentists "Xf malnUln •+ 

unit of the army's counter-intelli- scattered about the country and The raaiflUng organisation was 

**fl < ^. ""T 8, ... ,nc . »rmy's counter . espionage under_ auch stringent regulations 



Military agents were assigned to 
this home of the nation's top se- 
cret weapon and formed the nu- 
cleus of an organization which suc- 
cessfully protected the secret, an 
army release disclosed. 

Key scientists Working on the. de- 
velopment of the bomb were con- 
stantly guarded, the army said. 

"All attempts to obtain vital In- 
formation were thwarted," the an- 
nouncement said. It did not dis- 



reckoned with the possibility of that Federal Bureau 0* Inveetlga 
one or more of them being a?- .tlon representatives had to have 



Investigative agencies, Includes 
the FBI. helped the distrlct'a naill 
tary Intelligence organization wbej 
called upon. »•• . 



sasslnated by desperate enemy 
agent*. They were constantly sur- 
rounded by bodyguards Their 
identities, whereabouts, and move- 
ments were surrounded with abso- 
lute secrecy. 

The announcement in regard to 
espionage said only: "All attempts 
to obtain vita! information were 
thwarted.'' Army officers, extend- 
ing that statement slightly, said 



special passes to enter the install* 
tions throughout the country. 

Bet up to operate as an Inde 
pendent agency outside G-2, the or 
ganitatlon was beaded by two mil- 
itary Intelligence division officers 
Col. John Lianedale, Jr., of Cleve- 
land, Ohio, and Lt. Col YV. A. Con^ 
sorting of Newark, N. J. 

Assigned to Col. Kenneth D. Nich* 
ols district engineer, wax a hand 



picked detachment under MaJ. H. Kj 
Calvert of Oklahoma City. Latent 



close whether the person or persons 

involved had been previously iden- espionage attempts hadn't been Mai „ r ., upr , „„. ,„„«,.,.„,< 
tlfied a* having been apprehended limited to this 59.0U, acre govern- ^So^'h.ndfc foreign "men," 
in this eountrv as enemy agents. ;ment reservation where much re- - - - 

Humors and speculations were '*?<> was done and where atomic 
graced to their source and so well bombs are made 
was the secret guarded that the Counter-espionage agents as- 
Nazis believed, only a short time signed here formed the nucleus of 
before they surrendered, that the the elaborate organization which 
United States had not progressed w « v so successful in protecting the 
beyond the earlv research stages ln s<,,r <"' » h «< the Nazis believed at 
development of the atom bomb, the ,h < t |m < they surrendered that 
army said. 



gencr for the project and Lt. Cq£ 

' Manhattan Project' Made Bomb; 
ClgArstiGuardpH Secret oj the War 

Aug. 7 



"With success of the project de- 
pendent upon the safety of a few 
key scientists, elaborate measure? 
to protect their identity and where- 
abouts were instituted and counter- 
intelligence corp.* agents were as- 
signed as constant bodyguard*." thr 
snnouncemenl as n >i nu rd. 



the Allies had not progressed in 
atomic knowledge beyond the early 
research stage, the announcement 

sairL 




_ - - 7T ft I I 

WASHINGTON, Aug. 7 (/Pi— overriding priorities for certain 
Manhattan Project." probably the ; materials for "Manhattan Proj-I 
nst guarded aerret of the war, ;ect" Even when they met, one did 1 
rodiKed the atomic bomb. not know the mission of another.;' 

• Those two words magically pro- ,Seores of universities and seien-| 
ducerl needed materials, however , tifir laboratories had a part in 
sean e as well a? manpower to ' the work. They were assigned one 
; carry out the vast research which, problem at a time, provided the' 
lied tn the disclosure today that this answers to them, but still did not 1 
i country had produced a bomb far .know where their work ultimately 
i more deadly than any other. i would lead. 

"Manhattan Project" whispered, Army officers who carried e\en 
into the right ears meant the high- 'the small bits of information about 
est prior.'ir.s for materials and; "Manhattan Project." moved about' 
manpower ' | with brief cases chai"cd to their 1 

Thousat •:- knew of the existence . wrists, often under guard, 
of "Manha- • i:, Project," but few A few times "Manhattan Proj- 
nf them Kr < any more than that ect" even reached th" new spapers 
it wji« supc -.ecret. m connection with ih<- recruitment 

The pr: ;i ' t was so broker down, of manpower Anv inquiry, how- 
thP! thris. working or. it usually ever, brour;!-' 'h response that 
kne" one phase of it. And it was a »'• : project and that 

f 1 1 ,r- thf .i.'.c phnsc thc\ ro-ulci not no inform; .■ ■. ould be given con- 
kno" ultima*' objective , cernir.g it ' 

Oi. a g-ven day. for example. High officials of the WPP. knew 
several t.v officers might aak i few or no detail., of "Manhattan 
the Vr- Production Board for] Project." 



remonnfi is raised 
a «t*tefhenf; Col. Nicholi 



Military Intelligence 
iGuarded Atomic Secret 

"Regulations Were So Rigid FBI Agents 
Had To Have Special Passes for Entry* 

Department 

r\ • .• c •■ _ ' tellisence Divisions of all nln< 

Organization Supervised by Gen. Groves 'SSZSSTm: SfATSS 



"Regardles* of the rank of tho?< 
connected with Military Intelli- WT o 
ence, each member did his pari IV fll* ^PPFPt 

nd did it well. The magnificent uctlC - 1 
ecurity job that was done could 
ot have been Rccomplished witb- 
ut the whole-hearted support ol 
11 concerned. 

Division of the W» 

. ... 8eear,t y » nd In- 

telligence Divisions of all nln< 



'Best Kepf 



.Now Knowp^ 



"In fact, 
rltjr to 



America ttaelf r»v< 
It* own greatest pro 



ii r. tv- Newi-smiiMi every loyal American eltiien wh« 

OAK RIDGE Antr 11 Tk« .* i . . [worked for the Manhattan Dtatricl 

r>rnWW w g- u e '*° mic bomb waskntriboted to the meeeaa of th< 

protected for three years by an air-tight intelligence and te 2 Bri *y «••» t— - q 

secunty organization which operated under such severe ' **— ~ 

regulations that FBI agents had to have special passes for 
entry into the various installations in this countryiTwas 

The War Department gave official recognition to the 
Military Intelligence personnel .' "~| n 



v h 0 pursued their activities anony 
mously and who played the major 
role in controlling the Intelligence 
and aecurity aspects of the atomic 
bomb project. 

In recognizing these atomic 
bomb protectors, the War Depart- 
ment gave in general outline the' 
atory of how the war's best-kept 
•ecret was kept. At the same time, 
the War Department emphasised 
that aecurity of the project was 
still of highest importance on all 
information not officially released. 
Groves Supervised Organisation 
As an organization within an 
organization, the Military Intelli- 
gence Division of the Manhattan 
Engineer District was organized 
under the direct personal super- 
vision of Maj. Gen. Leslie R. 
Groves, officer in charge of the 
atomic bomb project, who was di- 
rected by personal letter in 1942 
by President Roosevelt to 
"extraordinary" steps to maintain 
•ecurity and secrecy. 

"The organization which Gen. 
Groves directed to operate as an 
independent agency outside of G-Z 
•nd specifically as a separate unit 
tinder the Manhattan District was 
*et up when Gen. Groves ■elected 
from the Military Intelligence Di- 
' vision of the War Department two 
officers to act with and for him in 
establishing intelligence and ae- 
curity policies," the War Depart- 
ir ait said. ' 

"These officers, both of whom 



an extraordinary departure 



tomic Bomb 

roject Kept^ i' 

2T *liln Secrecy * f X "i^^ SS^^" '" 81 

•f the SANTA FE, N. M., Aug. 6 VLB ±L T JUL *! ! 



■anal Army ehanneLi 
chment was responsible 
ly to only Gen. Groves 
Nichols. Members 
tfeAchment were spread through- . . ^ . . ,. 
•at this country, from Washington government has protected its 
to California and from Maine to tat Alany* Atomic Bomb project, 
Florida, with their headquarters ntst and north of nere wlth tueh 
kt Oak Mdge, site of Clinton En- r 
giaeer Works. | 

Bed Tape Slash ed nrlped the community off the map 

Red tape was cX short cuts for two and one-half years, 
were taken, formalities were done 80 rigidly was the ban against 
way with.. "Protect the project" ^,1^ ^forced that society 
* came watchword of the£ ge , n ' d |ports itorie „ <rom Lo, 

Personnel at all project insUlta-ft 1 ™ 0 ' » volded mentlon of * e 
lions were screened exclusively by |P lace - 

the district's Intelligence Division.' A one-time exclusive school for 
for the elimination of undesirables, jboya, Los Alamos was taken over 
Security and secrecy agreements by the government in the fall of 
were executed by aU, »nd exhaus- 1942. Newspapermen were warned 
live loyalty investigations were tt once tngt the project was one 
made of key persons. ^ War Department ranked as 

Elaborate precautions were tak- extremely confidential, 
take j«n against otpiaaage and aabotage. ( Reporters never were given an 
'— Every known method to insure opportunity to visit the project 



Or OirWuUllMii B*r«u 

WASHINGTON— The best kept 
(secret is now revealed. 

Two years ago the Office of Cen- 
sorship asked the American pre»s 
to refrain from mentioning experi- 
ments with atomic bombs. The 
press kept that faith until Hie first 
one was dropped. 
Byron Price, director of the Of- 
ice of Censorship, Monday said 
the press in keeping the "secret 
Iclose •'demonstrated patriotism of 
,thr highest order." 

By 194.1 It was known scientif- 
ically that such a bomb was prob- 
-hlr. It was then jhjt 1ht gffirr 



production and shipment security 
was taken advantage of In the 
rgaaisation. 

Information was compartmen- 
ilized so that each person knew 
ly such information ai was 
ceded to do his or her part on 
e job. Army officers themselves 
were cognizant only of their par- 
ticular phase of the work. 
roUee Specially Trained 
A security of information pro- 
gram was instituted to develop in- 



operated under a voluntary* code 
of censorship restraining from 
printing any information which 
might give aid to the enemy. 



J 



Colored Youth 
Secret to Navy 

Now it can be told! f-J f)£" 
A 17-year-old colored boy went 
down to Chattanooga's navy re- 
cruiting station recently to enlist. 

Chief James L. Bailey, specialist 
recruiter for the station, asked the 
boy where he had been working 
and he said, "Oak Ridge." 

Then came the usual question 
about "What did you do?" an(Mhe 

But the public knew there wa» ™!?™ d „!%^ w : .„ anrt lf , dM 
Something leMblM. in the ; ^VteTyV"'' " ' 
►ills and conjectured over it. »«•, no t all that aecret, la It?" 

The extent of the project has B»ii ey M ked. 

-j.i j.jj tel , you j u<t now Je . 



not been disclosed. New roads 
have been built to it, and over 
them flows an immense cargo — 
building materials, machinery, 
food, ice, coal and other commod- 
ities. 



have made extraordinary records I dividual responsibility, and mill 
in the Intelligence Division, wereftary police were specially trained 



Col. John Lansdale Jr., Cleveland 
Ohio, and Lt. Col. W. A. Conso- 
dine, Newark, N. J." 

Hand-Pieked Officers 

1 They in turn hand-picked a 
■roup of intelligence officers and 
■ cents for what was the most dif- 
ficult security job of all time. This 
■lii'tachment of officers and agents 
vaf then assigned to Col. K D. 
Nichols, district engineer, with 
M;ij. H. K. Calvert, of Oklahoma 
City, in charge. Maj. Calvert was 
later transferred to London to h;m- 
rile fnrcjpn intelligence fnr the \ 



lor internal and perimeter control 
of all installations. 

As the operations of the Intelli- 
gence and Security Division de- 
veloped, the bulk of the intelli- 
gence matters were developed um- 
der the supervision of Gen. Grovci' j 
Washington office and this aecurity ' 
program developed under auper- 
vis ipn of th e district engineer si 
Oalf RIBRF. There was complete 



cret it i»," he replied. "Jay I'm 
etanding out in the middle of a big 
field with a pair of poathole •jig- 
gers a-digging a big hole. You 
come along and say, 'Boy, what 
' you doing?" 

"Does I tell you I'm digging a 
poathole? Naw, air, I tells you I 
don't know— that's what I do. If 
I tell you what I'm doing I get 
fired for divulging Government se- 
crets." 



I co-ordination on both phases. 



l>?mrrt and Lt. Cnl 
S( ;,Mlr. Wash , toe 



W. P. rarsnn> 
* command ot 




omics, Size of 




WASHINGTON, Aug. « — (*>— 

flHsSfWtki«tmc«, where it ii 
made and fough comparteona on 
its power. 

Even Vie quanta* whether the 
Japanese will M tt In M| vol 
ami. or only occasionally and M- 
' latt unanswered ex 



J^orkers In 




OAK JUDGE, 
of thousand* of wtrkm at the gov 
ernment's "Clinton engineering 
'iWorki" end their iamllJes atrug. 

iWto errata ^rTMi ^"^n^h ^^±2 
and oomplately mn productive *** *"**> n * *"h component part* 
efrterpriaT the jSuST have or te « ™ w «»U»tab of a mighty 



rejNGoverninent Plant^ 

[DOE, Tenn.-(UP) -Tens' V-fJP > 

I^SCCrifv Still Prevails ^ foldfr^ 



the* «b not sow accestiaw terms 1 * v * n * n ide * *» *** » n atomic bomb 
S5 gnayaspact ^rnhTV«toi DUt whatever It wa«. it 

'from the air/the bHj w3eh>"%* l * ir "«•"■**'•: "M* valued 
baa never been aeen art tbia e*rthrj*<£I£>' . : - . 

• How bit the bomb^a-whlch rw™ wtn *•* *> «•] 
ifoW whether aj£r*W»ey st 1 ' 1 ' W,VM were wqul: 

fee equivalent of 10,000 tana of 
iTNT in am spot, doaens or nun- 
■rode— is carefully tin revealed. 
But the President spoke of "a 
bomb" on Hirochima and atom* 
amaehmg equipment heretofore 
baa been, ponderous. 

Mr. Truman aaid on]? that lob 
was done by "an American air- 



•lane," leaving open the question 
whether regular operational types 
of bombers ran handle the terrt- 

,ble new weapon 

There la no hint whether the 
destructive monster baa been ao 
simplified that non-technleally 
trained crews can handle it once 
it it built. 

Even its. actual destructive force 
it aacret— If the makers know it. 
The comparison with 10,000 tons 
of TNT mar be more a physicist's 
calculation on release of energy, 
translated into layman's language, 

.than a figure on area the explotloft 
kill devastate. And at last retfofl 

Jluat and smoke still ooeeured Of; 

■servers' view of the place wha* 

|a bomb actually f ell. ' J 

There it a bint— but no more-j- 
at standards of comparison al- 
lying to ordinary explosives roar 
ot work at all with atomic bombi 
rotary Stimaon's statement at 
the bombs aaid security would not 
permit revelation "of the nature V 
their action.'' Whether be was 



night have, 
children. No 
own a earners 
depMding 
ousm, bjjt 



... m»tS^ T . ,^ , , 

which tr*1|cv«rniB»nt IMitliLrottr 
years and ^whs. leek, atoe* adWWj 
rel, vm residents needed a pass. 

* Atamte ,»>tena»r» , r 
Tuesday *h|v were eacltedly'dla-? 
anting the gMpr *bfcb waa .theirs', 
-they jweret the. pfc>oeef» Vho 'had* 
eraeteft eV means of eoatsoUing 
atomic twiy now toeuaed la m 
weapon offilAletuable destructive) 
farce, but *r|t IT awesome potentials 
of good. The residents gossiped on 
the street corners about something 
alae but the weather, for 4he first 
time wives asked- and were told— 
what , husbands were doing in the 
■erne #00 factory buildings getting 
Ails S0.Q00-<*cre government 
>ion. . 

. A few men were 




a>at they Were able 
the gigantic ^nd 
act was. . One was 

sbemical engineer, whose home is 
xi Jackson Square. 

I knew or thought I knew what 
was coming months ago." he ssid. 
But J never mentioned it to any- 



speaking only of the bomb — t , „„.,,.. 
cbaniem, or of effects differing in " 



essential nature from the blast of 
orthodox explosions was not clear 



Oesp/f« foe rocf f*cf i h» fenero/ typo of" work atiht Clhtton 
£«gin—r Iv'oWb Ao» boon moo's known f o tho world, secjirTfy tfill 
imoi'ni ma Important factor, and tho workers eve s«W eAeeW if. 
id oat ot tin plant.\ Were Sue Creii, Woman. Auxiliary M. H 
cAedj Me 000*00 of* QWncy R. Thompson m ofAer yorxers.ironJ 
tint waiting to be cAecW out. f «t"t. T ~J 0 F -$\ 



'Who's Goofy?' Asks Manageif 
Who Doubted 'Secret 



■bcitn 



Ho didn't tell his wife. 
"1 had my first news from the 
•postman." Mrs. Clay said. "He toid 
me and I flew to the radio." i 
barber Kept Qultt ' | 
Even the town barber kept his 
inouth buttoned on the amaz 
thi ngs goin g on all around— the go 

•O-nKnei^ spent ovtr one tillion 
lars here in four years. 

"My cu»tomers and I tnlked a 
everything except the work on the] 
project." Barber C. A. Goodwin said 
"In the 17 months 1 have been har- 
boring bcre I had never heard any- 
one say hp thought or believed he' 
knew what was bcins made here. 
I may have had my ideas, but I 
kept them to myscl'." / 



ne . »ne — or hardly dared to think about I who jLwiiDtea 'secret Gty'JJ^ 

' MEMPHIS, Aug. » (/Py— Manager Joe Simon ot Warnfr Theater 
needed e new cashier. A pretty girl applied. 
"Any experience?" Simon asked. - * & I 

"Yes." 
"Where?" 
"In a secret city." 

"A'aecret city," Simon mused. "Where? What atate?" 
"In Tennessee." , 
"A secret city in Tennessee? What's Its population?" 



About 75-.000 

Simon scratched his head and gave the applicant the old brush of ft 
He decided that he didn't want such a goofy person handling hif! 
mohey. 

"Is my face red?" Simon aaid today. "A couple of days after 
talked to the girl I read President Truman's announcement that thi 
'tecret city' is Oak Ridge. Who's goofy?" 



Col f Nichols 
Asks End Of \ 




"Many other universities find 
research organisations have fur 
nished vital information." Col 
Nichols said, including Genera! 
Electric, Westinghousc. Allis Cha! 
mcrs and Chrysler Corp.," "I wisr 
that all organization could bf 
mentioned, but they can be svri 
that in due timr credit will b< 
Riven thru effort**, r j 



Col. Nichols 
Cites Need 
Of Security 



The following 



OAK RIDGE. Aug 9 — "Future 
pc sibililies of atomic energy aref- 
w sapped in technical details 'hat 
cannot be released now and I ask 
that speculation concerning these 
possibilities be stopped," Col. K. 
!). Nichols, district engineer of the 
Manhattan district, said in an ad- 
dress here tonight. 

He also asked that Speculation 

oncerning dangers pertaining to 

he Clinton Engineer Works be 

lalted. 

"There is absolutely no danger 

if an atomic explosion here," he the public from Col 

aid, "although in our plant here 

it Oak Ridge are the main units 

n a vast industrial effort for the 

production of atomic bombs, ade 

juate safeguards have been taken 
to make an atomic explosion im 
possible " 

In opening his address, Col. 
Nichols praised individuals and 
companies 

the project moving at top speed 
and with a maximum of secrecv, . 

"We have attained our first'ob " Wlth ,he revealing of the Man- 
jVdive but we still have gre-.ter ! natUn ni «<"C' Engineer undertak 
work to do. Our second objective the **mificanr* and vital im 

is that wr must be prepared to P°rtance of the project can now be 
give our fighting forces just as 
many bomb'; as they need," Col 
Nichols continued. "We cannot ef 
loiri to let oi.r men at the front 
lack the most effective weapon 
e v cr dev ised by man, and to insure 
tins, wc are building more plants 
daily." I 



Engineer Says 
ecrefShould 
emain In U. S. 

Col. Nichols Besieged 
by Reporters but ' 
Town Not 'Open' 

By MILLARD YAKBROI GH 

Jvcus-Srntitirl Staff Wnlrr 

OAK RIDGE, Aup. 8 — Col. 

D. Nichols, district enpi- 
,'cr at this home of the atom- 
bomb, disclosed today that 
icilities for its production are 
uini: expanded and said he 
oped that after the war the 
?t rible new destructive force 
oulri forever remain in the 
foiled States. 

' Nichols described the develop- 
neiit of the bomb as the "greatest 
iambic in history ' but one thai 
yas entirely justified because it 
kill 'very likely greatly shorten 
he Pacific war." 

He sairi he was in no position to| 
peculate on the posfible peace- 1 
imp application of the newiy t 
uu-nes -cd energy but added ler-1 
enlly. , 
' 1 trust it will forever bf kept! 
ipht here in the United Slates." 
Nichols said the nearuy source 
the citlienj of East Tennessee who '>f unlimited electricity from len- 



a statement to 
Kenneth D. j 
Nichols, district engineer of the j 
Manhattan Engineer^ District, at I 
Oak Ridge. 

"The official release today of 
information regarding the scope 
»nd purpose of Clinton Engineer 
Works at Oak Ridge, Tenn., com 
... , prises the permissable limits of 
for their help to keep djsclosures regarding the project 
at this time. 



appreciated by all. 

"On behalf of the War Depart 
ment and myself, I wish to ext.-nd 
sincercst thanks to all civilian 
and military personnel for their 
efforts. I also wish to commend 



C'ol.SNichoIs said that Oak Ridge 
nerds every man and woman now 
working and hinted thai con- 
siderable more manpower would 
be needed to "construct and 
operate plants that arc to be built 
in the future." 

Inj.sking .continued help' in pre- 
serving aecreo- at the plant. Col. 
N'k hols said, that very little vital 
information has .been released !«: - 
talnlng" to the project and urged 
all workers to confine remarks 
only to information that is offi 
cial'y released. This is vital, he 
pointed out, to keep our lead in 
production of the Atomic Bomb 
until peace in the world it again 
assured. 

Key operators, which according 
to Col. Nichols made Clinton 
Engineer Works a living reality 
are. Tennessee Eastman; Carbon 
and Carbide; I'ercleve; Monsanto 
Chemical Co.; and Roane Ander 

Mill. 

'I ne -c plants were designed or 
''instituted by Stone and Webstt i ; 
K'-llrx. Kurd, Bacon and Davis 
If. K Ferguson Co., Dupont, Skid 
ni'ire, Owings and Merrill and J. 
A. Jones Xo 1 1 s t ui c |_ i o n Co. 

Col Nichols also revealed that 
vital information was furnished 
the operators *' Oak Ririgr by Ihr ' 
t'uviis >\ of California, the Cm 
veisit> Chicago and Columbia 



aided in maintaining security 

"I am proud of each individual 
connected with or serving the 
project. Many have devoted thtlr 
time and energy without stint, 
often under adverse conditions. I 
Many were handicapped by not ! 
knowing the nature of the under- 
taking, but nevertheless rendered I 
faithful service with nothing mare j 
than assurance to go on I 
"I am confident that I can do- j 
pend on each of them to continue 
to render the same whole-hearted ; 
cooperation and effort during the j 
future as each has done in the past > 
in achieving our objectives. J 
"Security on many phases of the | 
projec t remains of greatest im- 1 
portance, and it is the duty of II 
every employe, past and present, II 
and of ev ery citiien to protect all Iff 
information not appearing in the! 
official release* " Jf\ 

The following figures were re 
leased by the War Department, i 
showing total costs for special 
plants and laboratories necessary 
for perfection o.' the atomic bomb. 
Total expendi- 
tures $1,685,142,423.70 
Clinton Englneei 

Works J I, IM, 393, 000. 00 

Han'orrl Engineci 

Works $ 3E2.40i.000.00 

Nev^ Me:d| o ) 

Pl">jecf i 54.4-.»<i.O(lO 0(1 



nessrr Valley Authority had been 
Ihr chief factor in locatln; the 
laigest atomic bomb plant berc 
M Oak Ridge. 



Plants Brought 
by TVA Power 

(STARTS ON PAGE ONE) 

| euardod rod *tho 'sqtLi rows i' 
jbuiidmes that stiilch over 50.0t;r 
,1110. of tne-timc (arm land are 
still forbidden rsounri for all bo' 
awe-s: i ;h '; personnel who si '! 
| haven't (i.iitc recovered from t;.<- 
jiitlowleifc of their fearful task. 

Meanwhile, the War Manpower 
Commission, said that 10.0(0 ad 
dilional workers are needed for 
jjobs at Oak Ridtc. The WMC has 
i referred over 200.000 men to the 
| orojeec in the past 30 months, al- 
I (hough all of these were n..i 
| needed it said. 

! Nichols said the new weapon 
j "should help end this war quickly 
| —sufficiently soon to justify tin. 
'tvv.-. billion dollars involved in in 
creation " 

What has- already struck Ja- 
pan, he said, "is only a foretaste 
of w hat is coming." 

He said the production schedule 
was— sot up at this great plant in 
1942 "and we are right on it " 

"We were given a job to do." 
he said proudly. "That job wa- 
the development of explosives for 
jthe use in war. We are fultilling 
that job. and more plants are now 
being built for the purpose of 
manufacturing the atomic bombs." 

Nichols voiced deep pride in the 
thousands of persons who con- 
tributed to the bomb's pheno- 
menal success. 

/"""" Months of Strain 

j For months, for some years, 
Jhey "had been living in. an atmo- 
sphere lo strain and secrecy. They 
"knew tney "were working ss i ; !i 
component parts or the raw maic- 



Since the very first breaking of ""I* « mighty war weapon 
round the plant has received .op Very lew of them had even an 
►uoritv for literally everything it idea it was an atomic bomb but 
ipods "he said. .they knew whatever il was, it was 

'NijtolsJholtUne the tirat press! t heir count ry;s.roottAalueo secret 
onTcrciueTieriLiince news of the 1 



WorkeTs 



were asked not t" tell 

c\v~]goniTr"\vas released in "Wash- tneir wives. Wives were required 
^TlondTiy," was besieged, by not to pass on any suspicions they 



elfSR^rwn "'who 'Ka^'iwarincd mieht have, particularly not to 
n>»'e_"y fiiU 'y aEout •niis^ieciet their children. No one wax per- 



ty since tncn. 

ynrnTnd er Wraps 
Vor the ma'l plirl it is still under 
tap-. Its bis gates remain heavily 
Turn to Page S. Col. 4) 
PLANTS BROUGHT 



mined to own a camera. The 

government^ was depending upon 
everyone's patriotism, but Arm v 
ln toIly ; r;ncc officers were every - 
where to sec "tTiat There was no 
indrsrrftlon. Even to teer.c tins 
,cTtr-Trr"'S.O00 persons which the 
^iovernmcnt built in four years 
jfend owns. lock, stock and baric!. 
!the residents needed a pass. 

Todav they weri excitedly dis- 
cussing the honor which was 
theirs — they were the pioneers 
who had created the means of 
controlling atomic eneiRv now 
focused in a weapon of incalcu- 
lable destructive fol cc but with 
awesome potential of good The 
reside!;!- KoSMptd on the street 
corners about sonicthnu; c!m- hut 
the weat'-.ei. i'ol the III *! timt . 
wivev asked -- and wi re told - 
wliat hiivhaiuis were d.-air .n tin- 
some 40" fadoiy build, i.^s dottini 
this all. 000 ;„ i ,- Cove: nmen' res- 



Typicf.l Lea'rts.*-e of Information Cases. 

Typical "loose talk" or loakap-r of information eases 
referred to in Pararreph 6,8,. a't set forth as follows i 

(1) Several oases sprang from the Clergy one of which con- 
cerned a paaphlet entitled "Rtartlinf Power". In the winter of 
1&4S, a Patent Engineer seoured a aopy of the pamphlet which had 
been published by the Good Sews Publiehinf Company, Chioaf-o, Illi- 
nois and distributed by the Moody Bible Institute of Chioaro in 
1948. Tbf article stated that "Uranium extracted from natural 

uranium ore, promises to make all of our power souroes mere ohllde' 
toys by comparison. Professor John K. Dunning, Columbia University 
Leader in Atomic Energy Research has stated that the natural sub- 
stances from which Uranium 225 is extracted abound abundantly in 
the earth and throughout many sections of the world", however, the 
pamphlet continued "fte must not overlook the far more vital and 
Assured fact that (tad has riven to Christians the gift of the Holy 
Spirit with energies far store dynamic than those of exploding: atoms 
or mysterious elements". The Patent Engineer oonoluded that C-2Sr 
merited investigation by his company and made this sup estion tc 
his superior who in turn oontaoted Dr. Compton, Chioaro University, 
and Blade inquiry tc the Intellirenoe division whereupon investiga- 
tion was made conoerninf the information about 1-235 known to the 
company and the engineer, with the discovery that the case had harm- 
lessly arisen fror. readinf of the pamphlet. 

1 




Typical Leahaj-f of Information Cases, (cont'd) 

i>am months later, a Lutherar minister in the &outh 
t*ve a aermor; in which he stated "One of the developments In the 
field of Science today ic » new souroe of energy called Iraniicr- 
286. But repirdless of the power ©f Cranium; 256 or other energy 
which Soienee Bay diseover, it will nt ver be powerful enough to 
comfort us in affliction or strengthen us in despair. *e must 
searoh out the Lord for those thinre* 1 . Discrete Inquiry revealed 
that the sermon was taken free the article "Startlinf Power". Shortly 
thereafter, a Presbyterian Minister in Tennessee preached a similar 
•eraoc with the statewnte oonoerninr the devastating energy con- 
tained in Minute quantities of Cranium 255, but that even so the 
power of Cod was infinitely greater. Be too had read "Startlinf 
Power". 

(2) At Oak ftidre, a confidential Informant advised the 
Intelligence and Security II vis ion in the spring of 1945 that 
approximately ten employees suffering fres. a body rash believed 
that their rash resulted free: exposure to radioactive elements and 
had asserted that because the Oak Kid re Hospital physicians had 
not given them satisfactory ears they had <rone to their own "off 
aree" doctors. A freat part of the informant's report was found 
to be misirsf oraation, but it was ascertained that several employees 
had developed a rash possibly fro; excessive thermal conditions or 
from handling larpe quantities of ©arbor; tetrachloride for cleaning 
pur, oses and had gone to the hospital for treatment. Throufh a 

2 




Typical Le&V&f-e of Information Caset. (oont'd) 

sense of fetsr and because the physicians oould not state positively 
what had caused the rash, one or two of the patientr had fone to 
private physicians "back home" to aeetr additional advioe. To 
prevent patients from consulting "off a ret" physicians in the future 
and thereby dlsolosinf classified information by describing their 
working conditions en<5 aatcrials used, the hospital wue requested 
to assure suoh patients that Oak Ridp-c nodieal authorities ware 
best equipped and trained to treat any oases arising out of the 
peculiar work in f conditions of the area, The operatinf coapanies 
were also asked to stress this faet to their personnel. 

(S) A medical officer attached to a field hospital in Belgium 
wrote a letter in December 1044 to a friend working at Oak Ridge 
in which the officer stated his room&ate he a kid brother also 
at Oak Mdft; who had stated they were nakinf atomic bombs there. 
The officer and his roommate, also a aedio&l officer, were quite 
surprised when an Agent called upon them at the field hos; itx.1 to 
■ake inquiry reg&rdinf the statement in the letter* The writer of 
the letter stated that the subject of atomic boatba first came to 
his attention in a 1941 article appearing in the Tim e Hardline and 
the subjeot was again broached in the presence of about eiftht or 
ten other officers when his rooaaftte told the gathering that his 
brother was an engineer working oc atosxic bombs at Oak Ridre, 
Tennessee. Later discuss ions were held of & vory rcnerul nature 
«»<! larfely in a jokinf vein. The officer, whose brother worked 




Typical L*:«'^af« of Jnforaation Cases, (cont'd) 

at Oak Kid.-e, disclosed that he had visited with hie brother shortly 
before leaving the states and during th<> visit the brother slated 
thfet hr was workinr on the atomic bomb at Oak *idfe and thet the 
work was very seoret and ©ooduoted on a hure sosls. The officer 
did not mention the subject to anyone until shortly after the arrival 
Of his unit in liormandy, November 1944, at which tine he stated in a 
"bull session* 1 that his brother was at Oak Kidge. The brother was 
interviewed at Oak Ridp-e and stated thai at the time ho had Visited 
with his brother he had acquired very little actual knowledge about 
the project but knew in a general way what was beinf done* They 
had dlseussed in a speculative wanner the potentialities of atomic 
power In war and in peaoetime. the brother was eerlously cautioned 
against future disclosures of this nature and admitted he had been 
nost lndisoreet. 

(4) A Naval Lieutenant reportedly stated at a dinner party 
In Karon 1945 that he wondered when we would use the atomic bnb. 
fie stated that only about ten pounds of are needed to end 

the war 1 that several thousand persons were work in? en it in ?«nneaaee 
where west of TVf,*% eleotrioal power was used. The lieutenant was 
interviewed and stated that he recalled a lecture given the chemistry 
department at Harvard in 1942 regarding the possibilities of atomic 
power and had since dlseussed the subject with friends and had rend 
many articles In teohnioal map* sines regardlnr atomic power. Be 
stated that anyone traveling for the government realised there was 
a #reat seoret projeot there and he had merely assumed that it was 

4 



Ty ; iee.1 Leak arc of Informatior Cases, (cont'd) 

enfared in the derslopaent c' atomic power. Subject was cautioned 
against further such disclosures. 

(6) In June 1M£, It, fc. Comrton received * loup distance 
ecx 11 fror. a *an identifyinr hiaaelf as a It. Brown from Ashevllle, 
North Carolina who requested an unspecified quantity of I— 23E> for 
the purpose of creating a sensation in leotures he frequently gave* 
Dr. Comrton reported the natter to the Intelligence and Security 
Girls ion. Mr. ^rown proved to be the editor of a farm journal in 
Aeheville, and had read several articles about four years aro on 
the potentialities of tf-856. Having rooeived a eopy of the Con- 
fidential Censorship Directive, he assumed America was interested 
in 0-235 from a solitary standpoint. Re had net Vr, Cempten In 
Ashe vi lie when the latter had visited Brown's •»] loyor, the two 
beinr eld friends. Knowing &r. Gosjpton' ■ reputation in the field 
of oosmi o rays an^ nuclear physios, »rown telephoned hist to ascertain 
where he could obtain a aaaple of E-255. Becurity aspects eoneern- 
lnf the eleaent were explained to Brown and he gave assuranoe that 
he would sake no further inquiry eonoeminj- ease nor disclosure 
about the eleaent. 

(6) An ew loyee of one of the o cretin- ootapanles at Oak 
hidf r wrote a letter to an uncle » tat inn that she knew what was 
be in- done at Oak Kidfcj that hr. * . 0. Lawrenoc- wae known ae the 
"daddy rehMt" and that it was expected the war would be over 

E 
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?yj -let I Leaks re of Information Cases, (cont'd) 



quickly when the product produced at Oak Ridfe was finally used. 
Unfortunately, for her, the letter was dropped In * bus on the aree 
•t Clinton ^nrineer fcorke prior to mail in She admitted to In- 
telligence events that in her position as a confidential secretary 
•he had neeesssrlly acquired considerable information about the 
work of the project, but had been very foolish to reveal any of 
the information to her uncle. She vac promptly terminated by the 
company for this indiscretion. 



(7) A project worker reported In February IMS to the 
Director of Security, Metallurgical Laboratory, t%tlver*ity of 
Chicago, that he had just cose from a tavern across the street 
from the University Armory and had heard that the armory was 
soon to close up and that many of the people were transferring 
to Sew Mexico to a place that w&* quite confined and laeklnj in 
■any of the urban comforts. Spot surveillance of the tavern for 
several days by Intelligence agents disclosed that employees of the 
tavern knew that the University of Chloapo and the Army were work* 
Inr together at the armory j that •hipments entered the armory under 
armed guards, and that the owner had probably made statements 
that some plaoe in hew hex loo was connected with the armory. 
One employee was overheard to state In the tavern that the armory 
was enrared in metallurgical experiments and research, and that 
experiments were conducted or animals, the owner of th* tavern 
proved to be very cooperative in dieplayinr security posters and 
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Ijr ie&l Wakafe of Information Cssck. .cent *<'.) 

in promising to be an informant in reportin- any "loose talk* 
a^out the armory overheard in the tavern. 

(6) In the fall of 1944, an employee of a York firm, 
doinr enrinaerinr work for the project, wae taking a train from 
Saw York to Oak Hid e oerryin'- a hlpfcly secret file of enfineer- 
in;- details. Ee arrived at the leimsylv&nla station with several 
minutes to spare before departure tine of the train and used the 
tine to make a last Minute eall to his wife from a telephone booth. 
After finishing the eall, ht started for the train and discovered 
he did not have the aeoret papers with him. As it was bow time 
for the train to depart, he ehose to report the loss by a qui ok 
telephone eall to his offiee and request that someone eeme down 
and lo k for the papers, but advised that hp was oatehlnf the 
train. The Security ajreot. for the eaapany rushed to the station 
and made a frantic aeareh for the papers, finally loeatin then; 
•t the information booth. A telegram was sent to the union station 
In Washington request in the employee be contacted when the train 
arrived there and told to telephone his office, then the employee 
made the call, he was ordered back to fcer York. Be was soundly 
reprimanded for his failure to drop his travel plans and Immediately 
sear oh for the papers, an* wae terminated by tie oompany. 
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COLONEL 

Parsons,, William B 0 
Lansdale, John Jr. 
Consodine, William A. 



MfLJOR 



Block, Lloyd Ro 
Calvert,, Horace Ko 
De Silva, Peer 
Gillette, Kirby Mo 
Johanneson, Royden E. 



Jones, Thomas Oe 
XtoLeod p Robert J 6 
Thompson, Grover C. 
Uanna, William L« 



CAPTAIN 



Barnes, Guy E„ 
Brown, Emmons B 0 
Clark, Curtis Lc 
Cooper, Murray M 0 
Davis, George B., Jr„ 
Davies, John Lo 
Del Genio„ Nicholas 
Griseell, R„ A c 
Haley, James W 0 
Hayes, Arthur J. 
Horan, John A. 
Johnson, Lyall E<, 
King, John A. , Jr » 
Kirkman, Robert W. 
Leonard, George B. 
McClenahan, Henry I. 
Menke c Bernard W. 



Mountjoy, Pearl Bo 
Murray, James S„ 
Rams en, George W« 
Rhodes, Fred B„, Jr= 
Sergeant, William T. 
Simons, Foyle W. 
Simpson, William J 0 
Souther land, James E. 
Stansbury, Max E. 
Sterling, Thomas A. 
Talt„ Robert (NMl) 
Teeple, David S. 
Vol pe , Jos eph , Jr . 
Webb, Martin 
Whitaker, Albert E. , Jr. 
White, Charles V. 
Winstead, Charles B<. 



1st LIEUTENANT 



Adam, Francis 0., Jr 0 
Allen, George S. 
Ambrose, Wayne A. 
Anderson, Andrew J 0 , Jro 
Anderson, Wilbur S 0 
Anderson, Tfilliam Ac, Jr D 
Aylor, John H. 
A«evedo„ Daniel (NMI) 



Barge, Richmond I. 
Barnettp Oval Co 
Baskin, John Ro 
Beerman, Fred ho 
Belcher, Philip F. 
Bennett, Alfred 
Bolton, Frederick He 
Brady „ Max (NHI) 



m January \0V.-3 

Cmnpoat to Hon fear of / 
Intalllganoo anvl So«wri«y •P'ov-n-wnol (oivnf.M) 

1st LimiTSKANT (cont'd) 



Brock, Lawrenoe V. 


T aoViv THnTDAB Hr, 




MnAHnn' ehard. Go 




MnCnnV-tll Elmer A« 




WnMnl 1 »n William E r 


C*ll9»nai?. t rr*ncis «. 


jjssiuxgaii^ iix vnuLT a. 


v^rr , {Joseph r j 










Ubii*«h Hnmld i'NMl^ 




if ■ ffnp Dnnfilfl A - 


v p 1 1 1 Tib , vo?i « o 


MlaKUXJ.Hy Jul KB J 


v OTITIC r S , r 0.1 fl r. 


(curpny, oitim * • » "* • 


Cooley, Larry S. 


li.-.,,! A1^*>*H A. 

neverxoKj, niirwj *» 


Crowley, Jonn i» 


noxan, valuta &« 




n*Rv*1«iri Charles H. 


J? ' A 1 ronfi c „ umul ti * » 


A ( f^nnnaul 1 a T/\Vin .T - 
U v/OHuvXX, uoiin u* 




u vara, uoim l>» 


J. * " TBlIi'S C f S ran k tic. 


wXSOXl, CjQVt ill vr# 


i?*ily, Tooei'T- 


noKovuf lUnsuon n« 


w^vlin, iiiasa ti o 




Jfeck it. 


itenaxeinan, uonn 


Stark in, feWsra 


Kicnaroson, vaugnan c " 




niiey, "imam i» 




AODinson, ueorga u» 


tlsfamrt, villi lam s>o 


Roger 8 p Max Ee 


loll, r.?li) p »>o r.» 




*j* l il film ■ fVlMrSI ? 


AyasewsKi 0 Auoxpn 1j*> 




ocnaonor f uoorgc jt« 


Cjim>L & M)4 Iff 

i*ry^ DfTnarv? sac 


oonunann, vernon Ro 


vr3n.&n 4 rwvTiCjC wo 












5yil.foyl.e # Thomas Do 


Smith, Lawrenoe D. 


Hart,. Herbert 


Sulerud, John C* 


Hitohco?i: t Glenn E 0 


Taylor, Robert A, , Jr. 


Tiers r., John Ai 


Thompson, Francis S e 


Hv.iekin.?., William W c 


Titus a John Lo 


Houston^ Leonard 0« 


Traver, Robert W. 


Hull t John N. 


Vaughan f Spruill J., Ill 


Johnson, Charles L» 


Vettel, Charles T e 


Kendall, Raymond S. 


Vinoiguerra, John V. 


Kil lough, Robert S„ 


Waldner, Paul F 0 


King, Vfilliam A. 


Walsh, Harry R« 


Koranda, Hugo 


(Ve 4 ngarten, John L e 


Lannon, John Jo 





25 January 1946 
Composite Roster of 

Intelligence and Security Personnel (oont'd) 

1st LIEUTENANT (oonVd) 



Wells. Algie A. 
Wendt, Charles F. 
Warner, William L. 



White, Harold R„ 
Wulff , Albert V. R. 
Zindle, Harold J. 



2nd tlFUTRMNT 



Blauvelt, Robert W. 
Kelley, Robert He 



Rhodes, Haris Co 
Rolander, Carl A 0 



25 January 1946 
Composite Roster of 

Intelligence and Security Personnel (cont'd) 

MASTER SERGEANTS 



Addison, Artie A., Jr. 
Averill, Roewel3 P. 
Booh, Alfred L. 
Burns, Lee G. 
Burrall, Charles L., Jr. 
Cooley, Richard P. 
Cullins, Phillip G. 
Cunningham, John J. 
D a vie, Henry G. , Jr. 
Deitt, Walter L. 
Oetweiler, Charles B« 
Driscoll, Florence J. 
Foley, Richard Jo 
Frye, Herbert H. 
Furney, Lester C. 
Gleaves, Raymond L. 
Goldston, Joseph C. 
Herrington, James I., Jr. 
Hoyt, James L. 
Joyce, Herbert K t 



Kasefang, William E. 
Kilgore, James A. 
Lamb, Louis J. 
Laroom, Charles C. 
Harinucoi, James R. 
Miller, John 0. 
Mally, Charles U. 
Nolan, Riohard H. 
Oliff , Hershel 
Rathman, George J. 
Russell, Edwin 0. 
Stout, Patrick 
Thomas, Robert F. 
Wagner, Emil C. 
Wegener, William S„ 
Walker, Andrew A. 
Walsh, Edward D. 
Wheaton, George W. 
Zimmer, Willard H. 



TECHNICAL SERGEANTS 



Bernaochi, Julian N. 
Burke, William A. 
Callahan, Francis W. 
Campbell, Charles I. 
Christie, Charles B. 
Crowley, William A. 
Daerr, Robert L. 
Ebinger, Robert F. 
Edlund, Gust a v V. 
Flournoy, Copley W. 
Finneran, Michael J. 
Foor, Richard A. 
Gleascn, Edwin J. 
Graves, Harold P. 
Hendersdri, John B. 
Harris, William J. 
Hawkins, Howard G. P Jr. 
Honsley, Charles D. 
Hoyt; James L. 
Hand, Francis M. 
Harvey, Sam B. 
Jensen, Harold H. 
Kemendo, Joseph P. 
Lamb, ? ; ouis J. 



Linde, Arthur W 9 
Longbotham, Miller P. 
"✓c^ishjarrvfc r Sanry S? 
Ludwig, Donald P 0 
Lynch, John J. 
Mayer „ George A. 
Melton, Horace J. 
McGuire, Peter J. 
McElwreath, William J. 
Miller, Arnold R» 
Morgan, William H. 
Murphy t Peter C. 
Nadeau, Raymond L. 
Nolan, Walter H. 
O'Malley, Joseph M. 
Phillips, Jack H. 
Ream, Harold D. 
Saf for stein* Nathan C. 
Sohriver, Oliver M, 
Shanley, John F„ 
Smith, Richard M. 
Staruski, Anthony 
Stevens, Alan 
Wilson, Paul W. 



26 January 1946 
Composite Roster of 

Intelligence and Security Personnel ( cont'd) 



Arrington, Kenneth H. 
Asoiutto, Alfred S. 
Bailey, Howard L. 
Baudino, John M. 
Brater, Donald C. 
Bloom, Phillip 
Chilcote, Lynn E. 
Christopher, Lloyd R. 
Cole, Clinton S. 
Curran, John E. 
Dauphin, Edward L. 
Dillard, Jack ff. 
Dximianski, John ft". 
Eggers, Harvey H. 
Finnell, John E. 
Fitzroy, Roland V., «isr. 
Foote, Hlllis C. 
Forgatch, Joseph 
Gagen, Korbert Ro 
Game, Morgan F. 
Gaughan, John J. 
Gillett, Lee E. 
Grow, Kenneth A. 
Harley, Donald J. 
Hennessey, Matthew J. 
Johnson, Carl A,, B. 
Johnston, Joe B. 



Anderson, John H. 
Anderson, John Harold 
Campbell, Albert M. 
Eby, G. Hershyy 
Engel, Charles E. 
Ennis, Frederick T. 
Hammond, William P. 
Hoeffel, Dcnald E. 
H 0 llan, Joan V. 
Hoover, Eurold E. 
Keltic, James A. 
Kuchar, ^eith 
Landon, Edward Fi 
Loeschor, Richari R« 
Nelson.., Robert A. 
0'Bri?n, James A, 



STAFF SERGEANTS 

Kadlec, Walter H. 
Karoz, Frank R. 
Kelley, William T. 
Kelly, James A. 
Kookritg, Herman 
Kuleshg William E. 
Milligan, John 
Moffat, Henry C. 
Kountford, Horatio C. 
Kyers, Jame6 X. 
Myers, William T. 
Kiohols, Gene A. 
Boel, Robert 0. 
Oates, Peter F. 
Oland, Harold J. 
Platou, William R. 
Porter, Lee 
Ryan, Alvin F 0 
Ryan, Earl F. 
Sanford, Logan H. 
Scaife, Oliver P. 
Schivers, Rufus W. 
Shuping, Clarence L. 
Tatur, Henry J. 
Thompson, Frank D. 
Valentine, William I. 
Whitehead, Vincent 0„ 

SERGEANTS 

O'Neill, Cornelius B. 
Poling, John P. 
Riley, Arthur E. 
Rudisill, Edward L. 
Ryan, James C. 
Sentiff , Harry J. 
Sperry, Lawrence 
Spohn, William W. 
Stein, Raymond B. 
Sturdevant, Clinton T. 
Summer, Isidor H. 
Troy, Francis J. 
Walsh, Thomas F. 
Wingren, Richard H. 
Zumwalt, Dean E. 
Cowan, John H, 



f'T>l. Egan, John M. 
T/5 Lar?nc.», Leigh Ro 



(Abbreviation— —- — — Apt, e Ap er;(!i; ^ 



Aocovmtir.f £yste«, 7, IE 
Adalnlstrstior., 7.11 
Branch, 7.8 

tail I fceeorde I Classified Files 
Sections, 7. IS . 
ef non-C ounter-Intel licence 
Personnel, 7,7 

OrpaniMtlor, 7.4, 7.6, 7.11, 
7.12 

Agency Checks, 1.6, 8.4, S.8 

Oe^eraaent, 1.6, 6.4, 
Agent, 7,11 

CIC, 8.8, 8.7 

Bepartaent Security, 6.8 

Enlisted, 7.7 

Porelfjn, 6.1 

German, 6.11 

Intelligence, 6.4 

Resident, 4.6 

Seourity, 4.6, 6.6, 1.9 

Special, £.6 
Agreement, Sao racy, 8.6, App. C-8 
Air Transport, f.7 
Alarm Systems, 4.1, 4.10 
Allans, S.4 

Area Engineer, 4.5-4.11, 6.1, 6.2 

6.6, App. A-4 
Army, 4.1, S.7, 6.18 
Articles, newspaper, 6.11 
Aesletant %lef of Staff, 6-2, T.l 
Audits, 7.18 

Auxiliary Military Felice, 1.8, 8.C 
6.6, 6.7 



Barrier Material, 6.6, 4.1, 4.10 
Branoh Of flee Branch, 7.10 

Censorship, 1.4, 6.2, 6. 14-E.lt>, 
7.10 

Citlsenship, Proof of, 8.2 
Conflict* of Jurisdiction, 1.6 
Contractors, 8.6, 4.2, 4.8, 6.7 
Control, Centralised, 4.1, 7.11, 7.12 



Convoy, Car, 6.4, 5.6, 6.7 
Correspondence, Classification, 

6. J. 6.4, 6.6 
Cost of Security, 1.8, 4.6, 

App. 8-6, App. C-6 
Counter-intelligence, 1.6, 2.1, 

App. A-2 

Corps. 6.5, 8.7, 7.2, 7.8, 7.11 
Courier, 14, 6.8-8.8 
Credit Report, 8.8 
Criminal Indices, 8.2, 8.6 



Derogatory Information, 8.8 
Pevelo, stent of Project, 2.10 
Documents, Classified, 1.8, 6.8, 

6.6, 6.2, 6.6, 6.7, 7.6, App. C-6 

App. 8-7 



Employees, i.S, 2.2, 8.1-8.7, 4.6 
End 'roduot, 1.4, 6.7, 7.6 
Sseay, 1.1, 2.1, 6.1, 6.S, 6.11, 6.18 
Equipment, 1.8, 6.6, 6.7, 6.8, 7.6, 
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